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As Latin American organizations modernize business and adopt new technologies, awareness of 
more security risks, for both the organization and its business associates, drastically increases the 
importance to better align business innovations with cybersecurity and privacy investments. 

In this document, we discuss how consulting and managed security services can help organizations 
accelerate the adoption of business-driven cybersecurity solutions to reduce security threats, 
become more agile, and comply with local and international industry requirements. We also analyze 
the challenges in the region to embed security layers and address privacy concerns around new 
business models. Finally, we review the strategies and capabilities of PricewaterhouseCoopers 
(PwC) in Latin America, including business consulting and state-of-the-art intellectual property and 
technology in cybersecurity and privacy. 

 

I. INTRODUCTION 

 

In Latin America, 86%1 of the organizations are in the early stages of Digital Transformation, 

adopting new technologies and digital models, but still lacking the alignment of their objectives with 

long-term goals. However, by 2022,2 it is expected that 50% of the region's gross domestic product 

will be the result of the digitization of products and services, operations, and business relations. 

70% of IT spending will be allocated to 3rd Platform technologies (cloud, mobility, social, big data 

and analytics) as 75% of companies will build "digital native" IT environments to compete in the 

digital economy. 

These current and projected growth figures align with a level of IT spending confidence not seen 

for the past ten years in the region, despite recent international events related to trade wars and 

possible changes in trade agreements that impact the economies of the region.  In this context, it is 

expected that 54% of organizations will increase their IT investment this year3. This expectation 

accompanies the fact that new business models and services have changed an organization's 

approach to IT, their priorities, and the way technology is consumed. 

Along with the changes in investments, the surveyed organizations undertake innovation mainly to 

create new products and services (34%), to combine the customer experience in physical and digital 

channels (22%) and to monetize information (19%). On the other hand, their efficiency initiatives 

                                                             

1Source: IDC Latin America Maturity Scape Benchmark Questionnaire for Digital Transformation, Oct. 2018- 

including a survey to 208 companies in Brazil, Mexico, Colombia, Argentina, Chile, Peru, Venezuela, and Rest of 

Latin America (Caribbean and Central America). 

2Source: IDC FutureScape: Latin America IT Industry 2019 Predictions. 

3Source: IDC Latin America, IT Investment Trends, 2H18. 
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are aimed at increasing productivity (55%), reducing costs (53%), complying with industry 

requirements (17%), and seeking data privacy (7%)— Figure 1. 

 

FIGURE 1 

Business Reasons to Implement Innovation and Efficiency  

 

Source:  IDC Latin America, IT Investment Trends, 2H18 
 

According to the IDC Latin America IT Investment Trends study, IT areas seek to align their 

business demands with their IT initiatives. Let’s take an example of how changes in business 

models are impacting the way technology is consumed. Currently, the IT area is prioritizing the 

modernization and updating of its ERP to streamline processes; mobility to access business 

applications at any time from any device, and the adoption of under-subscription business models 

(Software as a Service or SaaS and Infrastructure as a Service or IaaS) to access new technologies 

and IT services without making significant investments, even when the IT staff is small. Also, IT is 

experimenting  in solutions with disruptive technologies, such as Artificial Intelligence (AI) (including 

Machine Learning, Deep Learning, Cognitive Systems) and Internet of Things (IoT) to undertake 

the innovation the company requires to become more competitive.  
 

In the same study, the number one IT priority continues to be security, even increasing by eight 

percentage points compared to the prior year. Continuing with the example of the impact of 

applications, in this case, the ERP, we see that the IT area is managing an environment where more 

than 40%4 of these applications come from in-house development; 32% are in private or public 

cloud; and 14% are being managed with traditional IT outsourcing. In the renewal or modernization 

of ERP systems in cloud, it's critical to remember that the evolution in the different environments 

and instances (public, private and hybrid) changes the attack surface and requires an integrated 

cybersecurity solution that considers cloud environments (cloud security in different layers) while 

addressing the business area demands, who drive the modernization or updating of the business 

applications. It’s important to note that cloud adoption continues growing in Latin America, with an 

increased share of the total software investment moving from 17% in 2018 to 21% expected by the 

end of 2019. 

As one can see, in the applications modernization or migration to new platforms, IT areas should 

consider if information security audits should be implemented in the different environments; if there 

is an identity and access management policy that considers privileges, and even the possibility of 

outsourcing the administration of business applications in diverse security layers. This complex 

landscape leads to the need to consider managed security services to achieve a 360-degree vision, 

encompassing both technology and industry knowledge. 

                                                             

4Source: IDC Latin America, The ERP Journey to the Cloud, October 2018 
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II. HOW CAN SECURITY SERVICES HELP TO ADDRESS CIO/CISO CHALLENGES? 

As part of Digital Transformation initiatives and changes in the business models that Latin American 

organizations are undergoing, the growing adoption of new technologies also poses a risk in 

security.  There are several concerns that cybersecurity teams must deal with, such as the 

management of fragmented infrastructure, reduced budgets, boards demanding visible results and 

lack of qualified security professionals.  Those challenges are often related to one another, for 

example, boards are directly impacting the reduced budgets, while at the same time demanding 

visible results in the short term which ultimately implies working under a reactive strategy, 

increasing challenges around management of the infrastructure. 

Even though IT security has been at the top of IT initiatives in recent years, and spending on 

cybersecurity (hardware, software, and services) in Latin America is equal to $4.22 billion dollars in 

2019, it still only represents 4.1%5 of the global cybersecurity spending, which should reach over 

$103 billion dollars— Figure 2. In terms of security services, spending reaches 5% of the worldwide 

total. 

FIGURE 2 

Spending on Cybersecurity (hardware, software, and services) in 2019 

 

Source: IDC WW, ICT Spending Guide by Industry and Company Size Tracker, 2018H2. 

Organizations in the region understand the benefit of security services. Currently, 55.5% of total 
cybersecurity spending is allocated to cover the lack of qualified personnel in this area, as well as 
to solve the need to manage heterogeneous and complex infrastructures, comply with regulations, 
and face increasingly sophisticated threats. Cybersecurity spending in Brazil is 58.5% in services, 
26.5% in software, and 15.0% in hardware. Likewise, in Mexico, 59.4% in services, 19.4% in 
software; and 24.2% in hardware. 

As highlighted in Figure 3, IDC forecasts that by the end of 2019 the total spending on security 
services will reach $2.3 billion constant dollars (5% of total worldwide spending) including 
integration services, consulting, security training/education, and managed security services (MSS).  

  

                                                             
5IDC WW, ICT Spending Guide by Industry and Company Size Tracker, 2018H1 
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FIGURE 3 

Constant USD Spending on Business Security Services, 2019 

 

Source: IDC WW, ICT Spending Guide by Industry and Company Size Tracker, 2018H2 

In the same figure, one can also see that more than 51% of security services spending will be 
allocated to managed security services of a provider and 17.1% to security consulting services. On 
the one hand, the managed security services address needs for administration of multiple 
environments and workloads and support of different SLA (Service Level Agreement) aligned with 
the business, changes in technology, and specific business demands in platforms as a service— 
built in house or by a third-party. On the other hand, the contribution of a provider's security 
consulting services includes risk management, privacy, and compliance with regulations. All of this 
is valued by the organizations that would, otherwise, need to allocate large budgets to increase the 
confidence of their users, customers, and business partners. The composition of business security 
services in Brazil is: Consulting 16.2%; Integration services 22.2%; Education & Training 5.7%; 
Managed Security Services, 55.9%. For Mexico, it is: Consulting, 15.9%; Integration services 
25.1%; Education & Training 5.4%; Managed Security Services, 53.6%. At present, Brazil and 
Mexico are concentrating 71% of the Managed Security Services in the region, 43% and 28% 
respectively. 

From an industry perspective, as seen in Figure 4, the finance industry (banks, insurance, capital, 
and investment firms) are expected to allocate 690 million dollars to security services in 2019. For 
Manufacturing & Resources industries, the amount will be 556 million dollars, representing 23% of 
total spending in Latin America; for distribution and services industry (media, retail, wholesale, 
transportation, personal and professional services) the amount will be 504 million dollars. The 
expected share of security services in Brazil for 2019 is: Finance, 29.5%; Manufacturing, 23.7%; 
Services & distribution, 21.5%; Public sector, 12.9%; Infrastructure, 12.4%. Likewise, in Mexico, it 
is Finance, 27.8%; Manufacturing, 26%; Services & distribution, 21.1%; Public sector, 15.6%; 
Infrastructure, 9.5%.  
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FIGURE 4 

LATAM—Security Services Markets by Industry, 2019 

 

 

Source:  IDC Latin America, Security Spending Guide, 2018H2 

 
Following the example with the three industries that invest the most in security services, it is worth 
mentioning how their approach to security services has been: 

◼ Finance — Cybercrime focuses on the assets of these companies that can be monetized. As a 

result of the reduction in budgets in some areas of IT, a gradual migration in security investment 

from Customer Premises Equipment (CPE) to services is expected. 

◼ Commerce — It is one of the industries that has been most oriented to security services due to 

concerns about risks associated with mobility, personal data, and financial transactions with 

customers, suppliers, and business partners. 

◼ Manufacturing — It has been a market segment that lags in the adoption of security solutions 

and services. However, the increase in threats, specifically in industrial control systems (e.g. 

Supervisory Control And Data Acquisition or SCADA), vulnerability in intellectual property, data 

in IoT sensors, and in the network within the manufacturing floor (e.g. DDoS, M2M), has 

accelerated the growth of security solutions and services on the production floor and throughout 

the supply chain.   

Companies in the transformation industries are increasingly turning to managed security services 
to link industry knowledge with security. Their purpose is to be able to implement innovative 
solutions for new business models and revenue streams, optimize processes, and costs through 
disruptive technologies, such as the Internet of Things (IoT), cognitive systems, and Artificial 
Intelligence(AI), while still meeting with the standards and requirements of the industry where they 
run their business. 

 

III. BENEFITS OF SECURITY SERVICES 

IDC estimates a growth in the Latin security services market at a compound annual rate (CAGR) of 

13.8% from 2017 to 2022, reaching a value of $3.216 billion by 2022. Particularly, Managed Security 

Services is the subsegment that IDC forecasts with the highest growth (15.4% of CAGR) in security 

services. 
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Security services enable companies to gain benefits from a specialized provider such as: 

◼ Security consulting: 

• Developing a security strategy considering changes in business models and technology 

consumption. 

• Ensuring transparency and compliance with financial, legal, industry, and regulatory 

requirements. 

• Identifying the necessary changes in their investment models around cybersecurity and 

specialized professional services that are complementary to the management of data 

privacy. 

• Undertaking traceability, attack analysis, and incident response. 

• Driving organizational and culture change. 

◼ Managed security services:  

• Managing the budget available for cybersecurity investments more efficiently. 

• Addressing talent shortages and count on enough resources with specialization in 

industry-specific risks. 

• Accessing greater capillarity and capacity to manage infrastructure security. 

• Considering the migration to offers that prevent direct investment, oriented to the 

consumption of security solutions on platforms. 

• Reducing the knowledge gap about new vectors and attack methods. 

• Predicting and manage risks in new digital initiatives before impacting business partners 

and customers. 

Another component is the support of these services in international regulations that affect 

organizations. As an example, we have the General Data Protection Regulation (GDPR) on access, 

storage, processing, transfer, and disclosure of personal data. Data protection laws and their 

sanctions (Red Iberoamericana de Protección de Datos, www.redipd.org6) have been created in 

several Latin American countries. Failure to comply with these regulations involves operating and 

remediation costs, as well as a negative impact on the company's image or brand. 

Managed security by a third party also contributes to the understanding that cybercrime can 

simultaneously employ old or very novel tactics, so they are continuously prepared on these 

methods. Its approach is based on industry risk and the coordination of internal and external teams 

to monitor, prevent, and manage cyber threats. 

 

IV. THE CYBERSECURITY PRACTICE OF PWC 

PriceWaterhouseCoopers (PwC), consists of a global network of member firms employing more 

than 250,000 people across 742 locations in 158 countries. PwC serves clients through 24 industry 

sectors — including over 450 of the Financial Time's Global 500 companies. The company takes an 

industry-focused view and works to deliver impact and value in the consulting practice, combined 

with capabilities in risk, cybersecurity, forensics, digital, deals, tax, regulation and assurance. 

                                                             
6 Such as Ley de Protección de Datos Personales 25.326 (Argentina); LGPD 13.709/2018 (Brazil); RGPD 679/2016 (Chile); 

Reglamento de la Ley Federal de Protección de Datos Personales en Posesión de los Particulares (Reglamento LFPDPPP 
in Mexico); Ley N°29733 de Protección de Datos Personales del Perú (Peru). 
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PwC serves client organizations through three primary lines of business— Advisory, Assurance, and 

Tax services.   The Cybersecurity and Privacy practice, as the single largest strategic investment 

for the firm, continues to be at the center of the firm's overall growth strategy.  As part of this 

investment, Cybersecurity and Privacy became a single business unit in PwC Advisory officially on 

July 1, 2018, joining the ranks of other Advisory professional services, including: 

▪ Strategy Consulting 

▪ Operations Consulting 

▪ Finance 

▪ People and Organization 

▪ Customer 

▪ Design 

▪ Analytics 

▪ Portfolio and Program Management 

▪ Technology 

▪ Cybersecurity and Privacy 

 
Cybersecurity and Privacy (C&P) is horizontal to consulting, legal and financial advisory, tax, and 
audit services. It has 4,000 cybersecurity professionals, 32 laboratories worldwide (15 in North 
America, 12 in EMEA, and 5 in APAC) and two security operations centers (SOCs) in Latin America, 
one in Sao Paulo, Brazil and another one in Bogota, Colombia. C&P's services aim to build 
confidence in the digital economy through knowledge, local and global talent, multidisciplinary 
experience, industry specialization, results-based agreements, implementation accelerators, and 
the execution of repeatable methodologies and tools. 

C&P services are offered in five categories: 

▪ Strategy, Transformation, and Risk — Development of business strategies that support 

growth based on the prioritization of security and privacy throughout the company. 

▪ Incident and Threat Management — Preparation, identification, response, investigation, 

and remedy to threats. 

▪ Co-Sourced Cyber Services — Advisory to manage, support, and improve cybersecurity 

operations. 

▪ Privacy and Consumer Protection — Understanding of data's lifecycles to protect the 

information, meet consumer privacy expectations, and oversee applicable privacy 

regulations. 

▪ Implementation and Operations — Definition of architecture, design, implementation, 

and improvement of technology use. 

PwC has a pricing strategy that includes fixed fee, performance-based, subscription for SaaS 
offerings, time and materials (T&M), and retainers. Fixed fee and T&M models are popular with its 
larger clients, with retainer agreements most dominant in Incident and Threat Management 
business.  The firm’s overall strategy is to move away from traditional T&M models over time to 
other value-based pricing models. 

PwC’s client engagement model is based on the 'BXT' philosophy that combines business 
consulting, experience and technology to deliver integrated solutions through partnerships with 
large technology and security providers such as SAP, Oracle, Salesforce, Symantec, Palo Alto, 
CyberArk, MicroFocus, Sailpoint, Workday, ForgeRock, Microsoft, AWS, and Google. C&P has also 
established relationships with Universities (Carnegie Mellon University and Northeastern University 
in Boston) to enable innovation centers where PwC teams and its customers work with students on 
new talent, challenges, and next-generation security solutions. The talent initiatives are focused on 
leadership training, technology, development of digital skills, and certifications, such as Certified 
Information Security Manager (CISM), Certified Information Systems Security Professional 
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(CISSP), GIAC Certified Forensic Examiner (GCFE), GIAC Certified Forensic Analyst (GCFA), and 
GIAC Reverse Engineering Malware (GREM). 

PwC, like other companies in the same sector, is facing the challenge of responding to an 
environment that demands immediate and practical solutions in cybersecurity that address 
business model changes, served from a platform and customized to the needs of an organization 
related to the vertical where it is playing. 

 

V. CHALLENGES IN LATIN AMERICA 

Security Service Providers need to understand the changes that organizations are experiencing 

when embracing Digital Transformation initiatives and identify their most challenging concerns 

where they, as a partner, can help to deliver solutions with a vertical-specific approach:  

 

▪ The executives directly linked to business development are increasingly involved in the 

evaluation of technology consumption in cloud.  It is expected that the deployment of 

business applications continues growing actively in SaaS (public cloud) models. This 

implies the need to develop integrated and managed cybersecurity from the cloud and 

for the cloud, including the combination of third-party solutions with in-house capabilities 

under a single platform. 

▪ The expected growth in spending on managed security services (15.4% CAGR by 2022) 

is undoubtedly an opportunity for suppliers, but it is a challenge to be more competitive, 

attracting the necessary specialized professionals, developing a robust talent retention 

plan, and capturing the market attention with a differentiated offer, with better terms of 

service contract SLAs, and with specific industry expertise. 

▪ Latin America is growing at a faster pace than the world when it comes to contracting 

services and technology associated with the digital economy: cloud, mobility, and big 

data (growing 31%, 24%, and 9% CAGR, respectively, against 17%, 14%, and 12% at 

a global level). Service providers of managed security services face the challenge of 

implementing long-term changes while ensuring compliance with industry and general 

regulations. For example, GDPR7 has had a significant impact in Latin America around 

local data protection laws published by Red Iberoamericana de Protección de Datos, 

2018. 

Another critical barrier is the gap of necessary talent to combat risks. According to the 2017 Global 
Information Security Workforce Study8, there will be a worldwide shortfall of 1.8 million 

cybersecurity professionals by 2020, in a scenario where threats continue growing and diversifying 

with an effect on security staff, the companies, and their customers. 

To address these challenges, PwC combines business knowledge, user experience, and 

technology expertise into the cybersecurity strategies for its LATAM clients delivering a more a 

holistic perspective and ensuring compliance with specific vertical regulations. 

IDC believes that the changes in business will force organizations to excel in their ability to align 

with the right technologies, hire qualified security personnel, and become experts in security and 

governance. The organizations have the option to seek a strategic partner who has all the 

aforementioned capabilities to analyze business priorities, provide industry-specific knowledge, and 

                                                             
7GDPR or General Data Protection Regulation of the European Union. Its objective is to strengthen and unify the 
protection of personal data within the European Union, as well as its export outside the European Union. Latin 
American countries are implementing data protection regulations, such as Ley de Protección de Datos Personales 
25.326 (Argentina); LGPD 13.709/2018 (Brazil); RGPD 679/2016 (Chile); Reglamento de la Ley Federal de Protección de 
Datos Personales en Posesión de los Particulares (Reglamento LFPDPPP) (México); Ley N° 29733 de Protección de Datos 
Personales del Perú (Peru). 
 
8GISWS by Center for Cyber Safety and Education and sponsored by (ISC)2. The study was conducted with 19,000 
cybersecurity professionals in 170 countries, including 2,620 professionals in federal, civil and outsourced systems. 
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offer security technologies with a comprehensive approach to services, or try to do it on their own 

with all the inherent risks. 

 

VI. ESSENTIAL GUIDANCE  

 

For Service Providers 

The experience acquired with diverse environments, both in line-of-business and IT areas, should 

be used to leverage the opportunities with customers and become a differentiator. 

◼ Security Service Providers must understand organizations' priorities for efficiency and 

innovation. On the one hand, the efficiency initiatives have led to the modernization of business 

applications, such as ERP.  On the other hand, the implementation of disruptive technologies 

has created different environments and instances (legacy systems, in-house developments, 

and public, private or hybrid cloud) where security levels and compliance are required to meet 

with local and international industry regulations.  

◼ Local data protection, privacy, and risk prevention requirements should be analyzed in a 

specific vertical context and applied to every business instance— from operations, legal, and 

administration areas to supply chain and business partners. This would help a Service Provider 

become strategic and, essentially, a specialized partner in the best position to support 

companies in their digitization journey by reducing their concerns on unexpected situations in 

a digital transformation initiative. 

◼ The impact of local and international regulations on storage, processing, access, transfer, and 

disclosure of customers and suppliers’ data must be considered. Non-compliance can result in 

legal implications and affect the confidence and competitiveness of the MSS Service Provider, 

and the potential loss of business opportunities. 

 

For End Users 

Digitization processes within organizations require a redefinition of a security strategy aligned with 

the business objectives, considering the following:  

▪ Identification of assets and processes that require protection including best business practices. 

Frequently, specialized consulting services are hired to perform an IT ecosystem analysis. This 

will help to define a cybersecurity strategy aligned with the business processes and the 

existing/planned infrastructure (legacy, in-house development, and public, private or hybrid 

cloud). 

▪ A security strategy (planning, recovery, knowledge, and response) supported by advanced 

analytics solutions and automation (with Artificial Intelligence and cognitive systems) to cope 

with complex environments, a growing number of devices, and increasingly personalized and 

sophisticated attacks. Bear in mind that attackers use AI too.  

▪ Organizations considering budget optimization should evaluate hiring consulting security 

services before engaging in a Managed Security Service (MSS) to better identify the areas 

where expertise and capillarity from a Service Provider can reduce the concerns around direct 

investments and requirements for scarce security professionals. For those organizations that 

are already using MSS, the consulting services should be considered for the necessary 

adjustments after any business transformation that could pose a potential threat related to 

changes in their cybersecurity framework. 
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▪ The IT security strategist or Chief Information Security Officer (CISO) must understand that 

companies -and boards- demand tangible results in the short term, but these must be 

implemented within a long-term security perspective across the organization. To do this, IDC 

recommends assessing the costs of hiring, training, and certifying  qualified professionals in 

cybersecurity solutions against the spending on services offered by suppliers of consulting 

services (to define security strategies, analyze security attacks, ensure regulatory compliance, 

and update on data privacy) and managed security services (to address industry risks, 

implement proactivity in security, and reduce knowledge gaps). 
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