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Stream Presentation: The CRO View of Cyber Risk

Steve Russell presented on Enhancing Business Resilience: Transforming Cyber
Risk Management through the Role of the Chief Risk Officer (CRO). This was the
second year in a row that PwC talked about the relationship of the CRO and cyber risk. As
last year’s presentation was very well received, there was quite a bit of anticipation for the
Point of View that Steve and his team launched on Monday, 7 December to support his
presentation.

Steve talked about how cyber risk has not been effectively owned by the CRO and financial
services firms’ business and support functions. Up until recently, cyber has been considered
an IT issue. However, given the potential for cyber to cause irreparable damage to entire
businesses and reputations, CROs need to be prepared to drive Cyber transformation in their
organisations. He gave four specific examples of how CROs can play a critical role. Steve
concluded by pointing out the need for CROs to critically evaluate their risk management
team to ensure that they have the skills and resources necessary for effective cyber risk
management policy setting and oversight.

For more information, please view our Point of View ‘Enhancing business resilience:
Transforming cyber risk management through the role of the Chief Risk Officer (CRO)’.

Stephen J. Russell

Managing Director
PwC US
+1 203-539-3079

Champagne Round Table: The Future for Risk Management

The evening ended with James Moseley, driver of PwC's Financial Services Risk and
Regulation Future of Risk campaign, hosting a round table discussion which challenged the
industry on the topic. The conversation built on the presentations delivered throughout the
conference and touched on a number of controversial topics.

In a post-regulatory world is risk management redundant? Why does risk management cost
so much? Have firms replaced a culture of risk management with one of compliance? Has a
siloed taxonomy of market, credit and operational risk hidden both the danger and the
opportunity from the business?

It's indisputable that risk management must change, it must become more proactive and it
must reconnect with both the business and the market. Firms that fail to do this will fail
themselves. Balancing budget between the old world of compliance and the re-emerging
principles of sound risk / reward management will separate the wheat from the chaff. It's a
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challenge, and the industry recognises this, however the table agreed that it's a challenge
that must be met head on with the courage and resolve to see it through.

There was significant debate around a number of topics and it's clear that firms need to be
selective about where they invest and how they change - and it's not just about the
businesses but the reputation of the industry as a whole. Specific areas discussed included
emerging risk, the risk function's role as a business partner, the appropriateness of the three
lines of defence model and how risk can become more agile and more connected. Where the
future of risk lies is still in question but that it's different to today's model is a known
unknown. The future of risk is the future of financial services. Join the debate #futureofrisk
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