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Fighting money laundering with tech

Financial systems across the world, including
Vietnam’s, are taking strong steps to prevent money
laundering. Richard Major, leader of PwC’s financial
crime unit in Southeast Asia, and Alex Tan, forensics
services leader at PwC Malaysia, spoke to VIR's Thuy
Phuong about current trends in combatting money
laundering and how technology can help.

Can you describe what meth-
ods criminals typically use to
launder money through the
financial system?

Money laundering is usu-
ally described as a three-
phase process: placement,
layering, and integration.
Criminals who make cash
from drugs, robberies, or
other types of crime will try
to get rid of the cash by put-
ting it in the banking system
(placement). They will send
the money through various
transactions within the finan-
cial system to disguise the
initial placement (layering).
Then, they will try to take
that money at the end of the
process and merge it into
their assets (integration). The
criminals then get the inte-
grated assets and break the
link with their original
crime.

Here is an example: In
many countries, when you de-
posit $10,000 in cash, the
bank will have to report it. So
the criminal will deposit sep-
arate amounts of $9,000 each
in different branches of the
bank (placement). The money
goes into the criminal’s
account, mixes with their
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own money, and goes
through various transactions
(layering). Once the money
has been legally integrated
back into the system, the
criminal can take it out to
spend.

PwC recently released the
Global Economic Crime
and Fraud Survey 2018.
Based on PwC’s research,
can you explain some key
global trends in financial
crime compliance? Are
there any specific trends in
Vietnam?

Globally, we are seeing
an increase in the level of
scrutiny over banks’ compli-
ance with financial crime
laws. Regulators all around
the world, particularly in
Southeast Asia, are enforc-
ing the rules much more sub-
stantially and significantly,
resulting in more penalties,
fines, and sanctions against
banks for non-compliance.

In the past, banks used to
recruit more staff members
in order to manage financial
crime risks, often by manual
processes. Nowadays, tech-
nology gives them the ability
to do things in a better,
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faster, smarter, and, ulti-
mately, cheaper way. Many
financial institutions are col-
laborating in new areas such
as customer onboarding
through the use of shared
know-your-customer utili-
ties. We are also seeing tri-
als, tests, and the limited use
of biometric technology for
customer onboarding in a
number of markets.

We think these trends are
also relevant to Vietnam, as
the country relies heavily on
cash, which increases finan-
cial crime risks. The regula-
tors are actively reaching
out — for example, the State
Bank of Vietnam is working
together with banks to im-
prove compliance across the
board. This is very impor-
tant, because to prevent and
detect financial crime, col-
laborations with regulators
and between individual
institutions are vital.

What are the challenges
faced by Vietnamese banks in
adopting new technologies
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and stricter requirements on
anti-money laundering? Is
cost a big issue?

There are two main chal-
lenges. Firstly, there are so
many new technologies
around that it is difficult for
banks to keep up to date
with all the options. Sec-
ondly, banks and regulators
are still figuring out how
they can work together to
assess the effectiveness of
these technologies and to
then implement them.

We think one of the great
opportunities for banks in
Vietnam is to learn from
other banks’ experiences in
previous years. We have cer-
tainly seen a lot of enthusi-
asm from Vietnamese banks

to adopt some technologies,
in some ways more rapidly
and more ambitiously than
their counterparts in other
countries.

For example, we have
visited a financial institution
here that is looking to adopt
biometric technology, specif-
ically a new facial recogni-
tion software that uses
customers’ selfie images as
identification instead of a
password.

We believe that these are
not necessarily expensive
technologies if you think
about the long-term benefits.
The technologies allow banks
to have a better relationship
with their customers, increase
revenue, and reduce losses
from fraud. These are
very important returns on
investment.

Aside from the two chal-
lenges mentioned, there is
also one more, which is not
limited to Vietnam. Statistics
from PwC’s Global Eco-
nomic Crime and Fraud Sur-
vey 2018 show that only 75
per cent of respondents in
Southeast Asia have under-
taken an anti-money laun-
dering risk assessment in the

last two years. The problem
is: Have they done it to the
right degree? For the remain-
ing 25 per cent who have not
done a risk assessment and
do not even know what their
potential risks are, how can
they make the right invest-
ment decisions to better pro-
tect their organisations from
money laundering?

What is your advice for
financial institutions in Viet-
nam combatting financial
crime?

From what we have just
said, we think banks need to
take a risk-based approach to
anti-money laundering. They
need to do a proper assess-
ment of current and future
risks and have a clear under-
standing of their risk appetite.
Based on that, they can design
an appropriate set of internal
controls and decide which
areas to invest in.

Banks also have to re-
alise that in many cases,
anti-money-laundering is not
a competition. Working to-
gether to share the best prac-
tices, as well as working
closely with the regulator is
very important.m
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