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Report of Independent Service Auditors 
 
 
To:  The Management of PricewaterhouseCoopers LLP (“PwC”) 
 
 
Scope 
We have examined PricewaterhouseCoopers LLP’s (“service organization") accompanying assertion titled 
"Management’s Assertion" (“assertion”) that the controls within PwC’s Web Hosting Environment Managed Core 
Infrastructure Services and Internal Hosted Application Environment System (“system”) were effective throughout 
the period October 1, 2022 to September 30, 2023, to provide reasonable assurance that PwC’s service 
commitments and system requirements were achieved based on the trust services criteria relevant to security and 
availability (“applicable trust services criteria”) set forth in TSP Section 100, 2017 Trust Services Criteria for 
Security, Availability, Processing Integrity, Confidentiality, and Privacy (With Revised Points of Focus – 2022) 
(AICPA, Trust Services Criteria). 
 
The accompanying assertion and the description indicate that certain complementary user entity controls that are 
suitably designed and operating effectively are necessary, along with controls at PwC, to achieve PwC’s service 
commitments and system requirements based on the applicable trust services criteria. The description presents 
the complementary user entity controls assumed in the design of PwC’s controls.  Our examination did not include 
such complementary user entity controls and we have not evaluated the suitability of the design or operating 
effectiveness of such controls. 
 
Service Organization’s Responsibilities 
PwC is responsible for its service commitments and system requirements and for designing, implementing, and 
operating effective controls within the system to provide reasonable assurance that PwC’s service commitments 
and system requirements were achieved.  PwC has also provided the accompanying assertion about the 
effectiveness of controls within the system.  When preparing its assertion, PwC is responsible for selecting, and 
identifying in its assertion, the applicable trust service criteria and for having a reasonable basis for its assertion 
by performing an assessment of the effectiveness of the controls within the system. 
 
Service Auditor’s Responsibilities 
Our responsibility is to express an opinion, based on our examination, on whether management’s assertion that 
controls within the system were effective throughout the period to provide reasonable assurance that the service 
organization’s service commitments and system requirements were achieved based on the applicable trust 
services criteria, is fairly stated in all material respects.  Our examination was conducted in accordance with 
attestation standards established by the American Institute of Certified Public Accountants. Those standards 
require that we plan and perform our examination to obtain reasonable assurance about whether management’s 
assertion is fairly stated, in all material respects.  We believe that the evidence we obtained is sufficient and 
appropriate to provide a reasonable basis for our opinion. 
 
Our examination included: 

 Obtaining an understanding of the system and PwC’s service commitments and system requirements;  
 Assessing the risks that controls were not effective to achieve PwC’s service commitments and system 

requirements based on the applicable trust services criteria; and 
 Performing procedures to obtain evidence about whether controls within the system were effective to 

achieve PwC’s service commitments and system requirements based on the applicable trust services 
criteria. 
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Our examination also included performing such other procedures as we considered necessary in the 
circumstances.  Our examination was not conducted for the purpose of evaluating PwC’s cybersecurity risk 
management program. Accordingly, we do not express an opinion or any other form of assurance on its 
cybersecurity risk management program. 
 
We are required to be independent of PwC and to meet our other ethical responsibilities, in accordance with the 
relevant ethical requirements related to our examination engagement. 
 
Inherent Limitations 
There are inherent limitations in the effectiveness of any system of internal control, including the possibility of 
human error, fraud, targeted social engineering attacks, advanced persistent threats, third-party control 
deficiencies, and the circumvention of controls. Because of these inherent limitations, a service organization may 
achieve reasonable but not absolute, assurance that its service commitments and system requirements are 
achieved.  Furthermore, projections of any evaluation of effectiveness to future periods are subject to the risk that 
controls may become inadequate because of changes in conditions or that the degree of compliance with the 
policies or procedures may deteriorate. 
 
Opinion 
In our opinion, management’s assertion that the controls within PwC’s Web Hosting Environment Managed Core 
Infrastructure Services and Internal Hosted Application Environment System were effective throughout the period 
October 1, 2022 to September 30, 2023, if complementary user entity controls contemplated in the design of the 
Service Organization’s controls operated effectively, to provide reasonable assurance that PwC’s service 
commitments and system requirements were achieved based on the applicable trust services criteria, is fairly 
stated, in all material respects. 
 
 
 
 
West Warwick, Rhode Island 
December 13, 2023 
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Section 2 
 

Management’s Assertion 
 
 



We are responsible for designing, implementing, operating, and maintaining effective controls within 

and Internal Hosted Application Environment System 2 to 
September 30, 2023 
requirements relevant to security and availability were achieved. Our description of the boundaries of the 
system is presented below and identifies the aspects of the system covered by our assertion. 

We have performed an evaluation of the effectiveness of the controls within the system throughout the 
period October 1, 2022 to September 30, 2023 to provide reasonable ass
commitments and system requirements were achieved based on the trust services criteria relevant to 

TSP Section 100, 2017, Trust 
Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (With 
Revised Points of Focus  2022) (AICPA, Trust Services Criteria). 
applying the applicable trust services criteria are embodied in its service commitments and system 
requirements relevant to the applicable trust services criteria. The principal service commitments and 
system requirements related to the applicable trust services criteria are presented in the description. 

This assertion and the description indicate that complementary user entity controls that are suitably 

commitments and system requirements based on the applicable trust services criteria. The description 
presents the complementary user entity controls assumed in the design of the service organization's 
controls. 

There are inherent limitations in the effectiveness of any system of internal control, including the possibility 
of human error, fraud, targeted social engineering attacks, advanced persistent threats, third-party control 
deficiencies, and the circumvention of controls.  Because of these inherent limitations, a service 
organization may achieve reasonable, but not absolute, assurance that its service commitments and system 
requirements are achieved. Furthermore, projections of any evaluation of effectiveness to future periods 
are subject to the risk that controls may become inadequate because of changes in conditions or that the 
degree of compliance with the policies or procedures may deteriorate. 

We assert that the controls within the system were effective throughout the period October 1, 2022 to 
September 30, 2023, 
requirements were achieved based on the applicable trust services criteria. 

Signature: 

Title: Chief Technology Risk Officer 
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Section 3 

PwC Web Hosting Environment 
Managed Core Infrastructure Services 

(WHE) and Internal Hosted 
Application Environment (IHAE) 

System Description 



Page 9 of 16

Section 3 - PwC Web Hosting Environment 
Managed Core Infrastructure Services (WHE) 
and Internal Hosted Application Environment 
(IHAE) System Description 

Company Overview 

PwC Technology is a division within the PwC organization that supports and develops internal systems and 
applications for use by PwC lines of service and staff in all areas of the firm. PwC Technology delivers technology 
solutions to provide better client service and enable firm operations to run more efficiently. PwC Technology also 
has a dedicated Innovations Team that formally evaluates emerging and disruptive technologies for competitive 
advantage. Technology is an integral part of how PwC serves clients and operates as a firm. Through innovative 
technology solutions, PwC Technology delivers and supports the firm in the marketplace and drives operational 
excellence. PwC Technology is a customer-driven operation aligned to deliver against PwC’s priorities.  

 PwC Technology provides the following infrastructure only services:

 Management of the Georgia Data Center (GDC)/Virginia Data Center (VDC).

 Management and support for many of PwC’s Network applications.

 Management and operation of the PwC Security Operations Center (which includes NIS (Network
Information Security) Cyber Operations).

 Hosting and application support services to PwC firms on request.

Scope of the Systems 

The scope of this report is intended to describe the general control structure of the Web Hosting Environment 
Managed Core Infrastructure Services (WHE), and Internal Hosted Application Environment (IHAE) relevant to the 
Security and Availability Categories (TSP Section 100, 2017 Trust Services Criteria for Security, Availability, 
Processing Integrity, Confidentiality and Privacy with Revised Points of Focus - 2022). The WHE environment 
includes the managed Webhost domain and the IHAE environment includes the managed NAM and PwCGlb 
domains within the GDC. 

The WHE and IHAE infrastructure environments are used to provide technology and support services for the firm’s 
practice management and line of service offerings. 

The scope is limited to the infrastructure systems and services managed and/or operated by PwC Technology 
personnel that support WHE and IHAE (the System) within the GDC. The GDC is the primary processing facility 
for all production resources in the WHE and IHAE. The scope does not include any infrastructure associated with 
the WHE or IHAE environments hosted within datacenters outside of the GDC. 

PwC Technology also manages a separate dedicated data center environment located within the VDC leased 
facility for the offsite backup, replication, and recovery of systems and data. This location serves as a backup and 
recovery facility with dedicated environments managed and maintained by PwC Technology personnel. The scope 
of the dedicated backup and recovery environments is limited to the controls performed by PwC Technology 
personnel necessary to fulfill the required Trust Service Criteria for Security and Availability (TSP Section 100, 2017 
Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality and Privacy with Revised 
Points of Focus - 2022). The applicable criteria, and control components relevant to the dedicated backup and 
recovery environments pertain to the physical and logical safeguarding of offsite backup data and system recovery 
testing procedures managed and maintained by PwC Technology personnel and do not include all other physical 
and environmental general controls not managed by PwC Technology personnel relevant to the entire leased VDC 
facility.  
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Service Commitments and Service Level Agreements (SLA) 

PwC Technology makes the following key service commitments through its service level agreement the PwC US 
firm: 

 Service hours and customer support will be 24/7 round-the-clock excluding published maintenance 
windows. 

 PwC Technology Operations aims to ensure availability of GDC/VDC on a yearly basis specific to 
underlying infrastructure and virtualized hosting service. 

 Service requests and incidents will be logged using a service management tool. 

 Tickets will be prioritized so that response time and resolution will be based on priority level. 

 All request for changes will be prioritized and implemented by following the standard PwC Technology 
Change Management process. 

 Resiliency will be enforced at all infrastructure layers and a default back up approach will be implemented 
unless otherwise specified. 

 Services are designed and operated in compliance with PwC Information Security Policy (ISP). 

 Service review meetings will be organized, and service reports provided on an as needed basis. 

Infrastructure 

Infrastructure consists of the physical and hardware components, including, equipment, and networks. The 
GDC/VDC incorporates routers, firewalls, security appliances, servers (both physical and virtual), load balancers, 
storage area networks and databases managed by PwC Technology. Redundant internet connections are 
incorporated into the design of the facilities. Designated employees manage the core infrastructure devices at all 
the facilities. 

Production 
Data Center 

Backup  
Data Center Responsible Managing Entity Security Measures 

GDC - Georgia 
Data Center 
Lithia Springs, 
Georgia 

VDC - Virginia 
Data Center 
Richmond, 
Virginia 

PwC Technology personnel manage the 
infrastructure at both locations. Physical 
and environmental controls are managed 
by PwC facilities in the GDC and 
colocation personnel in the VDC. 

Network Security: 
* Firewall  
* Router  
* Intrusion Detection  

Physical Security: 
* Security Guards 
* Security Cameras 
* Electronic Badge 
* Biometric Access Devices 
* Environmental Controls 
* Perimeter Intrusion Detection 

 
Physical Data Center Security 

Infrastructure systems and services managed and/or operated by PwC Technology personnel that support the 
development, deployment, control, and configuration of the primary production WHE and IHAE environments 
located within the GDC. The GDC is the primary processing facility for all production resources in the WHE and 
IHAE environments. The VDC is a secondary facility that backs up the GDC infrastructure. 

Physical security controls over the GDC include appropriate alarm systems, visitor access procedures, and video 
surveillance. Access to the GDC is limited to authorized persons controlled by key card and/or fingerprint 
recognition access mechanisms. 

Logical Security 

Logical security is enforced by the authentication and authorization of users to access control lists that define the 
resources assigned. Proper segregation of incompatible duties is considered in granting privileges based on the 
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user’s job description or role. PwC Technology follows a formal process to grant or revoke access to PwC 
resources. System access is based on the concepts of least-privilege and need-to-know-access, to ensure that 
authorized access is commensurate with defined responsibilities. Depending on the infrastructure application, PwC 
Technology uses a combination of user-based, role-based, and rule-based access control approaches.  
 
PwC has established documented procedures for secure creation and deletion of user accounts, including 
processes to disable and/or delete accounts for terminated personnel. All firm personnel are required to agree to 
take precautions to protect the integrity and confidentiality of security credentials. The ability to create or modify 
users and user access privileges is limited to TSO-AM for ID creation and various Functional Teams for permissions 
management.  
 
Access to servers and other IT infrastructure in an administrative, root or system level capacity is limited to the 
appropriate administration staff. This access is periodically reviewed and approved by NIS management.  
 
Network Security 

PwC Technology uses an N-tiered (presentation, application, and data) network design. PwC Technology 
environment features redundant firewall and networking systems, with segregation between tiers, the Internet, and 
internal PwC networks. All technical documentation regarding network design and architecture and other 
operational documentation are stored in secure repositories restricted by access control lists with access granted 
on a need-to-know basis. Network devices, routers, diagnostic equipment, or other equipment are physically 
secured in locked rooms or storage areas, accessible only by authorized personnel. Network access control is 
provided via security systems and appliances at the edge of PwC Technology’s network. Only authorized traffic 
based on business need is allowed. 
 
Intrusion detection/prevention is a built-in function in network devices. Firewall and other network device logs are 
forwarded to the central log management server for capture, reporting, and alerting. A listing of the required and 
authorized services is documented in standard operating procedures (SOPs) for each networking device. 
Unnecessary network services are deactivated on PwC networking devices according to the documented policies. 
These policies are reviewed by Management on a routine basis for appropriateness for the current operating 
conditions.  
 
Software 

The software used in the WHE and IHAE consists of the operating system software and programs of a system 
(systems, applications, and utilities) that maintain the infrastructure. PwC Technology employs a mix of virtualized 
and physical servers within the system. A variety of programs are utilized within the system to manage business 
functions which include but are not limited to backup and storage management, antivirus, monitoring, incident 
management, system development and change management, and network management. 

People 

Team Function 

Human Resource (HR) Responsible for the on-boarding process of new users including facilitating 
requests to various service teams for configuration of access, initiating pre-hire 
screening procedures, managing performance metrics and benefits for the new 
employee, and initiating the employee termination process.  

Third-Party Enablement (TPE) Responsible for the on-boarding process of new third-party contractors 
including facilitating requests to various service teams for configuration of 
access, initiating pre-hire screening procedures, and initiating the termination 
process. 

Global Access Management 
(TSO-AM)  

Responsible for providing user credentialing for employees and contractors in 
the US, which includes but is not limited to new user account administration, 
password resets, service account creation/administration, account 
modifications, user account terminations and application/system (limited listing) 
access.  
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Team Function 

Monitor and Response  
(M&R) 

Responsible for the monitoring of security and availability issues within the 
WHE and IHAE. M&R responds to alarms and investigates potential problems 
according to documented escalation procedures. 

Platform  Responsible for managing all platforms within the WHE & IHAE which include 
UNIX, Linux, Windows, VMware, and the maintenance and patching of those 
systems.  

Backup Responsible for managing all backups within the WHE & IHAE which include 
Unix, Windows, and Linux systems. 

Network  Responsible for managing the network infrastructure including network 
security, data, and the maintenance and patching of those systems. 

Network Information Security 
(NIS)  
*** Please see note below 

Organization tasked with designing, implementing, and maintaining information 
security capabilities and services for the PwC global Network of member firms. 
Focused on developing a security program across the Network of Firms, to 
foster clients’ trust in our ability to secure their most sensitive data, better 
position PwC to address clients’ evolving needs and harmonize the internal firm 
security strategy with the client services go-to-market strategy. The group is 
leading PwC's Network Security Transformation Program, which is a multi-year 
program to enhance existing capabilities and build new capabilities to combat 
the ever more complex cyber threats.  

Operational Quality  Responsible for the governance of the service management processes that are 
delivered by suppliers, including configuration management, release 
management, change management and problem management.  

IT Enablement  Responsible for managing and tracking the service levels and performance 
across all sourcing providers and functional areas based on the agreements in 
place with each provider. 

Storage Responsible for the storage architecture within the WHE and IHAE including 
maintenance, performing backups, and restorations.  

Facilities  Responsible for servicing the needs of the primary datacenter and the offsite 
backup environments including ensuring company standards and industry best 
practices are diligently upheld for all new installations as well as identifying and 
correcting issues with previous work as encountered. 

Business Continuity/Disaster 
Recovery (BCP/DR)  

Responsible for creating, maintaining, testing, and executing a continually 
evolving business continuity/disaster recovery program that effectively 
mitigates risk to PwC by integrating business continuity and disaster recovery 
processes into key IT and business operations utilizing the DR principles as a 
standard and guide. 

Ethics and Compliance  Responsible for assisting PwC partners and employees with compliance of 
applicable external laws and regulations as well as internal policies and 
procedures. 
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***NIS is organized into pillars to facilitate the delivery of services: 

Chief Technology Office 
Ensures PwC technology is future proof, enables on-demand computing, supports a global delivery model, 
simplifies/harmonizes our application real estate, and delivers a seamless user experience in alignment with 
the NorthStar Strategy. 
 
Chief Technology Risk Office 
Measures cyber risk for the PwC network and assesses and improves effectiveness across PwC Technology 
and NIS. Includes IT Governance, Risk and Compliance (IT GRC), Red Team, Security Awareness, and 
Technology Quality and Cyber Effectiveness. 
 
Cyber 
Focuses on people, processes, and technology to drive PwC's Cyber Readiness program including Managed 
Response, Threat Intelligence, and Vulnerability Management. 
 
Technology and Security Operations 
Runs and maintains PwC's technology platforms, providing more value and higher quality, a more tech enabled 
experience, all at a lower cost while keeping our firm and client information secure. 

 
Office of the CITO (Chief Information Technology Officer) 
Drives our NIS and PwC Technology strategic initiatives at the direction of the Network Chief Information 
Technology Officer (CITO) in alignment with our other pillar leaders. 

 
PwC NIS is responsible for developing and maintaining network security and availability policies and standards that 
support the implementation, operation, and maintenance of the security measures that represent the baseline of 
security standards. PwC Technology follows PwC NIS’ policies and guidelines and provides direction to Functional 
Teams for the development, maintenance, review, update, enforcement, and implementation of PwC Technology 
policies, procedures, guidelines, and standards for all other business operations. NIS and Functional Teams may 
also assist in the review, update, and approval of these documents.  
 
PwC Technology manages and supports the System by operating under a specific set of procedures that handle 
day-to-day operations and if necessary, will provide guidance on operations in the event of a security incident, 
disaster, or emergency. The procedures include but are not limited to change control procedures and processes, 
incident and problem management procedures and processes, business and system recovery, security, backup, 
and recovery. PwC Technology documents a variety of evidence in support of those procedures such as, but not 
limited to, monitoring reports, risk documentation, and change and incident tickets. 
 
Policies and Procedures 

The Network Information Security (NIS) organization consists of highly skilled information security professionals 
across the globe that are focused on developing a leading security program across the Network of Firms, to foster 
clients’ trust in our ability to secure their most sensitive data, to better position PwC to address clients’ evolving 
needs and to harmonize the internal firm security strategy with client services go-to-market strategy. 

Operating System Controls 

A listing of the required and authorized services is documented in the server build documentation. Unnecessary 
services are deactivated on PwC Technology servers according to documented policies and procedures. These 
policies and procedures are reviewed by management on a routine basis for appropriateness for the current 
operating conditions. Hardened build images are used to deploy new servers to the GDC. These images are 
updated to ensure the latest patches and updates are applied. Weekly and monthly network vulnerability scans 
detect the need for any operating system, network, or infrastructure application fixes. Vulnerabilities are analyzed 
and categorized based on risk, and patches and updates are applied to mitigate risk. 
 
The PwC change management system provides a centralized mechanism to register, approve, and track changes 
that may impact critical systems, which minimizes the risk associated with making modifications to the 
infrastructure. 
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Logging and Monitoring 

PwC Technology maintains system audit logs for servers and network devices that log the occurrence of system 
faults and security events and facilitate examination of abnormal activities. Alerts are generated according to a 
predefined set of triggers for external and internal threats, which are responded to using a defined process by 
trained cyber analysts. Security logs are collected to a central security information and event management (SIEM) 
system to prevent modification or removal of administrator and user activities. PwC Technology systems are 
configured to use a network time server to ensure log synchronization for event correlation. 
 
PwC Technology utilizes a comprehensive endpoint protection platform which offers anti-virus/anti-malware, and 
advanced threat detection for PwC Technology systems. These solutions are centrally managed and configured to 
automatically retrieve updates. 
 
Incident and Vulnerability Management 

PwC has formalized an incident response program that defines procedures in the event of an incident that affects 
information security. An information security incident can be defined as events which compromise the 
confidentiality, integrity, or availability of data or digital services, whether intentionally or unintentionally. 
 
Data 

Data refers to the information used and supported by the system (files, databases, tables, etc.) as it relates to 
hosting infrastructure services, and may include but is not limited to information on infrastructure performance, 
capacity requirements, availability of storage components, as well as employee, financial, and technical information. 
The data is stored in various repositories, mostly databases, which are accessed by various applications used by 
PwC Technology to regulate and manage the infrastructure. PwC Technology utilizes formal data classification 
policies and procedures, set by NIS on behalf of the PwC Network, as part of the overall risk management process. 
The System does not include data stored in applications hosted on the infrastructure by PwC Network firms. 
 
Disaster Recovery 

PwC Technology Business Continuity/ Disaster Recovery Program Team is responsible for the creation, 
maintenance, testing and execution of a continually evolving business continuity/disaster recovery program that 
effectively mitigates risk to PwC by integrating business continuity and disaster recovery plans and processes into 
key IT and business operations utilizing the documented standards and guides. 
 
PwC Technology Business Continuity Management (BCM) program includes a Business Continuity Standard, the 
PwC Network Information Security Policy, a communication strategy, defined roles, and a series of timely activities 
to keep the program current, improving, and aligned to the firm's strategies and operations. 
 
Where possible the BCM program will make use of in-territory National Business Continuity Plans, Practice Office 
BC Plans, Pandemic Plan, and the IT Disaster Recovery Plan (DRP) to support PwC Technology staff in those 
regions. All plans prepare as thoroughly as possible, in advance, for any such disaster, whether involving man-
made, natural disaster, or otherwise, and to oversee the response to a crisis. 
 
Disaster recovery plans leverage the backup process described above. Infrastructure services will be restored to 
an alternative facility; this could be the VDC or secure third-party facility depending upon the circumstances and 
service requested by the user (member firm consuming hosting services) in accordance with the service level 
agreement. 
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User Entity Responsibility 

For a user entity to derive the intended benefits of using the services of the service organization, the user entity 
has certain additional responsibilities related to the system. The following user entity responsibilities have been 
identified by PwC Technology in support of the WHE and IHAE SOC 2 examination. 

Note that the term ‘Users’ used below refers to the PwC Network firm representatives that are contracting for and 
consuming the PwC Technology’ hosting service (i.e., user entities). It does not refer to external clients of the PwC 
Network. 

Criteria 
number Criteria User Entity Responsibility 

CC1.3 Management establishes, with board oversight, 
structures, reporting lines, and appropriate 
authorities and responsibilities in the pursuit of 
objectives. 

Users are responsible for properly restricting the 
ability to authorize service agreements, changes to 
service agreements, or changes to account 
status.  

Users are responsible for reviewing and approving 
the terms and conditions stated in service 
agreements with PwC Technology.  

CC6.2 Prior to issuing system credentials and granting 
system access, the entity registers and 
authorizes new internal and external users 
whose access is administered by the entity. For 
those users whose access is administered by 
the entity, user system credentials are removed 
when user access is no longer authorized. 

Users are responsible for reviewing and approving 
the completeness and accuracy of new account 
details prior to submitting them to PwC 
Technology.  

CC6.3 The entity authorizes, modifies, or removes 
access to data, software, functions, and other 
protected information assets based on roles, 
responsibilities, or the system design and 
changes, considering the concepts of least 
privilege and segregation of duties, to meet the 
entity’s objectives. 

Users are responsible for appropriately restricting 
and ensuring the confidentiality of access to the 
client user interface provided by PwC Technology.  

Users are responsible for appropriately restricting 
and ensuring the confidentiality of access to the 
client user interface when providing sub-accounts.  

CC7.3 The entity evaluates security events to 
determine whether they could or have resulted 
in a failure of the entity to meet its objectives 
(security incidents) and, if so, takes actions to 
prevent or address such failures. 

Users are responsible for maintaining computer, 
software and browser versions which are 
compatible with PwC Technology products and 
services. 

A1.3 The entity tests recovery plan procedures 
supporting system recovery to meet its 
objectives. 

Users are responsible for evaluating the disaster 
recovery, backup options, and network 
redundancy requirements offered by PwC 
Technology and verifying that the contracted 
recovery timeframe will meet the user’s business 
objectives. 



Page 16 of 16

Complementary User Entity Controls (CUECs) 

The System was designed with the assumption that controls included in this section would be implemented by 
Member Firm user entities. In certain situations, the application of specific controls at the user entity is necessary 
to achieve certain criteria included in this report. The complementary user entity controls presented should not be 
regarded as a comprehensive list of all controls that should be employed by the user entity. There may be additional 
controls that would be appropriate that are not identified in this report.  

Criteria 
number Criteria Complementary User Entity Controls 

CC6.2 Prior to issuing system credentials and granting 
system access, the entity registers and 
authorizes new internal and external users 
whose access is administered by the entity. For 
those users whose access is administered by 
the entity, user system credentials are removed 
when user access is no longer authorized. 

PwC firms' HC teams must process termination in 
HC systems in a timely manner to ensure that 
access can be revoked appropriately. 

CC6.3 The entity authorizes, modifies, or removes 
access to data, software, functions, and other 
protected information assets based on roles, 
responsibilities, or the system design and 
changes, considering the concepts of least 
privilege and segregation of duties, to meet the 
entity’s objectives. 

Users will ensure software licenses are procured 
and adhere to any terms. 

CC7.4 The entity responds to identified security 
incidents by executing a defined incident 
response program to understand, contain, 
remediate, and communicate security 
incidents, as appropriate. 

Users must immediately notify their local territory 
IT and Ethics departments of any actual or 
suspected information security breaches, including 
compromised user accounts. 

A1.1 The entity maintains, monitors, and evaluates 
current processing capacity and use of system 
components (infrastructure, data, and software) 
to manage capacity demand and to enable the 
implementation of additional capacity to help 
meet its objectives. 

Users must immediately notify PwC Technology of 
any availability issues or outages.  




