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Why quantum
can’t be ignored

For today’s directors, the pace and complexity of risk can feel staggering, ranging
from geopolitical shifts and regulatory change to cyber threats and activist
pressure. With so many near-term priorities, it’s easy to see quantum computing
as ‘futuristic.’

Although still in its early stages, quantum is advancing faster than most realize
and is emerging as both a security imperative and a strategic opportunity. The
technology is moving beyond theory with compelling proofs of concept and is on
a path toward practical use in solving complex problems for companies. Quantum
is rapidly joining Al, cybersecurity, and data governance as a boardroom topic
that cuts across innovation, risk, and trust. A board that understands quantum’s
trajectory will be better positioned to oversee long-term investments in
technology, data, and talent. An organization preparing today will be positioned to
lead as adoption scales.

Quantum isn’t tomorrow’s story—
it’s today’s preparation
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Defining quantum computing

Imagine a researcher in a massive library searching for one sentence hidden in
millions of books. A traditional computer opens one book at a time—very fast,
but still sequentially. A quantum computer, by contrast, can look through all

the books at once and instantly find the right page. It does this using quantum
bits (qubits). While a classical (normal) bit is 1 or 0, similar to a coin that’s either
heads or tails—a qubit exists in a superposition of states, like a spinning coin
that has not yet landed. This ‘superposition’ allows quantum computers to
analyze multiple possibilities simultaneously, solving complex problems far faster
than today’s machines.

That computing leap isn’t theoretical. Companies are already using early quantum
systems to explore real-world problems.

The opportunity ahead

Quantum computing isn’t simply faster computing. It’s a new capability that could
transform how businesses create value. Quantum enables a company to simulate,
predict, and optimize in ways that are impossible with traditional computing.

For the board, that means quantum readiness will soon be as fundamental to
competitiveness as cloud migration or Al integration.

Board takeaway

Quantum is emerging as a driver of productivity, innovation, and long-
term value creation. Directors should ask how their organizations are
considering the opportunities and the related technology and data
infrastructure needed to compete in a post-quantum economy.
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Potential opportunities and applications

] A
\ O
¢ Healthcare and life sciences: ¢ Finance: Running millions of
Modeling molecular interactions risk and pricing scenarios in
to accelerate new drug and seconds to improve portfolio
material discovery —cutting R&D optimization, fraud detection,
timelines from years to months and market forecasting

ilik D)
ilik

e Energy and sustainability: e Manufacturing and
Designing lighter, more efficient logistics: Optimizing supply
batteries, improving grid networks and delivery routes
reliability, and accelerating the in real time to reduce waste
transition to cleaner energy and increase resilience

These aren’t distant hypotheticals. Global companies are already piloting
quantum use cases with measurable results. For example, pharmaceutical
firms are partnering with quantum startups to simulate protein folding;
logistics companies are testing quantum optimization to reduce fuel
consumption; and financial institutions are exploring quantum algorithms
to manage systemic risk.

Quantum + Al are partners, not competitors

Quantum and Al are powerful complements, with each amplifying the other.
Quantum is the computational engine, and Al is the brain. Working together,

they can process vastly more information, analyze complex patterns, and solve
problems even today’s most powerful supercomputers can’t touch. For directors,
that convergence means oversight of Al and emerging-technology strategies
should be coordinated, not siloed—the same ethical, risk, and talent questions
will apply to both.


https://www.weforum.org/stories/2025/09/pharma-life-sciences-quantum-threat-cybersecurity/
https://www.weforum.org/stories/2025/09/pharma-life-sciences-quantum-threat-cybersecurity/
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“Quantum has the potential to unlock the next
phase of AI’s full potential.”

Scott Likens
PwC'’s Chief Al Engineering Officer

Quantum risks and the emerging cybersecurity
frontier

Quantum’s benefits are significant, but so are its risks. Its power to break
complex encryption could challenge the foundations of data protection and trust.
Most of today’s encryption works like a combination lock with millions of possible
codes—too many for current computers to guess. Quantum computers, once
powerful enough, could try every combination at once and open those locks
almost instantly.

Even before that happens, attackers are already ‘harvesting now and decrypting
later,” stealing encrypted data today and storing it for the moment when quantum
power can unlock it. Industries with long data lifecycles, such as clinical research,
patents, regulatory filings, financial records, and personal information are
especially exposed.

Transitioning to quantum-safe cryptography is not merely a software update
though: it is an infrastructure challenge that takes years, not months to care for.
While Al is commanding attention, the real risk is that companies are rapidly
expanding and refreshing the physical infrastructure that supports Al, including
servers, networks, PCs, printers, industrial sensors, and countless connected
devices—without considering the impact of quantum. Every one of these
components relies on encryption that quantum systems will eventually be able to
break. Without deliberate planning, Al-driven growth can unintentionally widen an
organization’s crypto-vulnerability surface and overall resiliency.

That’s why CIOs increasingly see quantum readiness as part of their broader
infrastructure modernization strategy. As hardware is upgraded to support Al
workloads, organizations should also make sure that devices can support post-
quantum, lattice-based encryption and that architectures are designed for crypto-
agility to replace cryptographic methods without disruptive rebuilds. Preparing
infrastructure now helps avoid costly retrofits later and strengthens resilience
across both Al and non-Al systems.
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What boards should be asking management

Boards don’t need to master quantum physics, but they should be confident

that management is preparing. As Al adoption accelerates and infrastructure
expands to support it, quantum risk becomes tightly connected to modernization,
resilience, and long-term trust. Here are questions directors can ask management
to assess readiness.

Strategy and innovation

How are you tracking quantum developments, and what is the impact on our
business model?

How are you identifying and piloting use cases where quantum could enhance
innovation or efficiency, particularly with Al transformation?

Is there additional talent expertise—internally or through partners—needed to
address quantum developments and their business implications, particularly in
combination with Al transformation?

How are we aligning quantum-readiness with the broader technology and data
strategy?

Cybersecurity and resilience

What is our timeline and plan for transitioning to quantum-safe cryptography?
What is our strategy to inventory our cryptographic footprint—across
applications and physical infrastructure—to pinpoint critical assets that could
be exposed if encryption is broken?

As we modernize for Al workloads, how are we confirming that new hardware,
devices, and connected endpoints can support post-quantum encryption?
Are we designing for crypto agility so we can replace cryptographic methods
without major infrastructure rebuilds?

How are we determining if our ecosystem (vendors, partners, cloud providers)
is also quantum-ready?
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A call to action

The most important question for technology, security, and business
leaders is simple yet pivotal: Is our organization ready for a post-quantum
world?

Quantum computing will reshape industries, business models, and the
foundations of security. Directors who start the conversation now can
help their organizations harness quantum’s promise responsibly —turning
emerging risk into a catalyst for long-term advantage.

To dive deeper on this topic, read related content:

uantum computing: How businesses can prepare for the future
Quantum next: Navigating a new cyber threat landscape
Why pharma and life sciences must act now on the quantum threat
The board’s role in overseeing cybersecurity



https://www.pwc.com/us/en/tech-effect/emerging-tech/quantum-organizations.html
https://www.pwc.com/us/en/services/consulting/cybersecurity-risk-regulatory/library/quantum-computing-cybersecurity-risk.html
https://www.weforum.org/stories/2025/09/pharma-life-sciences-quantum-threat-cybersecurity/
https://www.pwc.com/us/en/services/governance-insights-center/library/overseeing-cyber-risk.html
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How PwC can help

To have a deeper discussion about how this topic might impact your
business, please contact your engagement partner or one of the
individuals below:

Ray Garcia
Partner, Governance Insights Center Leader
ray.r.garcia@pwc.com

Nalneesh Gaur
PwC Principal
nalneesh.gaur@pwc.com

Scott Likens
Chief Al Engineering Officer, PwC US
scott.likens@pwc.com

Tonya Ugoretz
Leader, PwC Cyber and Risk Innovation Institute
tonya.ugoretz@pwc.com
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