Our roadmap to establishing
a modernized internal audit function

With increasing initial public offerings (IPOs) and requirements for some exchange-listed companies to have internal audit functions, the
need to establish an internal audit function that aligns with stakeholder expectations and provides the organization with risk and control
assurance and insights is imperative.When designing an internal audit function, strategy should drive tactics, not the inverse. To help
companies design and implement a strategically focused internal audit function from the ground up, PwC developed a 10-step startup
framework. This framework is proven through PwC's work with companies of various sizes. Steps 1-4 focus on strategic issues, while
Steps 5-10 focus on equally important, but more tactical considerations.

Strategic steps | Tactical steps

Define stakeholder

expectations \

Understand stakeholder value drivers in order to make internal audit (IA) a function that powers returns and is not just a

cost center.

Our Insight: Once the function is established, stakeholder expectations should be reassessed regularly.

«

Articulate the mission |
and develop a charter |

An effective mission statement outlines IA’'s authorities and responsibilities, reflecting the priorities of senior
management and the audit committee. While the charter sets up how IA interacts with the broader organization.

Our Insight: A mission statement must be shared and communicated to help achieve full understanding and
buy-in among key stakeholders and staff.

Create a three-to five-year plan that can be constantly reassessed, and that also lays out the funding
and talent needs. A strong plan will be measurable and align with the company’s overall objectives.

Create a
strategic plan

Our Insight: Well-defined strategic objectives with key performance indicators (KPIs), aligned
with the organization’s goals, can drive down costs and enhance business partnerships.

Assess risk and develop a
data-driven internal audit plan

Understand company strategies and objectives to identify risks, leveraging data where possible and
prioritize risks based on the greatest threat. Create a flexible and agile audit plan aligned with risk and
communicate the plan to stakeholders.

Our Insight: As risks are constantly changing, the risk assessment should be viewed as a dynamic
process. Although a formal risk assessment may be completed once per year, key data points should
be monitored continuously.

Establish
budgets

Using information gathered in the first four steps, establish
‘ current and longer-term budgets. The IA budget must have
the flexibility to execute the current |A plan, as well as
\ respond to changing business needs.



6 Launch fieldwork ASAP

Fieldwork should begin on a rolling basis and ramp up over time. Ideally, you should be able to complete
the groundwork to audit three to five known high-risk areas within 100 days of the launch of your IA function.

Our Insight: The IA start-up process is not linear. Strategic and tactical decisions must take place simultaneously.
\

Assess
needed skillsets

Revisit stakeholder value drivers and the mission statement

| developed earlier in the start-up framework to determine the

| needed skill sets. Focus on the skills needed to address
high-priority risks and primary value drivers, rather than the

| number of people. Attracting high-quality professionals with the

| right mix of leadership, skill sets, business and digital acumen
and experience can be time consuming, delaying the start-up

| process. An upskilling strategy should be developed to help

| keep staff up to date on data, digital skills and industry trends.

Develop or acquire
infrastructure

IA infrastructure and methodologies can be developed internally,
leveraged from other parts of the organization or acquired from a third
party. IA technologies can greatly improve the efficiency, quality and
consistency of the internal audit process.

Our Insight: Look internally at other risk functions and/or beyond your
organization to identify leading practices that improve internal audit
business process performance.

|
9 Establish communications |
protocols fueled by digital tools \

IA should seek opportunities for dialogue with management, creating a strong, clear connection between your IA mission and your

company’s strategic issues and risks. Effective communication can be streamlined through the use of digital tools like dashboards
and visualizations.

Our Insight: To be highly regarded by top management, IA needs to develop an effective communication strategy for key
stakeholders. Data visualization and data storytelling can help teams focus stakeholders attention on key risks and opportunities
within the organization.

|
| 1 O Measure results

It is important to regularly track and measure
| IA performance against broad management

| expectations in order to meet — and then exceed -
C OntaCt us the expectations of key stakeholders. Performance
\ metrics can be tracked to highlight what is working
Mike Maali ‘ well and also any problem areas to facilitate
. resolution. As a team, establish KPIs that will
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