EVOLVING THE CISO ROLE
TO MAKE CYBERSECURITY
A COMPETITIVE ADVANTAGE




In a marketplace defined by ever-accelerating technological change, and breaches
that can scare off customers and cause business disruption, there can be no higher
priority than creating digital trust.

An organization looking to remake itself as a leader in a fully digital environment
must proactively strategize to secure the information—and the trust—of customers
and business partners.

What can a company do to meet the challenge?

It can build trust across the enterprise and with customers by having a new kind of
leader in the C-suite, in a role that is rapidly evolving.

Leading organizations now understand that the CISO role must shift from a mostly
technical role to one centered on providing leadership and partnership across

the business—connecting to business and transformation strategies and driving
initiatives and solutions that enable the organization to realize its goals. But CISOs
often don’t possess the right combination of skills to achieve those objectives,
according to our survey of more than 200 business executives.

The right CISO is fluent in business strategy as well as technology, and knows how to
effectively collaborate on new strategies with others in the C-suite, as well as on the
board. The right CISO steers an organization through the tricky terrain of complex
policy and regulatory challenges tied to new technologies and rising concern over
privacy and use of consumer data. The right CISO helps nurture a shared-risk view
alongside leaders in risk management, internal audit, and compliance as well as
business unit leaders and the C-suite.

In our experience helping CISOs evolve in the role, we’ve seen the most dramatic
impact made by those who have improved in three areas: their communication
and collaboration skills; their business, legal, and regulatory acumen; and their
leadership and strategic thinking abilities.

But evolving and upskilling CISOs is not enough.

CEOs and board members can make a difference by fulfilling the “other side of

the bargain” by giving the position a seat at the leadership and decision-making
table, empowering the CISO to drive change, and committing to manage cyber risk
strategically across the business.

The CISO position is now, arguably, the most complicated one in the C-suite, its
evolution paced by the speed of digital business transformations and the frequency
of ever-present cyber threats.
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EVOLVING THE CISO ROLE
TO MAKE CYBERSECURITY
A COMPETITIVE ADVANTAGE

In the age of the 4th Industrial Revolution, businesses are more
connected than ever, both within the enterprise itself and with other
parts of the digital ecosystem. As their technology investment mounts
and they analyze larger caches of digital data, they become ever more
dependent on data for growth and innovation. Cybersecurity becomes
a strategic concern.

For every costly, headline-making data breach and procedural lapse, there are a
multitude of threats that could have been just as destructive. “We are the long-
term IT partner for the Olympic Games, including managing cybersecurity for the
Olympics,” says Himanshu Vyas, chief strategy officer, global financial services, at
Atos. “During the last games, there were double-digit cybersecurity attacks every
second. Any attack on our networks that we can’t defend against is a big issue for
our shareholders.”

This shift suggests that the chief information security officer (CISO) should assume
a higher-profile, strategic role, and that their influence should be felt more widely
through the organization. “It’s very important that the CISO lead the way with the
right technologies, the right internal partnerships, and an awareness of the latest
external developments,” says Vyas.

Some organizations have responded by ramping up their financial commitment to
cybersecurity. “We took our tech security budget from zero to 2% of the whole IT
spend within three years,” says Mark Bilger, CIO at York Risk. “We’re investing more
in the growth of IT security than in the growth of IT overall” It’s a trend, he adds,
that he expects to last for several years.

But not everyone has the same sense of urgency. A majority (56%) of the 211
North American and European executives surveyed by Harvard Business Review
Analytic Services say their organization places a high priority on data governance
and privacy risk management capabilities, protecting delivery of critical services
(55%), and cybersecurity detection capabilities (51%). That still leaves substantial
percentages who do not. What’s more, less than half (46%) rate their cyber risk
management as strong.

HIGHLIGHTS

48%

OF RESPONDENTS SAY ONE OF THE
CISO’S TOP FIVE RESPONSIBILITIES IS
TO BUILD AN ORGANIZATION-WIDE
CYBERSECURITY CULTURE; 63% SAY
THIS WILL BE A TOP-5 RESPONSIBILITY
IN THREE YEARS.

84%

CONSIDER THE ABILITY TO EDUCATE
AND COLLABORATE ACROSS THE
BUSINESS TO BE VERY IMPORTANT IN
A CISO, MAKING IT FOREMOST AMONG
ALL SKILLS COVERED IN THE SURVEY.

55%

OF RESPONDENTS SAY THE CISO
PROVIDES PERIODIC THREAT AND
INCIDENT UPDATES TO THE BOARD, BUT
ONLY 37% SAY THE CISO FURNISHES
AN ANNUAL CYBERSECURITY STRATEGY
REPORT AND EVALUATION.
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To develop a successful cybersecurity strategy, organizations must
increase their investment in developing talent in this area, elevate
the role of the CISO, and give the role a greater presence in critical
areas like product development.

FIGURE1

INVESTMENT PRIORITIES

Large majorities of respondents say
strong leadership (76%), collaboration
(84%), and communication skills (82%)
are very important for a successful
CISO, but there’s a disconnect when

it comes to developing and applying
cybersecurity risk metrics. Only 26%
name it as being among the CISO’s
principal responsibilities today, and
only 31% expect it to be a principal
responsibility three years from now.

This finding illustrates that while

the specific tasks related to the CISO
role—building and maintaining threat-
resistant systems, identifying potential
external threat factors—are becoming
more important, most organizations
still do not accord the CISO a larger role
or reap as much benefit as they can
from the position.

Data governance, privacy risk management capabilities rank high.

What level of investment priority does your organization place on each of the following?

[HIGH PRIORITY]

Data governance and privacy risk management capabilities

— 57

Protecting delivery of critical services

I 5%

Cybersecurity detection capabilities

— e

Cybersecurity recovery/business continuity capabilities

— 50%

Cybersecurity incident response capabilities

I e

Talent management program for developing cybersecurity leaders

I 2%

SOURCE: HARVARD BUSINESS REVIEW ANALYTIC SERVICES SURVEY, MAY 2019

“We have a sense of being in a cyber-
war with all the threat actors—hackers,
script kiddies—arrayed against us,”
says Bilger. But to develop a successful
cybersecurity strategy, organizations
must increase their investment in
developing talent in this area, elevate
the role of the CISO, and give the role

a greater presence in critical areas like
product development.

Not a Mechanical Process
Cybersecurity is not simply a
mechanical process of detection,
incident response, and recovery, as
evidenced by the 56% of respondents
who place the highest priority on an
organization’s data governance and
privacy risk management capabilities.
This finding suggests that, at least
conceptually, organizations no longer
see cybersecurity as a matter that can
be siloed within the IT desk, but as
being closely linked to their overall risk
management efforts, privacy risk, and
approach to data governance.

Even so, only 46% of survey
respondents characterized their
organization’s cyber risk management
as strong. Building the talent needed
for a robust cybersecurity strategy
doesn’t appear to be a high priority yet,
either. Just one in five respondents
(22%) said their organization

places a major focus on developing
cybersecurity leaders. FIGURE 1

On a positive note, most respondents
say their organization has internal and
external programs in place to identify
future candidates for the CISO spot
specifically or cybersecurity leaders in
general. More than one in four (27%)
say their organization recruits the CISO
or equivalent from line-of-business or
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functional levels, and 40% do so from
other technology roles.

Atos, which has an organization-wide
CISO as well as one for each of its
regional units, provides an example

of an internal career path when it
comes to the role. Its current CISO for
the UK started as a cybersecurity tech
specialist before becoming a manager
in that area, moved on to be a manager
of security overall, and then took the
CISO role three and a half years ago.

Most organizations appear to have
recruited their CISO externally,
through either human resources
(40%) or a professional recruiting
firm (34%). FIGURE 2 Thus, the profile of
a cybersecurity leader is becoming
better defined and organizations are
becoming more intent on filling the
role with the best possible people.
At York Risk, Bilger says about half
the specialists in the CISO’s office
are recruited internally, typically
from technology roles, and half
from outside, generally from major
accounting and consulting firms and
from compliance backgrounds.

“If your people don’t understand
compliance policy, then you can have
great tech controls, but you may not
know how to enforce them in the right
way,” Bilger says.

Status Uncertain

An information technology service
and consulting firm that is one of the
largest in Europe, Atos does extensive
work for highly regulated sectors like
banking, insurance, and health care
and therefore holds a great deal of
sensitive client data in its systems.
Cybersecurity services for these and
other clients have become “one of
our fastest-growing business lines,”
says Vyas. As a result, “the head of

cybersecurity position has always been

very important” and today occupies
a seat on the company’s General
Management Committee.

Only 40% of respondents say the
CISO or cybersecurity leader is
perceived as part of the C-suite,
however. FIGURE 3 He or she reports
largely to other executives within the

data security or IT area (51%), although

FIGURE 2

LEADERSHIP SEARCH

External recruitment is the preferred method for identifying future cybersecurity leaders.

What are the elements of your organization’s strategy for identifying future CISO/cybersecurity
leader candidates?

Internal recruitment from other technology roles (e.g., CIO, CTO)

— 0%

External recruitment by human resources

0%

External recruitment through professional recruiting firm

I 3

Internal recruitment from focused data security teams at line-of-business, functional levels

. 7%

Don’t know

I 6%

Other
. 5%

SOURCE: HARVARD BUSINESS REVIEW ANALYTIC SERVICES SURVEY, MAY 2019

FIGURE 3

STATUS CHECK

Is the CISO a C-suite member, or purely a “support function™?

Do you think that the CISO/cybersecurity leader is perceived across the organization as part of the C-suite ?

04

DON'T
&l KNow

SOURCE: HARVARD BUSINESS REVIEW ANALYTIC SERVICES SURVEY. MAY 2019
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THE CISO ROLE IS
STILL SEEN AS T00
NEW, LARGELY
TECHNICAL RATHER
THAN STRATEGIC, AND
SUBORDINATE T0
OTHER [T-RELATED
POSITIONS.

FIGURE 4

LINES OF REPORTING

29% of respondents say the CISO
reports directly to the CEO or board of
directors. FIGURE4

This uncertain status does not
necessarily mean the CISO role lacks
recognition within the organization of
the importance of its work, however.
“Regarding physical and logistical
access and data security, the CISO is a
must for any publicly traded company,”
says Vin Malhotra, senior vice president
and chief digital transformation

leader at SAP.

What’s important to focus on instead
is making sure that the CISO has
access to and support from the board
and the CEO. “Cybersecurity spans

the whole company;” says Mark
Uemura, vice president of security and
infrastructure at online travel agency
FlightNetwork, “so I can’t just push it
out. It needs support and buy-in from
executive leadership.”

At most companies, the CISO reports to another data security or IT executive.

To whom does the CISO/cybersecurity leader directly report?

CEO
[ 5%

ClO (chief information officer)

5%

Head of IT/technology or equivalent

I 13%

CFO
I

CTO (chief technology officer)
I %

Board of directors

M 3%

General counsel/chief legal officer
0 %

CRO (chief risk officer) or equivalent
|

CDO (chief digital officer)
| 1%

SOURCE: HARVARD BUSINESS REVIEW ANALYTIC SERVICES SURVEY, MAY 2019

At SAP, the CISO reports directly to the
CIO and manages all processes and
policies related to data and broader
cybersecurity, as well as some vendor
relationships focusing on cybersecurity.
At York Risk, too, the CISO reports to
the CIO, who reports directly to the
CEO, underscoring the importance
attached to data and cybersecurity at
the top levels of the organization.

Comments we received on this point
from some respondents reveal that

in many cases, the CISO role is still
seen as too new, largely technical
rather than strategic, and subordinate
to other IT-related positions. At one
organization, cybersecurity is regarded
as a “minor part of the business ...
when it is not a threat.” Another
respondent said, “Our organization
views cybersecurity as simply a
technology function as opposed to a
strategic capability.” A third noted “a
lack of understanding about the issues
related with cyber fraud.” The best
encapsulation of this perspective may
be the following: “cybersecurity seen
as part of IT infrastructure and not as a
business enabler.”

Others say their organizations aren’t
hiring CISOs who have a broad enough
understanding of the business. One
respondent faults their current CISO
for a “lack of business experience,

too narrow a focus on technology
aspects without considering business
impact, and insufficient focus on larger
enterprise security risk.” Another

said that the CISO role is “seen purely
as a support function,” and another
asserted that the CISO role “currently
is a quite new function with not
enough readability”

Nor are organizations providing
cybersecurity leaders with the
specific training and work experience
they may need to contribute more
outside this constricted role. Only
24% of respondents say that CISO/
cybersecurity leaders receive formal
executive coaching/training.

Less than half of respondents (43%)
say cybersecurity leaders receive
experiential learning/cross-functional
work experience, that prepares them
to tackle issues and work with leaders

4 Harvard Business Review Analytic Services
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Fewer than half say that the CISO’s top five CISO responsibilities
include building an organization-wide cybersecurity culture.

outside the IT area, and only 39%

say they are encouraged to develop a
wider knowledge of how the business
works. FIGURE 5 Mentoring is encouraged
at a significant number (38%) of
organizations, they say—but by current
cybersecurity leaders, rather than
business leaders outside the IT area.

In most other respects, cybersecurity
leaders are expected to pursue

their own development through
ongoing education and professional
certification, according to respondents,
although some organizations provide
assistance. York Risk regularly sends
potential cybersecurity leaders for
specialized training; it paid half the
cost when its current CISO enrolled in a
CISO certification program at Carnegie
Mellon University, for example.

A Growing List of
Responsibilities

While developing and enforcing
day-to-day data protections remain
the CISO’s most immediate tasks,
organizations that want to build a
resilient cybersecurity culture will
need to enlarge the role and make it
more strategic.

Overall, however, the CISO’s

status tends to be lower. Building

and maintaining threat-resistant
systems—the CISO’s most basic
responsibility—is most often cited

by survey respondents as one of the
role’s top five responsibilities, but
less than half mentioned formulating
strategy for cybersecurity. Only 39%
say the CISO’s responsibilities include
working with the risk management
function to integrate cyber risk with the
organization’s broader risk strategy.

Perhaps most importantly, fewer
than half say that the CISO’s top five
CISO responsibilities include building
an organization-wide cybersecurity
culture. In some cases, this may be

FIGURE 5

LEADERSHIP DEVELOPMENT

Few are encouraged to develop a wider knowledge of the business.

What are the elements of your organization’s strategy for developing/mentoring future
CISOs/cybersecurity leaders?

Support for ongoing education

— g

Experiential learning/cross-functional work experience

I /3%

Support for professional certifications

I 1%

Encourage staff to develop a wider knowledge of how the business works

I 2%

Mentorship by current cybersecurity leaders

I 8%

Formal executive coaching/training

I 2%

Don’t know

N 5%

Other
| i

SOURCE: HARVARD BUSINESS REVIEW ANALYTIC SERVICES SURVEY, MAY 2019

because until recently, the role has had
to focus chiefly on putting security
guardrails and safeguards in place. “I’'ve
spent the past two years increasing

our security posture,” says Uemura at
FlightNetwork. “I didn’t have the time
or resources to build out a company-
wide security program, which is what
I’'m doing now.”

Larger, more mature organizations
often nurture stronger ties between

the CISO and the C-suite and

focus more intently on pushing a
cybersecurity culture deeper into the
workforce. At York Risk, the CISO’s
responsibilities are threefold: managing
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BEING ABLE TO MEASURE THE RESULTS OF THE
ORGANIZATION’S CYBERSECURITY PROCESSES IS VITAL
10 DEVELOPING AND MAINTAINING AN EFFECTIVE
STRATEGY AND SHOULD BE CLOSELY TIED TO THE
CISO’S ROLE IN FORMULATING THAT STRATEGY.

FIGURE 6

RESPONSIBILITIES TODAY ...

One key strategic task, developing cybersecurity risk metrics, ranks low.

What are the CISO’s/cybersecurity leader’s principal responsibilities today?

Build and maintain threat-resistant systems

— 50%

Identify potential external threat factors

I 51%

Formulate strategy for cybersecurity

— 0%

Build an organization-wide cybersecurity culture

— e

Work with risk management function to integrate cyber risk with broader risk strategy

— 2%

|dentify potential internal threat factors

a2

Build and manage cybersecurity team

— %

Address legal and regulatory compliance requirements

I 3%

Educate the board and the C-suite on cybersecurity

I 7%

Develop cybersecurity risk metrics

I 0%

Communicate cybersecurity strategy to board

I

Don’t know

| A

Other
| B2
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the cybersecurity team; formulating
and enforcing rules; and chairing

an information security committee
that also includes the CEO, the CIO,

the head of human resources, the
general counsel, and heads of lines of
business. The company trains all users
quarterly on the latest security tools
and threats and bimonthly on phishing
threats specifically.

It’s especially important for the CISO
and the CIO to be in sync, says Bilger:
“We have to be in lockstep, because
it’s critical that she secure everything
in my cyber initiatives.” At a large tech
company like SAP, the CISO works
closely with a wide range of other key
roles, including internal and external
audit; the office of the CFO, on policy
and budget matters; and with line-of-
business leaders, focusing on client
data protection.

The board and top management at
most organizations are not as fully
focused on cybersecurity as they need
to be, however. For example, only 21%
and 27% of respondents, respectively,
say communicating cybersecurity
strategy to the board and educating the
board and the C-suite on cybersecurity
are top five responsibilities of the CISO,
and only 26% mention developing
cybersecurity risk metrics. FIGURE 6

Being able to measure the results

of the organization’s cybersecurity
processes is vital to developing and
maintaining an effective strategy and
should be closely tied to the CISO’s role
in formulating that strategy; at most
organizations, this connection is still
not being made.

Looking ahead three years, the
strategic aspect of the CISO’s role is
likely to grow, although modestly.
Building an organization-wide
cybersecurity culture takes the
biggest leap in importance, with 63%
of respondents saying it will be a top
five responsibility, and formulating
strategy for cybersecurity rises slightly
as well, to 51%. Less than half of
respondents (47%) say that working
with the risk management function
to integrate cyber risk with the
organization’s broader risk strategy
will be one of the CISO’s top five
duties, although that’s a significant

6 Harvard Business Review Analytic Services
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improvement from 39% who place it
in the top five today. FIGURE7 Basic CISO
tasks like threat identification and
managing threat-resistant systems are
expected to be less important, possibly
because respondents assume these
tasks will become more routinized.

The development of cybersecurity
risk metrics, too, is mostly expected
to remain outside the CISO’s top five
responsibilities over the next three
years, with only 31% of respondents
mentioning it. The percentage

(21%) who cite communicating
cybersecurity strategy to the board
doesn’t budge, and the 30% who cite
educating the board and the C-suite
on cybersecurity actually represent
a slight drop. Since both metrics and
access to the board are important
means for the CISO to highlight

the importance of cybersecurity
issues as they evolve, this trend
doesn’t bode well for the board and
executive management, who should
be developing and maintaining their
focus on this important area.

As organization-wide cybersecurity
programs mature and the resources
committed to them expand, however,
organizations will feel pressure to
understand their effectiveness and
assess the return that ownership is
getting from its investment. York
Risk applies a set of seven metrics to
different aspects of its cybersecurity
effort to discover weaknesses. This
checklist consists of the number

of positive high-penetration test
findings; the percentage of network
changes resulting in critical network
vulnerabilities; the cyber risk rating
by NormShield, a security ratings firm;
the number of times per quarter the
incident response plan is activated;
performance against Critical Security
Controls 20 standards; a phishing test
employee click rate; and employee
completion rate on mandatory
security testing.

Meanwhile, Atos’s metrics dig deeply
into what it identifies as real and
potential threats, such as how many
times an individual has attempted

to gain access to the network and
been denied, as well as reaction time
to actual breaches. It also applies

FIGURE7

.. AND RESPONSIBILITIES IN 3 YEARS

Formulating strategy, building a cybersecurity culture will become more important.

What should be the CISO’s/cybersecurity leader’s principal responsibilities 3 years from now?

Build an organization-wide cybersecurity culture

Formulate strategy for cybersecurity

I 51%

Build and maintain threat-resistant systems

— %

63%

Work with risk management function to integrate cyber risk with broader risk strategy

— a7

Address legal and regulatory compliance requirements

I e

Develop cybersecurity risk metrics

LK

Educate the board and the C-suite on cybersecurity

I 0%

Identify potential external threat factors

[ 07

Build and manage cybersecurity team

I 5%

Communicate cybersecurity strategy to board

I 2

Identify potential internal threat factors

[ 20%

Don’t know

B 3%

Other
| %

SOURCE: HARVARD BUSINESS REVIEW ANALYTIC SERVICES SURVEY, MAY 2019

benchmarks to its training program
for cybersecurity specialists: how
many have taken it and how many
found it useful.

Some companies whose programs
began more recently are taking the

first steps to establish baselines to
assess cybersecurity. At FlightNetwork,
for example, the new cybersecurity
program will include a gap analysis
tool that can assess all aspects of
security governance, especially in
dev-ops. “Even before we started
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FIGURE 8

LEADERSHIP QUALITIES

The abilities to educate, communicate, and nurture innovation are prized.

How important are each of the following skills to being a successful CISO/cybersecurity leader?
[VERY IMPORTANT]

Ability to educate and collaborate across the business

g

Ability to communicate (oral and written)

I 5%

Ability to make data-driven decisions/take smart risks

. W¥
Strategic insight/ability

I 1%

Leadership skills

T 76%

Ability to recognize and nurture innovation

I 73%

Team-building skills
. G

Executive presence

I 65%

Ability to mentor talent
62%

SOURCE: HARVARD BUSINESS REVIEW ANALYTIC SERVICES SURVEY, MAY 2019

developing the cybersecurity program,
we did gap analysis on all our
applications,” says Uemura.

A Leadership Skill Set

While many organizations are only
starting to grant higher status to the
CISO, most understand that the role
requires much the same strategic skill
set any top business leader must have.
By far the most important of these,
according to our respondents, are the
skills to educate and collaborate across
the business (84%), to communicate
(82%), strategic insight and ability
(79%), and the skill to make data-
driven decisions and take smart risks
(79%). FIGURE 8 The first three all pertain
to the CISO’s ability to be a strategic
player alongside the organization’s
top executives; the fourth reflects

the capacity to take initiative within
the cybersecurity space. Skills

like team-building and mentoring
talent, while important as well, are
less often cited.

“You have to be passionate about
security and you have to be a good
salesperson,” says Uemura, “selling
the idea of a balance between risk

and security and providing a sense of
where that balance is.” This is critical to
establishing the internal partnerships
that the CISO needs to instill an
effective cybersecurity strategy across
the organization. “There should be no
walls between security and operations,
security and IT. All should be wearing
the security hat,” Uemura says.

Communication moves in two
directions. One important aspect of
the CISO’s leadership role is to keep
the board up to date and focused

on cybersecurity matters; another

is to convey management’s and the
board’s business objectives to the
organization’s cybersecurity specialists
and developers. The second can be as
challenging as the first, and starts with
having a good understanding of their
day-to-day work. “I’'m not an expert in
coding, but I completely understand
what they’re saying when I'm in the
room with them,” says Vyas. “You
need to understand, or you can’t gain
their support.”

Once the CISO has that support,
Uemura stresses, they need to create an
environment where skills and expertise
are shared. “The death spiral is when
someone has all the keys and is not
sharing them,” he says. To help foster

a common learning environment,
Uemura organizes daily study sessions
covering texts related to aspects of

his team’s cybersecurity work. “It’s
especially important when we talk
about cloud engineering, which has

a huge learning curve,” he says, and

it ensures that the best practices are
shared by the whole team.

There’s another element to the
leadership aspects of the CISO role:
client relationships. As cybersecurity
elements are incorporated in all
software products and cloud services,
and especially at companies that
offer security as part of their product
offerings, “I’ve seen 15% to 20% of all

8 Harvard Business Review Analytic Services
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“You have to be passionate about security and you have to be a good
salesperson, selling the idea of a balance between risk and security
and providing a sense of where that balance is,” says Uemura.

RFP questions focused around data
management and cybersecurity,”
says Malhotra.

Since client meetings are more than
likely to include individuals with
knowledge of cybersecurity, the CISO
of the vendor company has a place in
the conversation as well. At Atos, “our
CISO is a partner with us, going out
and talking to clients and explaining
how our cybersecurity offering works,”
says Vyas. “You must make the
customer comfortable in all the aspects
of cybersecurity and you must be able
to convert the technical stuff into
business-oriented language.”

This deployment marks a major
change in orientation for the CISO
at some large organizations. “It
was primarily an internal position,
but now it’s also part of business
development, regularly interacting
with clients,” says Vyas.

Too Limited a Role

Cybersecurity is a concern for
customers and suppliers as well as
businesses. As such, it is not just an
obligatory feature in new products
and applications; it can also create
competitive advantages. At Atos, “we
include cybersecurity components

in all our products to encourage the
customer, after we analyze their
current systems, that they need them,
although it’s up to the customer
whether they want to buy them or
not,” says Vyas.

Because of the increasing need to
integrate security features into new
designs from the start, the CISO
should play a key role in product

and application development. “Our
development teams work closely with
the CISO, and development is part of
the CISO’s budget,” says Vyas.

Given the drive to expedite product
and service development at so many
companies, the CISO’s contribution
will only become more critical.
“Developers are under pressure to
get things out, so often, coding isn’t
up to standard,” says Uemura. The
result is cybersecurity weaknesses.
“So we need code reviews, black-box
testing, fuzzing, because bugs will
be introduced.”

But most organizations haven’t
gotten the memo. At less than half
does the CISO or cybersecurity leader
participate in product testing (44%),
development (42%), or strategy (42%),
according to respondents, and in
earlier stages—idea generation, idea
screening, and evaluation—the CISO
is even less present. The same holds
for business analysis, suggesting
most businesses are not taking full
advantage of the expertise that the
CISO and the security team can bring
to these activities that hold the key
to their future.

Lack of resources and the sheer speed
of development may hold part of the
explanation. At York Risk, “our CISO
has a dozen people at her disposal and
we have a couple hundred developers
building applications,” says Bilger.
“So they’re outgunned.” Likewise, at
some organizations, the CISO may not
yet have the resources to play a larger
or earlier role in product and service
development. “I’d like to see the CISO
move up the food chain to participate
more in product planning, but they
don’t have the staff yet,” Bilger says.

Much the same holds true for

the innovative data tools that are
commanding more and more attention
from business: the CISO is playing

an important role in many of these
developments, but by no means all of
them, according to respondents.

THERE'S A NEW ELEMENT
10 THE LEADERSHIP
ASPECTS OF THE

CISO ROLE: CLIENT
RELATIONSHIPS.
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WHILE 56% OF RESPONDENTS SAY

THE CISO HAS HIGH INVOLVEMENT WITH
THE 10T AND 53% WITH BLOCKCHAIN,
ONLY 41% EXTENDED THIS TO Al AND
49% TO INTELLIGENCE AUTOMATION.



Not surprisingly, Al (45%) and the IoT
(44%) are the data innovations most
often being adopted, respondents

say; intelligence automation

(which combines Al and robotic
process automation) is cited by

35% of respondents, robotics by

24%, and blockchain by 21%. These
developments are sparking a revolution
in both data collection and analysis
and are expected to be elements in
much new business development
across a variety of industries going
forward. If companies are to retain
their customers’ trust, they will have
to pay more attention to cybersecurity
and the CISO’s role, logically,

should loom larger.

But is the CISO then playing a larger
development role with respect to the
tools receiving the heaviest investment,
such as Al, the IoT, and intelligence
automation? Not consistently, we
found. While 56% of respondents say
the CISO has high involvement with
the IoT and 53% with blockchain, only
41% extended this to Al and 49% to
intelligence automation. Here again,
this suggests companies may not be
prioritizing cybersecurity in developing
these tools or making the best use of
the CISO’s abilities in this area.

Not Getting the

Board’s Attention

“Without a doubt, interpersonal skills
are critical [for the CISO], especially at
the C-suite level,” says Uemura. “They
throw around different acronyms
from the IT and development people,
and you have to present matters in a
way they understand. You can only
build trust and align IT security to the
business if you know how to speak to
their major concerns.”

However, respondents strongly infer
that most boards are not making

full use of the strategic insights the
CISO can offer.

While more than half of respondents
say the board receives periodic

updates on threats, incidents, and
breaches, these are the more routine
communications on cybersecurity.
Only 27% say that the CISO is educating
the board and the C-suite. Less than

While more than half of respondents say the

board receives periodic updates on threats,
incidents, and breaches, these are the more

routine communications on cybersecurity.

half say the board receives more
detailed reports from the CISO on IT/
cybersecurity internal audit findings
and remediation status, and only a
little more than one in three say the
CISO delivers an annual cybersecurity
strategy report and evaluation.

The large majority of boards are

not receiving education sessions

on cybersecurity, either, despite its
growing importance, our survey found.

Neither are boards using the CISO as a
resource for evaluating the success of
their cybersecurity strategy. Only 38%
of respondents say the CISO delivers
metrics on the organization’s current
cybersecurity risk posture and only
28% that the board receives metrics
on trends, events, compliance, or
remediation projects. This finding
suggests that despite the increased
importance of cybersecurity threats,
many if not most boards still are

not receiving a full set of data and
information on the performance and
value of the cybersecurity function.

The survey findings also advance the
notion that the CISO could do a better
job supplying high-value input to the
board. Less than half of respondents
characterized the information on
cybersecurity issues that either the
full board or the audit committee of
the board receives as high value, and
for other committees of the board, the
figure is even lower. By contrast, more
than half of respondents expressed
positive views about the input on
cybersecurity that the executive

risk (55%) and compliance (53%)
committees receive, and 60% for the
executive IT committee. Such findings
underscore the reality that the CISO or
cybersecurity leader at most companies
still focuses primarily on supplying
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DEVELOPING AND RECRUITING CYBERSECURITY

LEADERS WITH THE EXPERTISE, LEADERSHIP, AND
COMMUNICATION SKILLS NECESSARY TO FILL THIS
WIDENING ROLE WILL BECOME MORE IMPORTANT.

information to the C-suite and does not
regularly interact with the board.

Getting the Most Out

of the CISO Role

The role of the CISO must grow, not just
within the IT function but throughout
the organization, respondents said. As
cybersecurity features become a more
important element in new products
and services—and more desired by
customers—they become a point of
differentiation between competitors,
too. Cybersecurity leadership, then,
becomes critical not just to controlling
risk but to value creation.

This aspect of the CISO’s role

will only expand as companies’
development strategy widens to
embrace Al, IoT, blockchain, and
other advanced data tools. Developing
and recruiting cybersecurity leaders
with the expertise, leadership, and
communication skills necessary to

fill this widening role will, in turn,
become more important.

The results of the survey not only
highlight the importance organizations
ascribe to cybersecurity and the

CISO role, but also their frequent
failure to act on this understanding.
Organizations that want to develop an
effective cybersecurity program must
make sure it includes the following
five elements:

 Create a document setting out
the business case for a strong,
organization-wide cybersecurity
program, and endorse it internally.
This process provides important
leverage for the CISO, says Uemura.

 Enable the CISO to devote
more attention to formulating
cybersecurity strategy and
building an organization-wide
cybersecurity culture.

» Decouple the CISO from the IT
function and promote more frequent
engagement between the CISO
and both executive management
and the board.

* Give the CISO an earlier, stronger
role in the product and application
development process.

» Devote more attention to recruiting
and training cybersecurity leaders.

Lastly, ensure the CISO has the budget
and resources needed to do a job that
is constantly expanding. “Fortunately,
we’re relatively insulated from

typical budget cycles,” says Malhotra
at SAP. “You have to have a strong
level of investment and support from
leadership. You really have no other
choice in the enterprise software
space. We have learned from others
that you don’t take shortcuts on
cybersecurity topics—and you have to
be best in class.”
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METHODOLOGY AND PARTICIPANT PROFILE

Atotal of 211 respondents drawn from the HBR audience of readers (magazine/
enewsletter readers, customers, HBR.org users) completed the survey.
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