
Disasters can strike at any time, and when they 
do, they can severely disrupt businesses, 
including their communication channels. That's 
why it's essential for businesses to have a 
resilient call center that can help withstand 
disasters and continue providing excellent 
customer service. 

By establishing a resilient environment for  
Amazon Connect, businesses can help keep 
their call centers up and running, even during 
unforeseen events.

PwC’s Cloud and Digital AWS Customer Service Enablement Offerings

Key benefits can be:

Amazon Connect 
Resilience

Establishing a resilient call center utilizing Amazon Connect

Decreased Downtime

We’re the force helping power digital transformation by harnessing the power, reliability, 
and scalability of AWS’ tools and services. We are AWS BUILDERS.

Amazon Connect Instance

AWS’s omnichannel Contact Center as a 
Service (CCaaS) to build AI/ML enabled 
experiences for better customer experience 
with a lower operating cost.

Amazon Connect Configurations

Configurations that support the contact 
center experience including contact flows, 
queues, routing profiles, hours of 
operations, user management, chat, 
reporting and voice ID.

AWS Integrations

AWS services that can integrate with 
Amazon Connect to offer a personalized 
customer experience to end users.

Protecting Data

Maintaining Customer Trust

Meeting Compliance Requirements
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Define your recovery time objectives 
(RTO) and recovery point objectives 
(RPO) to help determine how quickly 
systems and data can recover and the 
acceptable loss in the event of an 
outage.

1) Define Recovery 
Objectives

2) Identify the Amazon 
Connect Components
Identify all the Amazon Connect 
components that need to be included, 
such as: Amazon Connect instance, 
phone numbers, routing profiles, queues 
and agents.

3) Choose your resilience 
Strategy
Choose the right strategy that can help 
meet your recovery objectives and fits 
within your budget. Amazon Connect 
supports several resilience strategies that 
allow for telephony failover and traffic 
distributions across AWS regions.

4) Configure your Amazon 
Connect Components
Configure Amazon Connect components 
to support the resilience strategy. It’s an 
industry-leading practice to use 
Infrastructure as Code to failover 
components to a secondary region to 
help achieve RPO/RTO requirements.

6) Monitor the resilient 
environment
Monitor the environment the contact 
center is in utilizing AWS native 
monitoring solutions will help to establish 
that it's functioning correctly and can be 
activated quickly in the event of an 
outage.

5) Test your plan

Test the resilience plan to establish that it 
works as expected. This involves 
simulating failure scenarios, such as 
shutting down your primary instance, and 
assessing that the backup instance is 
working correctly.

Resilient Cloud Native Call Centers
93% of cloud powered companies experience improved resilience compared to organizations not 
prioritizing cloud based technology and solutions - PwC’s 2023 US Cloud Business Survey

Contact Center as a Service (CCaaS)
CCaaS is a service that allows businesses to launch a contact center without the need for physical hardware. 
It can offer a holistic communication solution that is designed to help improve scalability and the customer 
experience. 

Goal
Following a costly outage impacting AWS US-East-1 services in December 2021, the client was looking to design a multi-region cloud 
resilience architecture for their critical single-region AWS applications. The client also wanted a plan to improve the resilience posture of 
the Enterprise Contact Center stack (including Amazon Connect) affecting over 4000 call center agents.

PwC was engaged to build Cloud Call Center and Chat Bot Capabilities on AWS: 
● Identified resilience gaps preventing 2-4 hr recovery within the client’s current state single-region environment 
● Provided architecture recommendations and considerations to help improve resilience of foundational infrastructure (e.g. 

networking, identity and authentication)
● Conducted architecture design sessions to align on recovery patterns and architectures
● Designed a multi-region architecture and failover approach for prioritized applications 
● Provided a business case for selected patterns and architectures including total cost of ownership and operations

Outcome
● DR patterns and guiding principles for common application designs like: three tier, EKS, and serverless.
● Failover approach options for the Contact Center stack, including Amazon Connect with and without utilizing the DR API
● Playbook for end-to-end deployment of applications into a multi-region disaster recovery AWS environment
● Total cost of ownership (TCO) Analysis
● Remediation roadmap outlining opportunities for improvement of the disaster recovery and technology resilience program in 

alignment with business continuity objectives 

Client Case Study: Fortune 100 Insurance Provider
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