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What you need to know

Financial institutions need to be
able to quickly and proactively
adapt their Anti-Money
Laundering (AML) and Sanctions
compliance processes in
response to increased regulatory
expectations, growing
businesses, and current list
screening inefficiencies.

Over the past several years,
financial institutions have been
fined billions of dollars for
violating US economic sanctions.
As these institutions are held to
increasingly higher levels of
accountability in the prevention of
financial crime, they often
struggle to complete highly
manually intensive tasks, such as
alert reviews, in a timely manner.
This is due in part to an increase
in the number of clients requiring
screening and a corresponding
increase in the volume of
transactions — names and aliases
on sanctions lists have increased
by approximately 20% each year,
raising the number of alerts
requiring review?.

While most transactions are
electronic and can be quickly
catalogued into databases and
digital systems, paper
instruments (e.g., checks) require
an additional processing step:
manual data entry prior to
screening. This manual process
not only leads to an increase in
processing time, but also an
increase in the risk of data entry
errors.
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In a recent survey conducted by
NICE Actimize, 87% of
respondents said that their
organizations’ financial crime risk
management processes are
“somewhat efficient,” with more
than half (56%) reporting that
investigators spend more than
30% of their time on manual
processes such as collection of
data and data entry.?

Furthermore, institutions often
have to establish large operations
centers to manage manual
screening operations related to
paper instruments.

Fortunately, financial institutions
have the ability to leverage
innovative solutions to address
the increase in screening
responsibilities. It is estimated
that 45% of work activities can be
automated, which could save $2
trillion in global workforce costs.3

In particular, financial institutions
should consider using technology
such as Optical Character
Recognition (OCR), which can
convert handwritten text on paper
instruments into electronic data,
Natural Language Processing
(NLP), and text analytics to sort
this data into relevant categories
in screening software.
Furthermore, Robotic Process
Automation (RPA), Artificial
Intelligence (Al), and Machine
Learning (ML) can be used to
review alerts, determine false
positives, and flag relevant
information for escalation.

Implementing any of these
solutions could significantly
alleviate some of the challenges
associated with paper screening.
However, with varying degrees of
complexity and sophistication,
they could also introduce
additional risks and challenges if
not implemented correctly.
Understanding the specific needs
and applicability of each solution
can help significantly mitigate risk
exposure for financial institutions
and enhance overall sanctions
compliance.




The full spectrum of paper instruments

While a majority of transactions are currently electronic, such as wires and SWIFT messages, many are still
conducted physically through paper instruments. These instruments often represent various transaction
types that rely on paper-based authorization. As such, resources (e.g., the operations team) must manually
assess all paper transactions and verify that the information is logged correctly. There is a vast spectrum of
paper instrument types that require an additional manual processing step. Below are some examples of the
most common paper instruments used by financial institutions today.

* Checks are written
instruments that capture
account and routing
information to transfer
money from the originator
account to the beneficiary
account

* A Lockbox is a safe holding
location rented by
businesses to initiate and
process payments.
Payments are mailed to the
lockbox and the receiving
bank processes the
payments in a secure
manner

Paper Instrument Varieties

Guarantee

Lockbox
Checks
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A Bank Guarantee is a
written instrument issued by
a bank on behalf of a buyer,
with an assurance to fulfil
the buyer's financial
obligations to the seller,
should the buyer become
unable to do so

A Bank Comfort Letter is a
letter issued by a bank on
behalf of a buyer to a seller
to confirm the buyer’'s
financial ability to fulfil the
agreed upon contractual
commitments to the seller

A Letter of Credit is a
contract and payment
mechanism used in
international trade to
provide an economic
guarantee from a
creditworthy bank to an
exporter of goods

Other documents may be
used and screened
throughout the lifecycle of
certain banking or financing
activities such as invoices,
bill of lading, and other
confirmation documents

Bank

N
Comfort Letter
l\. ‘

Types of
Paper
Instruments

Letter of
Credit
Documents

Other



Common challenges associated with
paper screening

There are significant challenges associated with sanctions screening of paper instruments. Due to the manual
aspect of processing paper instruments and the volume of transactions involved, the screening process
introduces various complexities related to data extraction, data analysis, screening, alert review, and record
keeping. Inefficiencies in traditional screening solutions can cause obstacles for financial institutions that
ultimately lead to increased operational costs and increased risk. The common challenges that financial
institutions often face are outlined below:

il

Paper instruments can be
handwritten (e.g., checks) or
typed, and often lack digitization.
Therefore, financial institutions
need to implement processes to
read the documents and select
relevant information for
downstream screening.

The manual nature of the process
poses several data manipulation
challenges and increases the risk
of incomplete or incorrect data,
which may lead to missed alerts.

Furthermore, selection of
irrelevant data or data that
surrounds relevant screening
information may also impact the
screening filter effectiveness or
efficiency by generating

false positives.

JAN

* Lengthy manual data selection
process based on common
knowledge and complex
procedures

* Incomplete or incorrect data
capture due to human error
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Screening & Alert Review

Analysts must manually type the
data selected from the paper
instruments into the online
screening software in order to
screen the information.

In order to generate alerts against
watch lists, data must be entered
into specific fields (e.g., name,
address). Manual errors such as
entering data into the wrong field,
or combining information into a
single field, may impact the filter
effectiveness.

While some financial institutions
have opted for digitization and
straight through screening of
certain paper instruments, they
are forced to screen the entire
unstructured / free text, which can
generate many false positives
and cause recurring matches.

€

« Data entry errors impacting
filtering

« High number of false positives
due to screening of irrelevant data

Due to fragmented manual
processes, financial institutions
must undertake an exhaustive
manual process to document the
data selection, screening, and
alert review activities, which often
include the generation of an
additional paper trail and
handwritten signatures.

Quality controls are also typically
performed outside of any case
management or other tracking
solution. They are sometimes
managed through email, which
slows down the process and
further increases the risk of
missing analyst errors.

As a result, the production of
management information (Ml)
reports becomes complicated and
may also become more manual.

i

* Fragmented and paper-based
audit trail

* Limited and/or manual controls



Benefits of automation

Despite increasing regulatory scrutiny and sanctions risk exposure, many financial institutions are still using
outdated technologies and inefficient manual processes that result in inaccurate results. In order to remediate
these inefficiencies, financial institutions should integrate automated solutions into their current technology

infrastructure.

Some of the most immediate
needs relate to faster processing
when confronted with increasing
transaction volumes, as well as
opportunities for automating the
laborious and time-intensive
process of manual entry of the
relevant information into sanctions
screening systems. Financial
institutions especially struggle
with the integration of multiple
data sources during the sanctions
screening lifecycle, leading to
increased errors, inefficiencies,
and inconsistencies.

Industry standard Service Level
Agreements (SLAs) and some
government regulations mandate
that transaction processing and
screening processes he
conducted within a certain time
period, yet the current
technologies that financial
institutions have in place can
hinder that effort.

Digitization and innovative
solutions, such as Artificial
Intelligence, Robotic Process
Automation and Machine Learning
can allow financial institutions to
not only process transactions and
conduct screening faster, but also
more accurately, thereby
minimizing the risk of non-
compliance.
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Classes of Paper Instruments

Checks Lockbox
Letters of Credit Bank Guarantee

Data
Extraction

Risk
Reduyction

Financial institutions that adopt new technologies can reap a number of
benefits, including but not limited to:

Ability to quickly and proactively adapt to increased volumes and
regulatory expectations

Increased efficiency of end-to-end processing with more automated
data transformation downstream and the reduction of manual data
entry

Higher percentage of productive alerts captured by screening
systems utilizing more accurate data

Potential resource and operating cost savings by automating
processes such as data extraction, manipulation, and analysis



Automated solutions that can help
alleviate paper screening challenges

To alleviate some of the challenges and expedite the screening process of paper instruments, several
automation solutions are available. The technologies listed below can help mitigate data quality errors, reduce
processing times, and are equipped to tackle large volumes of transactions in a time-efficient manner.

Optical Character Recognition

OCR is a process that electronically converts text by singling out specific
characters from a scan or an image of a paper instrument. The extracted
characters are then rebuilt into specified fields within the end-system. OCR can
be designed to accommodate different formats of text (i.e., handwritten or printed)
and adapt to different scripts.

Data Extraction Text Analytics and Natural Language Processing

& Analysis Advanced Text Analytics and NLP are Artificial Intelligence technigues that can
be used to discover relevant information in text and transform it into data. In the
context of paper screening, this technique can be used to replace manual paper
instrument analysis and extraction procedures (e.g., classifying and selecting
names and places from documents).

Robotic Process Automation

RPA platforms mimic the repetitive labor-intensive individual actions and process
steps that are made by humans. RPA can be used to automate the online

Ig screening process in which an analyst must enter information into relevant fields
for screening. In addition, evidence gathering can be automated using universal

Screening & matching from internal or external sources for analyst consideration during alert

Alert Reviews reviews, thereby reducing the time spent on collecting and consolidating research.

Intelligent Process Automation (IPA)

Post-alert generation, Machine Learning and IPA solutions can be applied to the
alerts based on client, payment, and list information, and external information to
eliminate alerts based on pre-defined rules and disposition history. Automated
match resolution techniques can reduce the quantity of false positives that would
require further investigation.

Workflow and Case Management
While workflow and case management solutions are not new, they are not always
_ adequately used to facilitate trade processing, alert management, and quality
AssQuurZIr:tcye 2 controls throughout the process. Workflow solutions can be customized to meet
Audit Trail specific requirements surrounding supporting evidence, and approvals can be

attached to a case to provide an end-to-end audit trail.
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Key considerations when implementing
automated solutions for paper screening

Integrating new technologies for
paper instruments into an existing
sanctions screening program is
becoming increasingly necessary
for financial institutions facing
rising costs associated with
compliance and demand for
enhanced controls. As financial
institutions continue to deal with
higher transaction volumes and
shorter processing times, it is
important to understand and
consider how new solutions can
positively impact and reduce the
risk of misaligned paper
screening processes.

When it comes to innovating and
automating screening processes,
financial institutions will need to
determine which automation
opportunities are most pertinent,
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given their current processes,
operations, and risk appetite.

Below are some of the key steps
to consider when implementing
automated solutions:

+ Conduct an in-depth analysis
of the current paper instrument
management and screening
process to understand
capabilities, limitations, and
automation opportunities

» Define the future process,
including target architecture
and requirements for each
improvement area

+ Define a baseline risk
tolerance to evaluate the
automated solution against
acceptable risk factors

Assess
Automation
Opportunity

Validation
Design

Vendor
Selection &
POC

Integration
Support &
Implementation

Target State

Choose a qualified vendor
through the RFP/vendor
selection process and conduct
proofs-of-concept leveraging
well defined use cases

Implement and integrate
automation tools based on the
defined requirements

Conduct tuning, if applicable,
of the automated solutions to
ensure they are in line with the
financial institution's risk
tolerance and monitor solution
performance over time

Validate the implementation of
the solutions (internally or
externally), and identify gaps
or improvement opportunities
following industry standards
and regulatory expectations



What’s next?

In an environment of increased regulatory
scrutiny and faster processing times,
financial institutions should carefully
analyze the risks associated with their
current screening platform while
concurrently assessing new automation
technologies that can mitigate those risks
and ensure compliance.

Financial institutions should take steps to
identify current paper screening
processes and determine the major pain
points. In doing so, they will be able to
define the target state of their screening
processes, identify the appropriate
technologies, and determine the steps
needed to implement the solution to
mitigate associated risks.
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To have a more in-depth
conversation about paper

screening, please contact:

Jeff Lavine

Global Financial Crimes Leader
PwC

(703) 918 1329

jeff.lavine @pwc.com

John Sabatini

AML & Sanctions Leader
PwC

(646) 471 0335
john.a.sabatini@pwc.com

Daniel Tannebaum

Global Sanctions Leader

PwC

(646) 471 7159
daniel.l.tannebaum@pwc.com

Vikas Agarwal

Financial Crimes Technology & Analytics Leader
PwC

(646) 471 7958

vikas.k.agarwal@pwc.com

Devesh Desai

KYC & Screening Technology Leader
PwC

(646) 471 0501
devesh.desai@pwc.com

Julien Chanier
Screening Technology Leader
PwC

(646) 335 4488
julien.chanier@pwc.com

Contributors:
Ipshita Ray, Tamir Zinger, Neel Golikeri,
Rashmeet Chawla
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