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Streamlining role-based
access control

Want to streamline the
user-access experience
and more tightly
restrict access?
Implement role-based
access control.
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The heart of the matter

Many of the day-to-day business functions that
employees and employers take for granted are
deeply dependent upon a complex web of user
access permissions spanning multiple technology
systems. And while some financial institutions
have identity and access management (IAM)
solutions in place, we believe that applying role-
based access control (RBAC) in addition to IAM
can lead to operational improvements and
increase return on investment.

Financial institutions have
traditionally granted their employees
access to various servers on the
network, systems, and software on a
one-by-one, a-la-carte basis. Many
business users find this process

frustrating, time consuming, and costly.

In our view, approaching user access in
this manner has led to operational
inefficiencies, excessive access, and
concerns over whether the appropriate
controls are in place. Although some
financial institutions have identity and
access management (IAM) solutions in
place, IAM alone rarely delivers the
types of benefits that financial
institutions are looking for.

Leading financial institution
executives prefer to use IAM with role-
based access control (RBAC), where
access is granted based on the role
within the institution rather than one-
off user requests. We believe that
organizations that correctly apply
RBAC can get more out of their IAM
program investments, regardless of
whether they are adopted as part of a
new IAM program initiative or
introduced into existing models.
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Identity and access management (IAM) is the security
discipline that enables the right individuals to access the
right resources at the right times for the right reasons.

With role-based access control (RBAC), access to these
resources is provided uniformly to individuals through
roles that relate to characteristics such as the individual’s
job function.




An in-depth discussion

We have observed the
Jollowing practices within
the industry:

Financial institutions have invested
heavily in identity and access
management (IAM) technology. In
our experience, many IAM initiatives
have focused on technology
installation and integration, with
check-the-box workflow approvals to
satisfy compliance requirements.
These IAM programs have certainly
introduced improvements, including;:

e Reduced incidences of error and
the costs associated with human
provisioning.

¢ Central portals for business users
to request access in an a-la-carte
manner.

e Automated provisioning
connectors to speed up routine
and repetitive access
administration tasks.

However, these investments have
produced mixed results, particularly
when measured against business
user satisfaction and the risks
associated with excessive access.

As such, executives have turned to
role-based access control (RBAC) to
deliver a streamlined user-access
experience for their business users
and to more tightly restrict access.
However, many find the
implementation far more challenging
to tackle on an enterprise-wide basis
than they originally expected.
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For example:

The sheer size of some
businesses—some with more than
100,000 employees—is
intimidating. RBAC ends up
feeling like an endless journey.

Internal stakeholders experience
difficulty gaining organizational
support. As a result, many
executives conclude that RBAC is
not worth pursuing and abandon
these initiatives mid-stream.

Some stakeholders believe that
RBAC is solving nothing more than a
compliance issue, and fail to see the
additional benefits that RBAC can
deliver. Without a clear idea of the
additional benefits, organizational
support can be lacking.

Businesses don’t budget
appropriately for the installation
of the IAM system. As a result,
they end up backing away from
their RBAC aspirations because of
budget constraints.

Some institutions feel compelled
to put every single system into
their RBAC model from the
beginning of the process. This
approach quickly becomes
impractical.

Some financial institutions view
every user as unique. As a result,
they think it will be impossible to
find commonalities across the
user community.

We have observed leading financial

institutions approach the RBAC
solution with the following in mind:

Gain buy-in. Leaders recognize
that RBAC initiatives are large-
scale, transformational programs
that need business stakeholder
engagement and buy-in from the
C-suite to reach their operational
goals. They tackle this initiative
with an enterprise-wide mindset
and a cross-functional team that
includes business-line leadership,
human resources, and IT.

Take a business-led
approach. We've seen successful
financial institutions approach
RBAC as a business-led initiative
geared toward operational and
security improvements, rather
than strictly as a compliance
exercise to address regulatory-
driven requirements. We believe
projects managed as such have a
greater likelihood of realizing
technical and process
improvements while maintaining
quality.



e Start with quick wins.
Leaders tend to start with

simpler and more standardized
job functions. Once the RBAC
model is proven effective, they
then tackle more complex job

functions. For example, as
shown in Figure 1, we have

observed leaders focusing on

high-turnover positions that

Scope at the application
level. Leading financial
institutions scope RBAC
initiatives at the business
application level. The alternative,
setting the scope at the
technology platform level (such as
all of active directory or
mainframe), lacks business
context and can be overwhelming
from the start. We suggest letting

Reinforce program
objectives. Leading institutions
align the RBAC program scope
with program objectives. For
example, if your objectives are
predominantly compliance-
driven, you should include in-
scope applications from the set of
regulations that govern
operations.! If objectives are not
predominantly compliance-

have a high degree of
standardized access. This
allows the RBAC team to build
and maintain a small number
of highly reusable roles that
can service a large user base,
leading to early RBAC
implementation success.
Organizations will experience a
greater benefit if RBAC is first
applied to customer-facing
roles.

the business applications dictate
which aspects of the underlying
platforms to pull into scope.

driven, it may be better to focus
on applications with the largest
number of users and requests, the
highest cost of manual
provisioning labor, or the highest
incidences of error or missed
service-level agreements.

Figure 1: Showing “quick wins” with RBAC.
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RBAC can improve the .
effectiveness and
efficiency of existing IAM

efforts.

Financial institutions seek RBAC
solutions based primarily on a desire
for operational improvements,

including;:

quickly.

Ability to get new users set up in
the systems environment more

e Reduced costs by streamlining

RBAC in addition to IAM.

e Simplified business-user access
request processing.

user-onboarding processes.

Table 1 outlines the benefits of using

Table 1: Benefits of using IAM with RBAC relative to using IAM without RBAC.

Categories

IAM without RBAC

IAM with RBAC

Business user

Multiple access requests required to meet the specific

Ability for users to gain access to multiple systems

experience needs of each user. Difficult to replicate access simultaneously based on predefined roles tailored to
requests across multiple users with the same job their job responsibilities.
responsibilities.

Governance Low standardization and inconsistency in user access  High standardization and consistency in user access

capabilities management processes. management across user groups with similar job

responsibilities and access needs.

Cost model Significant productivity loss and administrative expense Reduced administrative expense for business users
required for business users and managers to manually and managers by enabling them to request access to
select necessary access. multiple applications at a time through roles.

Operational Significant burden required to approve individual Low amount of manual effort by administrators to

support access requests raised by users. review and approve a smaller number of access

requests at the role level.

Request and

Users are required to search a large catalog of access

A limited number of access requests must be made,

approval permissions to select specific entitlements within simplifying the access request process by allowing

workflow systems. users to select access based on business-friendly
terminology.

Transfers Risk of allowing users to maintain access from previous Users do not retain inappropriate access from previous

job responsibilities following transition to new job

responsibilities.

job responsibilities because access from previous roles
is removed once the user is granted access within the
new role.

Terminations

Termination events require manual execution of
multiple tickets by administrators to fully disable access
across all IT systems.

Reduced opportunity for error by administrators. Less
manual effort required as all access is removed when a
user is terminated.

Compliance Activities for access-control compliance are highly labor Activities for access-control compliance are less labor
intensive and require detailed review and approval at intensive and focused on reviewing the
the individual user level. appropriateness of access contained within roles at the
role level rather than focusing on individual user
access.
Playing the part:
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Our recommendations.

PwC has developed the following
recommendations for consideration
and guidance when designing and
implementing an RBAC solution.

Figure 2: PwC has developed the following recommendations when designing and implementing a RBAC.
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Getting started: Data and
terminology.
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Understand HR demographic data.

As shown in Figure 3, human
resources data is a key component of
a successful RBAC program, and a
business should study its workforce
to understand its distinctive
characteristics. We recommend
considering the following factors:

e Geographic distribution such as
country, region, and state.

e Functional alignment such as
department or job title.

e Hierarchy alignment such as vice
presidents or directors.

e Product or service offering
alignment such as customer,
service, or product type.
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Figure 3: Demographic information about a financial institution’s users comes
from many sources. A combination of demographic data from various sources
will help with the definition of user identity.
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The relative importance of these
factors within your organization will
help determine the appropriate
model for your business.

After reviewing HR Data, it’s
important to determine the accuracy
of that information with business
unit management. As Figure 4
shows, one deceptively simple job
title (for example, “banker”) is
actually much more complicated—
and involves multiple sub-roles that
require different levels of access. A
banker may be a teller, branch
manager, or loan specialist, each of
whom then has multiple potential
sub-roles. As this example
demonstrates, it’s important to
consult with both the human
resources IT team and business unit
management to understand how
closely the HR data aligns to each

user’s day-to-day job responsibilities.
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Figure 4: Some groups within the financial institution may seem similar. Upon
closer inspection, however, many of these groups include subsets of users
that require different business roles based on job responsibility.
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Understand terminology and security
role models.

RBAC models typically consist of
three levels:

e The business role with end users
as members who inherit all
permissions from associated
application roles.

o The application role, which
represents a discrete function
within a business application.

e The entitlements or authorization
levels.

As described in Figure 5, one
business role will encompass many
application roles and one business
application decomposes into many
application roles. Entitlements are
the raw values established within an
application to govern the range of
business activity afforded to the end
user. One application role contains
one or many entitlements.

Figure 5: Three potential RBAC models allow for varying degrees of assignments of entitlements based on role

membership.
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We suggest leaving room for
flexibility within a model and for
introducing business rules to
maintain the structural integrity of
security roles. For example,
successful institutions have used the
business role to include the high-risk
and high-impact business
applications and provided other
systems to business users in an
incremental manner, outside of the
business role. This reiterates the
importance of avoiding attempts to
put everything within the scope of a
business role.

With these RBAC models and
terminology in mind, we will explain
how to design security roles and
address implementation
considerations. Once RBAC scope is
established, we advise that the
financial institution start with a
business-unit pilot. Select a
challenging pilot group that
represents a core business function,
but that is not so difficult as to throw
into question the feasibility of the
RBAC program overall. Attempting a
company-wide rollout without first
performing a pilot can backfire.
Focus on quick wins early on and
promote these examples among the
parties involved to encourage your
stakeholders and set the stage for
future success.
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Design considerations.

We have practical recommendations
to consider when the time comes to
design application and business
roles. Consistent adherence to these
role design principles will ease the
sustainability of your RBAC model

over time.
Oe

Application roles.

It’s best to start by designing
application roles and to finish by
designing business roles since
business roles contain application
roles.

The scope of an RBAC effort is likely
to be defined as a certain number of
business applications. An RBAC
design team, typically including IT
department analysts or technology
consultants, is generally responsible
for designing these security roles and
implementing them in the IAM
system. We recommend starting the
design effort by engaging with the
application owner and the
application’s security administrator.

Application owner:

e Manages the application change
management processes,
establishment of disaster recovery
plans, and general coordination
between the IT support team and
business users.

o Facilitates the process by
providing information about the
application’s business use,
placement in the broader
business process, and assistance
in connecting the RBAC team to
the right people and information,
including discussions with third
parties if the application is
vendor-developed or hosted.

e Demonstrates how access is
administered, no matter how
controlled or immature the access
processes may be.

e Furnishes copies of submitted
request forms and is able to walk
through several recently
completed examples.

Application’s security administrator:

e Performs the day-to-day work of
setting up new users, changing
user access as people move
through the organization, and
revoking users’ access as they
leave the company.

Once RBAC scope is established, we advise that
the financial institution start with a business-

unit pilot. Select a challenging pilot group that
represents a core business function, but that is

not so difficult as to throw into question the
Seasibility of the RBAC program overall.
Attempting a company-wide rollout without
Jirst performing a pilot can backfire.




Many financial institutions assign
user access based on the access of the
person previously in the position,
rather than on the business role
itself. Although this “model after”
method of establishing new users is
not a good practice, the RBAC team

can use it to understand current
patterns in access. Figure 6 shows
how financial institutions commonly
map user access based on the person
previously assigned to the role and
the implications this has for
unnecessary access rights.

Figure 6: Financial institutions often map user access based on the person previously assigned to the position rather than

by business role itself. This practice tends to proliferate unnecessary access rights.
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To get started, we recommend that
the RBAC team:

e Observe a demonstration of the
entire process to set up new users
and record it as a reference point.

e Obtain data extracts from the
security administrator to show the
point-in-time relationship between
users and their entitlements. These
data extracts need to be sourced
directly from the application with
minimal manual data cleansing or
normalization.

e Uncover and eradicate any
unnecessary or redundant
entitlements. Without information
on redundant entitlements, the
application roles will not reflect the
reality of the business and business
users may not receive the
necessary access for their jobs.

¢ Understand and evaluate the level
of data quality. Application roles
will be only as good as the
underlying data. This has
downstream impact on user
provisioning instructions stored
within the IAM system and
business-facing visibility during
access review and certification
cycles.

Playing the part:
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The RBAC team uses the actions
above to assess the size of the
environment, differentiate between
active and disabled users, and see the
range of entitlements available and
established. Each application is
different. Some have simple “read”
versus “edit” entitlements, while
others have dozens of cryptic values
that are challenging to decipher at
first glance. Through data analysis
and discussion with the application
team, the RBAC team arrives at
groupings of entitlement values that
represent discrete business functions
(for example, record borrowers’
application information and perform
underwriting). These become the
RBAC team’s application roles.
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PwC has some insights with regard to
these application roles:

Manage authorization levels
that dictate or control users’
functional activities within
the application. Don’t attempt
to manage attributes such as
account numbers or cost centers,
as this leads to role proliferation
and introduces a high volume of
objects within the IAM system.
These attributes are not
entitlements and don’t belong in
the RBAC model.

Assign effective application
role ownership. This is often a
subset of the application team
members assembled earlier. The
RBAC team looks to identify those
individuals with the best
knowledge of the application’s
functionality and security model.
The information security
department should not “own”
these application roles because
they may not be close enough to
the business application.

Invest in effective
application role descriptions.
Describe the application roles in
business-friendly language.
Understand the application role
attributes available within your
IAM system and use them to your
advantage. A desirable end state
is an application role with
normalized and meaningful
metadata associated.

Playing the part:
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Encourage alignment to your
company-wide user ID
naming convention. Individual
applications often stray from the
company-wide naming
convention due to an
administrator’s personal
preferences, old habits, or
application-specific constraints.
When the RBAC team sees
misalignment, it should correct to
benefit the RBAC’s “bottom-up”
process (described later) of
associating user IDs with actual
employees and contractors,
thereby accelerating and
improving the quality of business
role design.

Use central security
packages rather than one-off
application security tools.
Many applications use central and
common security packages (for
example, Active Directory and
Resource Access Control Facility)
to control end-user authorization
levels. Applications that use
common security platforms will
favorably assist an RBAC effort;
they are rich with structured data
to mine against and make good
targets for IAM systems to
provision access automatically via
connectors. Otherwise, it’s going
to take longer to tease out role
designs from applications with
data stores that are native to their
individual application.
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Once the application roles are
designed, we recommend testing a
sample to determine if they deliver.
When doing so, we recommend
keeping the following things in mind:

1. Testing the IAM system’s
functionality is not the same as
testing the application role
functionality.

2. Running the test through the IAM
system will catch defects early and
provide more comfort with each
application role’s design than
merely doing a paper-based
review. As dependencies and
defects are discovered, we
recommend waiting to modify the
design of the application roles
until the testing exercise is
successfully completed.

3. Itis often not feasible to use IAM’s
test instance to facilitate your
application role testing. Testing in
production may be the only option,
and there are a variety of
safeguards and controls to consider
when faced with this reality. We
often find constraints with testing
in this manner, either because the
IAM system isn’t configured to
interact with lower-than-
production instances of the
application environment, or
because the application’s lower-
than-production instances don’t
match the production instance
from a security perspective. It’s
likely that testing will be conducted
in production, so it makes sense to
set up a testing process that starts
with policy exception approval
from information security and
includes a limited quantity of test
identifications that are removed
once the testing is complete.
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Once application roles are designed
and tested, they will both serve as
building blocks for business roles
and will need to be maintained. We
recommend that maintenance be
controlled by workflow approvals
within the IAM system and that
application role owners be involved
in the process.

O o

Business roles.

RBAC initiatives tend to finish faster
with better results if the company
focuses its efforts with a bottom-up
approach to business role design and
applies finishing touches with a top-
down view.

As shown in Figure 7, our approach
for RBAC combines multiple HR and
application data points (shown in the
bottom row) with organizational
knowledge of business processes and
policies (shown in the top row).

From a bottom-up perspective, we
recommend developing data
analytics capabilities that gather
organizational attributes about users
from core HR information systems.
Each company’s RBAC team should
explore the completeness and
accuracy of these attributes. For
example, it makes little sense to rely
on job title or cost center if those
attributes are incomplete, inaccurate,
or poorly maintained. Detailed
planning should be undertaken
before establishing targeted or
publicized user-to-business-role
ratios, which depend upon the nature
and size of the systems scope and the
degree of homogeneity among end
users. For this reason, a targeted
ratio established during project
inception may be unachievable or
unrealistic.

Figure 7: A combination of multiple user and application data sources
combined with deep organizational knowledge can significantly increase the
success of your RBAC implementation.
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We recommend holding discussions
early and often with business users
about the difference between
expansion of access rights and
expansion of risk; often, a company
can slightly expand and normalize
access among like users to arrive at
fewer business roles without
necessarily expanding risk exposure.

Despite best efforts to engineer and
design business roles from multiple
views (top-down and bottom-up),
they still need to be tested to confirm
that they deliver the business user
access required to carry out
appropriate job responsibilities. As
with other such projects, take care to
avoid defects—but be prepared to see
some and plan to identify them early
to avoid business-user disruption in
the production environment. We
suggest designing a testing and
troubleshooting process that flows
through the IAM system with
participation from future-state
business role members. Think of
these testers as pioneers—the first
member of each business role is
responsible for shaking out any
defects before their peers arrive. A
thoughtful, practical, testing-phase
design is critical; defects that arise
later will be handled as a highly
disruptive emergency for business
users and IAM support staff.

Playing the part:
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Metadata and workflow approvals.

IAM systems help tie company-
defined metadata to application and
business roles. We recommend using
this metadata to assign owners to
these roles. In our view, ownership of
application roles is best placed with
existing application owners and
ownership of business roles is best
placed with business management.
These roles should not be placed with
IT or information security, as they
may lack sufficient perspective into
the systems access needs of every

business user within the organization.

Carefully think through the nuances
of the workflow approval processes
and place the act of approval in the
right hands. Ask these questions:

e  Who should approve a user’s
business role membership—the
user’s manager, the business role
owner, or both?

¢ Should these approvals occur
sequentially or concurrently?

¢ What should be done if one party
approves and the other party
denies?

After answering these questions be
sure to:

e Designate key managers as
“owners” of business roles.

e Strengthen periodic access review
and certification events.

e Expect a high volume of business
role membership approval events
as users join and leave the
company or transfer internally.

e Involve the end user’s manager in
this approval workflow and
establish the business role owner
as a party to consult with, should
the end user’s manager have
questions or concerns about the
nature of access available within
the business role.

13



Once the application and business
roles are designed and associated
with meaningful metadata and the
IAM system is ready from
performance and workflow
perspectives, it’s time to move to
implementation.

Implementation
considerations.

Businesses can begin to realize
RBAC’s intended benefits by moving
through the implementation phase in
a measured and progressive manner.

Oe

Many businesses find it hard to jump
into RBAC migration, especially if
business users are believed to have
excessive access to the systems
environment. We recommend
approaching the RBAC end-goal
gradually, taking the following steps:

RBAC deployment.

e Design application roles and
onboard these applications into
the IAM platform. This allows
time to work out kinks in the
design methodology and to
confirm that the right type of
metadata is associated with the
application roles.

e Reconcile the user community
from the production application
back into the IAM platform.
Taking this step makes the IAM
platform “aware” of the users who
currently have access to each role
and each user’s “custody” of the
application role becomes
grandfathered in.

Playing the part:
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Make the application’s roles
available within the role or
entitlement catalog. This step
acclimates business users to the
IAM platform’s search and
requests capabilities. Business
users get experience using the
system and the workflow
approvers gain experience in
receiving and reviewing
actionable events from the IAM
platform.

Perform a few access reviews and
certifications through the IAM
platform. This will be an eye-
opening experience for those
performing the certification. As
noted earlier, the existing user
community will have been
grandfathered in and these first
few access review and
certification cycles will help to
identify and eliminate excessive
access.

Communicate the application role
request, approval, review, and
certification processes to the
business. Try to avoid moving to
the business-role-design stage
while using over-privileged
application roles.

Move to designing business roles
focused on applications that have
been managed through the IAM
platform for a while. Business
user “custody” of the various
application roles will likely be
reduced, permitting the use of
authoritative data from the IAM
system to perform the “bottom-
up” aspect of business role design
much faster and more accurately.

Chart out the design of business
roles according to existing
department or business unit
organizational structures. This
will enable migration of business
users to their business role
memberships in a cascading
manner, instead of all at once,
which may appear chaotic and
operationally risky.
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IAM system and business user
readiness.

It’s a good practice to implement
your IAM system prior to designing
enterprise-wide RBAC activities.
Even if the system handles only a
small subset of your future-state IAM
service offerings, early
implementation will help familiarize
business users with the IAM system
against the backdrop of simple
service offerings (self-service
password reset, contractor creation,
remote access request, and the like).
As your IAM system nears
production and a critical mass of
your security role design finishes,
you’ll want to make sure you’re ready
to host the IAM system from a
business user’s perspective.

Many business leaders are eager to
train end-users prior to rollout.
While this makes sense in theory, we
have found it is often better to
carefully control access to training.
For example, users who will interact
with the system only a few times each
year should perhaps receive nothing
more than a quick reference card,
whereas more in-depth training
should be provided for daily users.

Playing the part:
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Communication and support
structure.

Each financial institution
implementing an RBAC model will
have involvement from a diverse
group of stakeholders. We
recommend the following actions to
help promote effective
communication:

e Develop and distribute frequently
asked questions.

o C(Create easy-to-understand
training materials that include
demonstrations of how users
perform various service offerings
available within the system.

e Coordinate with the help desk, so
that they may assist business
users with problems in the
systems environment.

e Define the supporting business
processes in advance of the
rollout.

e Design and offer a set of IAM
reports to bring clarity to business
users, limit questions, and to
curtail ad-hoc requests.

Some
organizations
struggle to define
Juture underlying
business
processes,
presumably
because they
know how things
have been done in
the past. If this is
a challenge, we
recommend the
use of business-
process design
tools such as the
responsibility
assignment
matrix (RAM) and
process flow
charts to confirm
that performance
responsibility for
all process steps is
tangibly and
clearly defined.
These techniques
often help sort
through actor
uncertainty and
process nuances.
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What this means for your business

Business leaders are drawn to using
Identity and Access Management
(IAM) with role-based access control
(RBAC), where access is granted
based on the role within the
institution, to help them overcome
obstacles associated with
governance, risk, and control, and to
relieve business user frustration. In
so doing, however, many have faced
challenges. As discussed, RBAC is an
elegant and simple solution when
approached strategically, aligned
with business needs, and undertaken
with end-user considerations in
mind. We believe that businesses
that correctly apply RBAC can get
more out of their JAM program
investments, regardless of whether
they are adopted as part of a new
IAM program initiative or introduced
into existing operating models. At
the end of the day, RBAC’s benefits
are worth the effort.

Playing the part:
Streamlining role-based access control
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