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Social engineering quick reference card

Your actions make a difference and vigilance is key. Here are ways to recognise the most common social engineering traps.

A phishing email is
designed to trick you into
giving away sensitive
information or clicking on
a link/file attachment that
opens malware (e.g.
viruses, spyware).

A vishing call is a phone
call from someone who is
trying to trick you into
giving away sensitive
information, such as a
password, or uploading
malware.

A SMiShing text is
designed to trick you into
giving away sensitive
information or clicking a
link that opens malware.

They may know your name

Attacks are becoming more targeted and
personalised to include the recipient’s actual name.

The link in the body of the email or text
message doesn’t match the destination
address

Hover over a link in the email (be cautious not to
click!) to check whether the destination URL is what
you were expecting. If not, it may be malicious. From
a mobile device, press and hold the link to check its
destination.

Fake email addresses are used

Attackers impersonate trusted organisations by using
a similar email address/domain with minor
variations (e.g. PayPel.co.uk).

The email, call or text message is unexpected
and there is a sense of urgency

Act with caution if you receive an email, call or text
message that you weren’t expecting or that gives you
a short deadline to respond.

They ask for your personal details

Real organisations won’t ask you for details such as
your bank account number or password. When in
doubt, don’t respond and contact the organisation
yourself through their official channels.

The offer seems too good to be true

In which case, it probably is. This is a common method
used to lure you into the fraudster’s trap.

You have won a competition you didn’t enter

If you didn’t enter, you haven’t won, and this most
certainly is a scam. In such instances, the email may tell
you to send an admin fee so they can release the ‘prize.’

The email, call or text message appears to be
from an official body

It is common for scams to purport to be from an official
channel (e.g. government organisation). Fraudsters are
also using common names for internal teams (e.g. HR,
IT). They hope you will then think it is mandatory to
follow their instructions without delay.

Something just doesn’t seem right

If your intuition tells you something just doesn’t add up,
you are probably right.
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