| Budte o krok vpred pred
hrozbami!

Riadenie pristupu vam poméze zabezpecdit, aby
pouzivatel mal naozaj pristup iba tam, kam ma mat.

Sprava identit vam pomdoze zabezpedit, aby
k pouzivatelskému uctu mali pristup iba opravneni
pouzivatelia.

Rozdelenie pravomoci (Segregation of Duties)
vam pomoze predchadzat podvodom a chybam.

NajcastejSie problémy klientov

¢ Neautorizovani pouzivatelia ziskavaju pristup
k citlivym alebo privilegovanym uctom.

¢ Dlhy ¢akaci ¢as na poskytnutie pristupu novym
zamestnancom.

e Akumulacia pristupovych prav (napriklad pri zmene
pracovnej pozicie, novom projekte).

e Manualne, pracovne naro¢né procesy na Upravu
a periodické overenie opravnenosti pristupov.

¢ Rozdielne postupy spravy pouzivatelov pre kazdy
systém, pripadne databazy.

¢ Nedostato¢na kontrola Uctov s vySSimi
pristupovymi pravami.

Spytajte sa sami seba

¢ Viete, kto ma pristup k najdélezitejSim obchodnym
aplikaciam a informaciam?

¢ Dostavaji zamestnanci spravne pristupy v pravy
cas?

e Mate pod kontrolou aktivity privilegovanych
pristupov?

¢ V\ykonavate minimalne ro¢né hodnotenie
pristupovych prav?

Preco PwC?

¢ Nas slovensky tim ma dlhoroéné skisenosti
s analyzami stavu, navrhovanim zlep$eni a podpo-
rou pri implementacii opatreni v danej oblasti.

e Zabezpecime plynull kooperaciu medzi biznisom
a IT oddelenim.

* Sme pripraveni zabezpecit Skolenie a prenos
nasich vedomosti a skusenosti na internych
zamestnancov.

¢ Disponujeme mnozstvom certifikovanych exper-
tov vo vSetkych oblastiach riadenia pristupovych
opravneni a sme pripraveni vam kedykolvek
pomoct.
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| Be one step ahead of threats!

Access Management will help you ensure that
each user has access only to those accounts he/
she is supposed to have.

Identity Management will help you ensure that only
authorized users have access to the user account.

Segregation of Duties
will help you prevent frauds and mistakes.

| The most common problems

of clients

¢ Unauthorized users gain access to sensitive
or privileged accounts.

¢ Long waiting time to provide access to new
employees.

¢ Accumulation of access rights (e.g. in the case

of changing job positions, or when a new project

is started).

e Manual, labour-intensive processes to modify and

periodically verify eligibility of access.

e Different processes of user management for each

system and/or database.

e Insufficient control of accounts with higher access

rights.

Ask yourself

¢ Do you know who has access to the most
important business applications and information?

¢ Do your employees receive the right access
at the right time?

e Are the activities of privileged access under your
control?

¢ Do you perform at least annual evaluation
of access rights?

¢ Our Slovak team has many years of experience
in analyzing the situation, proposing
improvements and supporting implementation
of measures in given area.

¢ \We will ensure a smooth cooperation between
business and your IT department.

¢ We are prepared to provide training, and

to transfer our knowledge and experience to your

internal staff.

¢ We have a number of certified experts in all areas

of the access right management, and we are
ready to help you at any time.
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