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1. Introduction

Non-fiat digital based currencies such as Bitcoin, are setting the stage for mass innovation

Non-fiat, digital currencies like Bitcoin are bringing legitimate challenges and innovation to the banking and
financial services industry. Their appeal is broad as they have the technological capability to support a variety of
innovative uses cases, from the introduction of a new form of money, to innovative payment rails, and
programmability or ‘smart’ money. They are a cornerstone to any digitally enabled society and financial market.

Encouraging their development is key to enabling a future of truly digital based banking as well as driving innovation
in the existing banking environment, which is sorely needed. Non-fiat based currencies are presenting the
opportunity for new FinTech entrants to create new products and services and encouraging incumbent banks to
explore and experiment in new ways of working.

Despite their highly innovative technology, the inability to satisfy current regulatory regimes have
limited their mainstream adoption

Despite the rapid growth of Bitcoin and other cryptocurrencies, many mainstream organisations have chosen not to
engage or adopt them. The biggest and often articulated challenge is Bitcoin and its inability to satisfy regulatory
requirements (e.g. Know Your Customer - KYC, Anti-Money Laundering - AML, sanctions checks) due to the
anonymous nature of users on the protocol, which is by design, and as a result, the anonymous nature of transactions.
This presents an almost impossible situation for a bank to perform identity based checks, identify bad actors and
manage compliance risk. Without creating new technology to address the problem, the lack of trust in Bitcoin
remains a huge obstacle for mainstream adoption.

Developing secure and robust technology to help digital currency meet regulatory requirements, will
set the groundwork for wider economic value and adoption

To address Bitcoin’s (and other cryptocurrencies’) inability to comply with existing regulation, new technology must
be developed. This technology must cover a wide range of functions including identity management, compliance
management, transaction management and reporting and analytics. By doing this, mainstream banking and financial
institutions can provide safe and compliant services to its customers that want to start transacting in Bitcoin. It is
here where Bitcoin can legitimately and safely scale to the masses.

To address this opportunity, an experimental proof-of-concept (PoC) was conducted under a
Monetary Authority of Singapore (MAS) FinTech innovation programme by a consortium consisting
of PwC, leading FinTech startups and a major global bank. The goal of this PoC was to develop a
‘Trusted Bitcoin Ecosystem’

In late 2016, this consortium developed a platform to enable fully compliant Bitcoin transactions. The purpose of the
PoC was to prove that identity could be provisioned against Bitcoin wallets and transactions and as a result, could
comply with regulatory requirements (e.g. KYC, AML, Sanctions checks, etc.).

This white paper, which is a summary of the PoC, is intended to provide key learnings to further
drive innovation in the the safe and transparent use of cryptocurrencies in the region.
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2. Executive summary

The hypothesis:

PwC can demonstrate key components of a secure and technically rigorous trusted Bitcoin (and other
digital currencies) Ecosystem

e  Digital currencies are setting the stage for mass innovation and provide the opportunity for
advancing financial services.

e  However, there are challenges around the technology which limit its mainstream adoption
including volatility (not part of this paper), reputational risk and transparency of actors on the
networks.

e  Developing new secure, robust technology and standards to support these currencies and their
protocols will address these challenges and begin setting the groundwork for wider economic
value and mass adoption

The opportunity:

Opening up the Singaporean market and neighbouring regions for digital currencies in a safe, trusted and
compliant way. There is an opportunity to be the first market to embrace cryptocurrencies as an
advancement in financial services maturity and create safe economic growth.

e  Mainstream banking and other financial institutions that need to provide safe and compliant
services to its customers, can start the next generation of monetary transactions with
cryptocurrencies such as Bitcoin.

e  To achieve this, new technology in identify management, compliance management, reporting and
analytics must be developed.

e  This new technology must ultimately protect the customer and the financial system represents an
opportunity for Bitcoin to scale to the masses.

Key findings

The foregoing PoC developed new, innovative, secure, robust technologies and standards to support new
cryptocurrencies and other digital currencies and the challenges associated with user identity and
transaction transparency. The learnings of the project can set the groundwork for wider economic value
and mass adoption of these currencies

e  Identity can be applied to Bitcoin transactions and a controlled environment can be established to
monitor transactions to comply with regulatory requirements.

e  There is a basis for mainstream banks and financial institutions to be able to provide safe and
compliant Bitcoin and cryptocurrency services to its customers, which can lead to new financial
products and services.
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Recommendations to MAS and future opportunities within trusted crypto currency
ecosystems

There is now an opportunity now to open up the Singaporean market and neighbouring regions for digital
currency use in a safe, trusted and compliant way. MAS have the opportunity to be the first market to
embrace cryptocurrencies as an advancement in financial services maturity and an opportunity to create
safe economic growth.

e  Set the foundations to create the first global standards for digital and cryptocurrencies and help
encourage and create new financial product and services opportunities (e.g. derivative
cryptocurrency Investment and trading markets - asset, currency, derivatives, etc.)

e  Use these findings to continue exploring other use cases for cryptocurrencies such as new
payment rails including remittance (domestic/FX), merchant/Point-of-Sales (PoS) systems or

even central bank backed digital currencies.

e  Continue encouraging exploration amongst FinTech players and incumbent financial institutions
to develop integrated, production ready systems for Bitcoin and other cryptocurrencies in general.

PwC - Trusted Bitcoin Ecosystem White Paper 5



3. Bitcoin ecosystem challenges

Key Messages:

e Bitcoin was originally designed to ensure privacy as well as anonymity. However, this has
presented challenges for mainstream financial institutions who must operate within regulatory
boundaries

e Cryptographic keys, one of Bitcoin’s core security features is both an asset and vulnerability. It
is a powerful mechanism, but also a single point of failure

o When ensuring a safe and secure environment, it important to recognise that ‘how’ the
technology is implemented is as important to the technology itself

Below we discuss a selection of the ongoing challenges facing those interfacing (e.g. financial institutions)
with the Bitcoin ecosystem. We will leave aside well known discussions about price volatility, throughput,
scalability, transaction fees, and energy consumption. Although, all of these pose legitimate threats to the
cryptocurrency’s viability and adoption in the long term, they are theoretically solvable. The items below,
however, are of particular concern to financial services businesses and regulators.

Privacy vs. Compliance

As discussed earlier, one of the design choices of the Bitcoin protocol concerns privacy: users are to be
able to transact Bitcoin with other users without either being required to divulge their identities or fear
their identities being discovered. There are, of course, upsides to this feature: user data cannot be
intercepted by a third party beyond which is simply stored on the blockchain, which therefore provides a
strong privacy measure.

However, there is a trade-off. Since counterparties to Bitcoin transactions cannot be readily identified,
not only does Bitcoin pose compliance liabilities through the inability to properly perform KYC (Know
Your Customer), AML (Anti-Money Laundering), sanctions and OFAC (Office of Foreign Assets Control),
and travel rule checks, but it is also very difficult to identify illicit commercial activity.

For privacy/security reasons, most contraband merchant sites will not even allow users access unless a
VPN and TOR are utilised. They ecommend spending to wallet destinations via “washers” designed to
disguise senders and recipients (similar to money laundering via shell/shelf companies). The same
measures could be taken by those financing terrorism or other illegal activities. Bitcoin’s main point of
failure in this regard has tended to be “cash-out points” where users can convert Bitcoin to more liquid
assets, but these too are notoriously hard to identify.

Partly for these reasons, the risks of enabling customers to use cryptocurrencies have offset any potential
benefit for financial institutions. Perhaps ironically, some banks have been willing to invest in Bitcoin
companies, but are largely unwilling to take them as customers. Even secure on-boarding of customers is
insufficient to guarantee that funds acquired or deployed have not violated the travel rule and IMT
regulations, among a range of other customary international regulations. It is very easy to obtain Bitcoin
wallets on the internet or mobile app stores that require no onboarding procedures whatsoever and from
which one can spend free of oversight.

In the final analysis, privacy and compliance are tradeoffs in permissionless ecosystems and privacy is not
something that can be legally or technologically enforced, strictly speaking. This means whatever
measures one uses to curb illicit behaviour, by design the underlying technology enables circumvention.
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However, from that point of view Bitcoin is no different from cash instruments and in a sense may even be
better for financial institutions. Whereas cash secretly spent or laundered cannot be tracked by definition,
digital currencies afford the possibility that their owners can be.

Asset security and vulnerability

The Bitcoin protocol uses elliptical curve cryptography to secure owners’ assets. An owner is represented
on the Bitcoin blockchain by one or more pairs of private and public keys. By analogy to a cheque, one can
think of a private key as analogous to an account number and the public key as a routing number. Both
keys are required for management of one’s Bitcoin assets: the former, which never directly touches the
blockchain, is required for spending transactions, whereas the latter, which is visible on the blockchain--is
“where” one sends bitcoin in order for it to be reassociated with a new private key, and hence a new
owner.

This approach offers an important benefits and liabilities. On the one hand, the fact that users can be
represented by cryptographic key pairs enables both user privacy and the asset security. Key pair creation
is a purely mathematical construct which requires no need to divulge personal identity information
whatsoever. Yet since a private key never directly touches the blockchain and nigh derivable from the
public key, it is virtually impossible to compromise Bitcoin ownership from within the blockchain itself.
Both identity and assets are incredibly secure.

At the same time, this also means that access to, usage of, and protection of one’s private key is the single
point of failure. At the simplest, this means that once the key is lost, it cannot be reconstituted, which
means strictly speaking one’s Bitcoin is no longer accessible, it is truly lost. It also means that Bitcoin
cannot be seized unless one obtains that key.

For most users, this poses an additional challenge. Using bitcoin requires the ability to run actions via
command line, which means most users need 3rd party clients to make using bitcoin simpler. Using a
client implies trusting another entity with access to or the provisioning of account details, in effect,
mediating one’s access to the ledger, the very thing Bitcoin’s “trustless” design meant to avoid. Mediation
therefore necessarily poses additional vulnerability. Unless one’s access to Bitcoin is direct, there are
always risks of unsavoury vendors or products. What’s more, this also means that Bitcoin is just as
vulnerable to phishing, ‘man in the middle’ and other attacks that plague existing systems since both rely
on clients and middleware.

Key focus areas to address

For the reasons above, Bitcoin hacks have less to do with insecurity in the protocol than the challenges of
making it accessible to non-technical users. Indeed the vast majority boil down to poor key management
or fraud perpetrated by third parties. Proper key management and other best practices will be discussed
later in the white paper, but even all the most recent Bitcoin hacks boil down to these failures or their
derivatives. The critical learning for us here is to understand how to effectively and safely implement this
technology as well as any other technologies that present major security challenges.

In summary, the foregoing challenges suggest Bitcoin service providers must pay avid attention to a few
key areas to ensure adequate compliance and security. These include the following:

e  Defining what constitutes whole or partial “custody” of permissionless digital currencies, what
role service providers want to play, and the corresponding liability?

e  Secure onboarding and identity management.

e  Procedures for identifying and actioning on illicit transaction behaviours (e.g. money laundering,
tax evasion)

e  Transaction monitoring, interception, actionability

e  User key management and funds recovery
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e  Ensuring software clients (wallets, etc.) are secure
e  Risk mitigation procedures in the event of successful attacks
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4. How the Trusted Bitcoin Ecosystem works

Key Messages:

e The platform combines secure wallets, digital identity, integration with compliant exchanges
and robust reporting and analytics to create a Trusted Bitcoin Ecosystem

e Compliant Bitcoin transactions are achieved by provisioning identity onto anonymous Bitcoin
addresses and therefore enabling required compliance checks

e The platform has the ability to manage risk and control the execution of transactions by
verifying the user’s provisioned identity and once verified, ‘co-signing’ the transaction

4.1 What is the Trusted Bitcoin Ecosystem?

Work with exchanges
with the highest
standards for regulatory]
compliance and
cooperation with law

msted enforcement, e.g. K¥YC,

AML, Sanctions, etec.

Select wallets that
comply with best
practices for kev
management and
SECUrity

Work with digital
currency analytics and
reporting firms to
ENSUre users camn only
interact with known
counterparties

Verify all ecosystem
participants via
proven identity

services and security
measures

PwC was inspired partly by the desire to make permissionless digital currencies like Bitcoin compliant by
alleviating the challenges discussed above. The PoC with the major global bank was to test the platform’s
effectiveness and, based on our results, offer concrete feedback on how financial services might make
room for bitcoin and similar cryptocurrencies. Although Bitcoin’s future remains uncertain, there is
nevertheless renewed interest among financial institutions to enable customers to use them for
investment, payments, etc., yet the compliance risks still pose significant barriers. The platform and the
resulting Trusted Bitcoin Ecosystem were intended to fill this gap by providing a space where users could
securely on-boarded, use bitcoin safely, and provide financial institutions tools for ensuring the integrity
of their own customer base and the ecosystem more broadly.

Simply put, the Trusted Bitcoin Ecosystem enabled authorised entities to onboard new users, perform
KYC, AML, sanctions, and PEP (politically exposed person) checks, giving them a Bitcoin wallet uniquely
tied to their personal identities via a digital certificate. These wallets have the ability to buy, sell, and
transact Bitcoin only with other onboarded entities. What’s more, the Ecosystem also provides user,
admin, and compliance tools that allow various stakeholders to view transactions as well as report, halt or
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cancel potentially suspicious ones.

The Trusted Bitcoin Ecosystem describes the environment where parties can transact Bitcoin while
satisfying regulatory requirements (e.g. KYC, AML, sanctions and PEP checks). Specifically, the Trusted
Ecosystem provides the ability to successfully onboard, buy, sell, send and receive Bitcoin in a compliant
manner.

The Trusted Bitcoin Ecosystem was developed in collaboration with PwC, several leading FinTech
startups and a major global bank. This collaboration of partners and the integration of their technologies
enabled the successful creation of the Bitcoin the Trusted Ecosystem.

4.2 Components of the Trusted Bitcoin Ecosystem
To achieve the Trusted Bitcoin Ecosystem, several core components are required:

e  Wallet - the wallet plays several core roles within the Ecosystem including onboarding, executing
buy/sell functions, executing send/receive functions and maintaining the customer’s private key
(using multi-signature technology). The wallet was built using as a base the open source Bitcoin
wallet - In the diagram on the following page, “Mobile Wallet”

e Identity service - the identity (and compliance) service is responsible for provisioning ID and
the associated ID verification and compliance related checks. If the checks pass, then a digital
certificate is issued which is then required for transactions to be processed in a compliant manner
- In the diagram on the following page, “Cert Auth®, “Compliance”, “Certificate Suvc”, “S&F Svc”
and “Sanctions Svc”

e  Co-Signer - the Co-Signer is the key component of the platform that processes (i.e.
counter-signs) transactions based on whether certificates are present, meaning identity is present
and compliance checks have passed. It possesses a second private key (in the multi-signature
environment) to sign transactions. - In the diagram on the following page, “Co-Signer Suvc*,

e Exchange integration - the platform integrates with digital currency (e.g. Bitcoin) exchanges to
allow users buy and sell Bitcoin with fiat currencies. Exchanges themselves undergo due
diligence before integrating with the platform. The exchanges themselves also have to satisfy
compliance requirements in their respective jurisdictions which further ensures trust in the
system. - In the diagram on the following page, “Exchange Plug-in®,

e Reporting platform - the reporting platform captures and presents all transactional data
flowing through the system. Its purpose is to supply financial, operational and compliance
related reporting’ - In the diagram on the following page, “Data Integration” and “Reporting
Svc”

¢ Key management service - the key management service (outside of the scope of this PoC)
manages the cryptographic keys required in the platform. This will include, among other things,
the Co-Signer’s key and a 3rd key or “rescue” key in the event a user loses their phone or wallet.
The proof-of-concept only tested a 2 key multi-signature process. A PoC for the key management
service is discussed later in the white paper - In the diagram below, “Key Management Suvc*,

" The reporting platform does provide the ability for administrators (e.g. the financial institution or the regulator) of the platform to
view the contents of transactions, however this can be configured to not do so if required by regulation or other requirements. The

platform does not intend to provide blanket access to any administrator. Without this platform, transactions would still be viewable
from the blockchain, but only in an anonymous, unidentified form.
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The diagram below summarises the core components of the platform and how they interact with each
other.
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4.3 How compliance can begin to be achieved in the trusted ecosystem
Note: Throughout the white paper, we will refer to KYC and PII. To ensure clarity,

e KYC (Know Your Customer) requirements will generally cover processes related to identifying
and verifying customers. This includes verifying personal information or government
credentials

e PII (Personal Identifiable Information) is information that can be used to identify individuals
and can include names, addresses, contact numbers and passport numbers

Provisioning identity is the foundational step to enabling compliance

As described in the Bitcoin ecosystem challenges, identity is not required to transact which in turn,
challenges the ability to achieve even basic regulatory compliance. To solve this, the platform forces a
user to onboard and register their identification, which can then be used to satisfy compliance checks.
The onboarding process fundamentally creates a customer identity associated with the wallet and a wallet
name. The following steps summarise how the platform provisions identity:

1. Users must create a wallet name that associates a descriptive name to their wallet and Bitcoin
address (to supplement the 34 character alpha-numeric address). For example, the customer can
name their wallet “Bob.Wallet” or “PwCWallet1” that correlates to their key pair so that the
customer never has to directly engage the latter.

2. The wallet name is part of the overall customer identity, but is the main identifier for transactions
within the trusted ecosystem. This approach makes it easier for users to send to one another.

3. Users then enter in personal identification information--such as first name, last name, address
and date of birth--required to perform proper KYC prior to authorising the wallet for use on the
ecosystem. These checks can the be repeated on an ongoing fashion, even on a per-transaction
basis.

4. Lastly, users include a government issued identity document for personal verification. In the case
of the proof-of-concept, a driver’s license was used
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5.  This data is then utilised by our back-end ID services to certify that a user is authentic and can
legally participate in the ecosystem.
6. This information and process now form the basis of a customer’s digital identity.

With identify established, compliance related checks can be performed and transactions
can be controlled

With a digital identity created that includes granular personally identifiable information (“PII”),
verification against various identity sources, watchlists or other regulatory related sources can occur. For
the purposes of the proof-of-concept, KYC, PEP and Sanctions checks were performed. The following key
points summarise the platform’s compliance checking capabilities as well as its ability to control
transactions based on the outcomes of these checks:

e Identity is verified against existing 3rd party data sources, for example, a government identity
credential database designed to provide verification services. In the case of the PoC, identity was
verified in person to reflect common practice in Singapore (the white paper will later discuss the
opportunity for digital verification processes).

e Identity data are then checked against various watchlists (e.g. PEP, Sanctions lists) to identify any
potentially suspicious actors

e If checks are successful, an identity certificate is created and is associated with the wallet

e Asaresult of the association between the certificate and the wallet, the Co-Signer has the ability
to gauge whether the wallet is safe to transact, as before any transaction, the presence of a
certificate can be confirmed. If the certificate cannot be confirmed, the transaction will not be
processed

e This implies that a transaction cannot be completed unless a relevant compliance check (e.g. KYC,
PEP, sanctions) has been performed as there is no certificate present

This framework is critical to ensuring a level of trust and compliance in the ecosystem. Transactions can
only be processed if countersigned (“co-signing”) by our ecosystem. Since that signing only happens if
KYC, AML, and other checks are successfully performed, all transactions must be legitimate in principle.

It should be noted that at the time of a transaction, AML related checks can be performed and if these
check fail, the transaction will not be processed. This type of functionality was not part of the scope of the
PoC, but would be part of a fully developed platform to provide a higher level of risk mitigation.
Post-onboarding, ongoing compliance checks can also be performed

As identity is maintained, compliance checks can be conducted on a continual basis, post-onboarding as

sanctions, PEP lists or other watch lists can be updated. This would simply use the platforms existing
functionality.

4.4 How transactions work within the Trusted Ecosystem PoC

Buy/Sell Bitcoin with an integrated exchange

To enable the buying and selling of Bitcoin with fiat currency, the platform connects and integrates with a
Bitcoin exchange through API services developed by the exchange. To facilitate a smooth integration and
customer experience between the platform and the exchange:

e  Auser has an (pre-funded) account with the exchange that is integrated with the wallet

o  When the customer logs into the wallet, they defacto are connected or logged into their exchange
account
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When a user is ready to transact (buy/sell), the following steps occur:

1. The user will enter in the amount either in Bitcoin or fiat currency that he or she wants to buy or
sell

2. The platform then validates balances to ensure enough funds exist in the associated exchange
account to perform the transaction. If there are insufficient funds, the transaction will fail,
prompting the user to try again

3. If an acceptable buy/sell amount is requested, the co-signer proceeds to perform its identity
check, that is, it checks whether the wallet has a valid identity certificate present (which is a result
of successful compliance checks)

4. The transaction then executes between the customer and the exchange and Bitcoin is sent from
the exchange to the user’s wallet

To maintain the Trusted Ecosystem the exchange will always be an identified party within a transaction as
a result of the nature of the integration and the static nature of the exchange’s Bitcoin address. The
exchange will never exist as an anonymous party. It should also be noted that exchanges also require their
customers to go through their own compliance processes related to customer onboarding, therefore
adding a layer of security and compliance.

Send/receive Bitcoin among known parties in the Trusted Ecosystem

Bitcoin transactions within the Trusted Ecosystem will always occur amongst users who have been
successfully onboarded, identity provisioned, compliance checks performed and the corresponding
certificate provisioned. This sets the foundation for safe and compliant transactions.

To ensure transactions performed by known parties, the following steps occur:

1. The sender will enter in the recipient's wallet name and the platform will validate whether the
recipient wallet name is valid and provisioned

2. If provisioned, this implies the recipient has successfully onboarded and has successfully passed
identity checks

3. Once the recipient wallet name is verified, the sender can proceed with the transaction. If not, the
transaction cannot proceed and the sender will not be able to send (e.g. send button is
deactivated)

4. The sender sends a request to the recipient to receive the funds

5. The recipient then receives an approval request to receive funds and if approved acts a final
confirmation back to the sender

6. The sender finally approves and confirms the transaction (completing the transaction
“handshake”) and requests the Co-Signer to process the transaction

7. The Co-Signer then verifies whether certificates are present (as a final check) and proceeds to
signing the transaction, therefore completing the send transaction

4.5 How BIP 75 enables trusted interaction between wallets

A BIP, which stands for Bitcoin Improvement Protocol, is part of a series of suggested improvements to
the core Bitcoin code and protocol developed by the Bitcoin developer community.

To enable wallet names and the approval and confirmation process amongst wallet to wallet transactions,
the BIP 75 protocol was used. This Bitcoin specific protocol is one of the underlying technologies that
enables trusted and identified interactions between wallets. It is an extension to BIP 70°, which provides

> BIP70 describes a protocol for communication between a merchant and their customer, enabling both a better
customer experience and better security against man-in-the-middle attacks on the payment process.
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two enhancements to the existing Payment Protocol:

e It allows the sender of a payment request to voluntarily sign the original request and provide a
certificate to allow the payee to determine the identity of the party they are transacting with.

e  Itencrypts the payment request that is returned, before handing it off to the SSL/TLS layer to
prevent man in the middle viewing of the payment request details.

The motivation for defining the BIP 75 Payment Protocol was to allow two parties to exchange payment
information in a permissioned and encrypted way, such that wallet address communication can become a
more automated process. This improvement also expands the types of PKI (public-key infrastructure)
data that is supported, and allows it to be shared by both parties. With BIP 770, only the receiver could
provide PKI information, instead of both. Furthermore, BIP 75 allows for automated creation of
off-blockchain transaction logs that are human readable and can include information from both the
sender and recipient.

The motivation for BIP 75 is threefold:

1. Ensure that the payment details can only be seen by the participants in the transaction, and not
by any third party.

2. Enhance the Payment Protocol to allow for store and forward servers in order to allow, for
example, mobile wallets to sign and serve Payment Requests.

3. Allow a sender of funds the option of sharing their identity with the receiver (in the case of the
PoC, this ability was used). This information could then be used to:

® Make Bitcoin logs (wallet transaction history) more human readable

® Give the user the ability to decide whether or not they share their Bitcoin address and
other payment details when requested

® Allow for an open standards based way for businesses to keep verifiable records of their
financial transactions, to better meet the needs of accounting practices or other reporting
and statutory requirements

® Automate the active exchange of payment addresses, so static addresses and BIP32
extended public keys can be avoided to maintain privacy and convenience

In short, BIP 75 makes Bitcoin transactions more ‘human’, while at the same time, improving transaction
privacy.

4.6 How funds can be controlled outside the platform

The Trusted Ecosystem ensures that Bitcoin transactions are executed in an identified and compliant
manner. If funds can be moved outside the system and further transacted in an anonymous manner, the
entire concept fails. The following points summarise how funds can be controlled outside the ecosystem:

e  During the onboarding process when the wallet and Bitcoin address is created, multiple keys are
provisioned (e.g. the customer key and the Co-Signer key) to sign transactions

e  Transactions from this Bitcoin address must require both keys to sign. If only one are present, a
transaction from that address will not complete

e [Ifacustomer wanted to access their Bitcoin address using a non Trusted Ecosystem wallet, they
can register the address with the wallet to view the balance, however they cannot transact with

PwC - Trusted Bitcoin Ecosystem White Paper 14



those funds as they would require both keys

e  Customers can still view their own balance in another wallet because the platform still
fundamentally sits on Bitcoin addresses. The platform applies a layer of identity and functionality
on top of the address as the purpose of the platform is to work with the existing Bitcoin network
and helping its transactions meet identity based regulatory requirements

e It should be noted that when Bitcoin addresses and their respective balances are viewed in this
fashion, it is done as per the normal way of looking at Bitcoin addresses and balances - you will
only see that Bitcoin address (e.g. “1F1tAaz5x1HUXrCNLbtMDqcw605GNn4xqX”) has X balance,
but there is no way of knowing who “1F1tAaz5x1HUXrCNLbtMDqcw605GNn4xqX” is because
there is no relation to identity (e.g. first name, last name, etc.).

o Though a customer can see their own balance using another wallet, when it comes to moving
funds out of that wallet, the control elements of the platform come into life. Since that wallet or
any other non-trusted wallet has no access to the Co-Signer, transactions cannot be performed as
it requires the Co-Signer key

o  Thus, funds are controlled and must “re-enter” the trusted ecosystem to successfully transact

The co-signer is the key to ensuring control. In the absence of the Co-Signer, a customer could simply
access his or her Bitcoin address through another wallet and begin moving funds.

It should be noted, the control of funds coming into the Trusted Ecosystem from outside, unidentified and
therefore untrusted sources, were not part of the original scope of this PoC. However, it was discussed
conceptually and is addressed later in this white paper. It is also a potential topic for subsequent PoC.

A privacy debate: the open nature of Bitcoin’s permissionless ledger

Anonymity (or rather, pseudonymity) is a core feature of Bitcoin and why at its core, users are
identified only through Bitcoin addresses which do not translate into how many understand
identity today (e.g. first name, last name, home address, etc.). At the same time however, the
Bitcoin network also allows any of its users to view its ledger, transactions on the network and
balances of each address.

In summary, the Bitcoin network allows all users to see where--that is, to which
addresses--funds are flowing and held, but it is incredibly difficult to confirm the identity of
who is holding those funds or have transacted since the network itself does not contain that
information.

This presents an interesting privacy debate. Taking a traditional banking system view, the
ability to openly view customer balances by any party would be an absolute violation of basic
privacy principles. Therefore, the transparent nature of Bitcoin (even when de-identified) can
be at odds with privacy requirements.

However, Bitcoin is growing and many people recognise that it is thriving today and will
continue to thrive in the future. Accepting this begs the question - how do both worlds operate
together? For regulators and institutions, this presents a challenging decision. Do they choose
to engage the technology and market opportunity or not? Do they attempt to control or not?
As cryptocurrencies at odds with regulation (privacy related or not) continue to proliferate,
these questions will become increasingly important.

The PoC provided a mechanism for both worlds to operate together and strike the balance
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between privacy and the nature of these networks. If institutions accept such a balanced
approach should be taken, further innovation will hopefully begin to resolve some of these
tensions.
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5. Testing of the Trusted Ecosystem hypothesis

Key Messages:

e The PoC proved that Bitcoin transactions could begin to meet identity related regulatory
compliance requirements

e Identity was successfully applied to wallets and their respective Bitcoin transactions
e Transactions could be controlled based on the result of successful compliance checks

e The PoC also provided interesting insights to the challenges of the Bitcoin network, the
inefficiencies of digital identity and the need for further innovation

5.1 Testing of the hypothesis

The PoC aimed to demonstrate trust, compliance and security amongst Bitcoin transactions and produced
the following outcomes:

1. Identity verified through the onboarding process

e Users’ personal identity information (e.g. name, address, date of birth) as well as
government issued credentials (e.g. driver’s license or passport) had their identities
verified through an in person identification check in Singapore (e.g. open bank account).

o The identity was also checked against multiple watch lists (e.g. sanctions and PEP lists
provided by a 3rd party provider)

e Users who had their identities successfully verified and did not have any warnings raised
against watch lists, were successfully onboarded

e Users who could not verify their identify or raised warnings against a watch list, were not
onboarded

® When successfully onboarded, a digital certificate representing verified identity was
created

2. Identity successfully associated with wallet and Bitcoin address

e The digital identity certificate, which correlates to the onboarded identity, was
successfully linked to the wallet and therefore the Bitcoin address

e The digital identity certificate was also associated with the descriptive wallet name, which
was provisioned during the onboarding process and also associated with the wallet

e Using the descriptive wallet name, users could successfully look up other wallet names
(which as per above, were associated with a wallet, Bitcoin address and digital identity
certificate) and establish a recipient for a transaction.? Users could not view other users’
balances

3 In the PoC, a user can only search for a full and complete wallet-name. This means users could not browse or search
for other users. They had to enter in the entire, correct name and when correct, the system would recognise a match.
Wallet-naming functionality reflects the customer need to use human-readable addresses instead of Bitcoin’s 34
character alphanumeric address. It also reflects the rise of social messaging based payment platforms where
customers want easy ways to send money to their contacts. It is certainly easier for customers to type in a contact in
the same way they do in a messenger app versus typing in account information in a payment channel.

PwC - Trusted Bitcoin Ecosystem White Paper 17



3. Signed transactions based on the presence of an identity certificate

The co-signer successfully identified whether an identity certificate existed for a wallet
that initiated a transaction

The Co-Signer confirmed the presence of an identity certificate, therefore confirming
compliance checks had been passed and signed (executed) the transaction

The Co-Signer successfully completed this process for both buy/sell transactions with an
exchange and send/receive transactions between wallets

4. Inability to transact without the presence of an identity certificate

Users could not initiate a transaction without being successfully onboarded and a digital
certificate issued. As part of the design, the wallet’s transaction functionality was locked
until onboarding was successfully completed and therefore could not transact without the
presence of an identity certificate

Additionally, during development and testing, when the certificate service was
temporarily deactivated, the Co-Signer could not sign transactions as there was no
presence of a certificate

5. Inability to transact funds outside the trusted ecosystem

During testing, we attempted to load a Bitcoin address that was provisioned in the
Trusted Ecosystem on a wallet outside the Trusted Ecosystem

The wallet could load the Bitcoin address and see the balance (as any wallet should),
however, funds could not be moved

This is a result of how the Trusted Ecosystem provisions new Bitcoin addresses and
multiple private keys. Bitcoin addresses provisioned within the Trusted Ecosystem
require both a user key and Co-Signer key to transact

Since the non-Trusted Ecosystem wallet has no access to the Co-Signer, funds could not
move and therefore funds cannot be transacted outside the ecosystem

5.2 Additional insights from the PoC

In addition to proving the hypothesis and specifically testing the ability to execute regulatory compliant
Bitcoin transactions, the PoC raised several interesting insights. These insights were both directly and
indirectly related to the goal of the project, but should be broadly seen as contributions to broader
challenges of making Bitcoin fit for broader public use, including in financial services.

1. The scalability of the Bitcoin network clearly presents challenges to the customer
experience

During the testing of the hypothesis, we sometimes experienced long confirmation times
(sometimes hours) as well as relatively high transaction fees (more noticeable for low value
transactions). The waiting times--at one point, up to 14 hrs.--and costs were certainly not ideal
for a technology that is intended to present faster as well as lower cost transactions for customers
(though it should be noted that total confirmation and settlement times were still faster than
contemporary correspondent based banking transactions).

To understand these wait times and fees, we must have a deeper understanding of how Bitcoin
functions. When a Bitcoin transaction is executed, it undergoes a validation process which runs
through the different computers running the Bitcoin protocol around the world. Once a

PwC - Trusted Bitcoin Ecosystem White Paper 18



transaction is verified, it waits to be added to the blockchain, specifically, the next block within
the blockchain. Bitcoin miners play the role of receiving these verified transactions and adding
them to a block. Until they are added, these transactions will exist as “unconfirmed” transactions.

Bitcoin’s capacity limit comes from the way transactions are recorded in each block. Every 10
minutes a new block is added to the blockchain and because each block has a maximum size of
one megabyte, this translates to throughput of about seven transactions a second. This certainly
presents a challenge to the overall growth of Bitcoin as each block can only hold a finite amount of
transactions. As a result, not all transactions are added instantly. Users need to wait for a certain
amount of time until a miner decides to pick a transaction and add it into the new block.

To create incentive to add the transaction to a block quickly, users can add a large enough mining
fee to it. Miners naturally prioritise transactions with higher fees, therefore the higher the fee, the
faster the transaction will process and confirm. This in turn means any transaction that is
sufficiently low may wait an indeterminable amount of time before being settled by inclusion in a
block.

Bitcoin scalability is, of course, a known issue and has been the subject of intense debate within
the Bitcoin community for years. Numerous solutions have been proposed from increasing block
size to creating “off-chain” functionality to reduce pressure on the Bitcoin network. Whatever
solution is adopted (which could warrant another white paper) will hopefully support positive
customer experiences.

2. The Trusted Bitcoin Ecosystem is not immune to the inefficiencies and lack of
innovation in identity and compliance management. This compounds in situations
where identity credentials may not be widespread.

Despite the innovative nature of Bitcoin and the proof-of-concept’s ability to apply identity to
transactions, the contemporary challenges relating to identity verification still remain. For the
PoC, identity was fundamentally verified by creating an interface to a 3rd party identity provider
and calling this open data source to check PEP, Sanctions etc. In person identity checks are still
common practice within Singapore. End-to-end, digital identity verification processes are not
widespread (online verification of key personal digital identity documents) and this in itself
presents a costly experience. One of the principal benefits of Bitcoin and cryptocurrencies is the
digital nature of the currency and user experience. All core aspects of the technology are digital,
making it a relatively low cost technology. Integrating physical identity verification begins
eroding the cost benefits of the technology.

Despite this, the core platform was designed to perform purely electronic checks, where personal
identity information can be verified against digital verification services (e.g. government identity
databases and associated services). Therefore, jurisdictions outside Singapore can realise the
benefits of end-to-end, digital identity verification processes and in fact are common practice for
many financial services institutions around the world*.

Building on the challenges of identity verification, the PoC also raised an interesting question -
how would identity management work in situations where government issued credentials were

4Tt should be noted there are examples of digital onboarding in Singapore - (a) DBS Bank adopting digital account
opening for corporate banks -

https://www.dbs.com/newsroom/DBS launches fully automated online account opening service for compani
es first bank in Asia to do so MIGRT (b) OCBC for individuals (Singapore citizens and permanent residents

only) -
http://asianbankingandfinance.net/banking-technology/news/ocbc-bank-first-in-singapore-enable-account-openin

-go

PwC - Trusted Bitcoin Ecosystem White Paper 19


https://www.dbs.com/newsroom/DBS_launches_fully_automated_online_account_opening_service_for_companies_first_bank_in_Asia_to_do_so_MIGRT
http://asianbankingandfinance.net/banking-technology/news/ocbc-bank-first-in-singapore-enable-account-opening-go
http://asianbankingandfinance.net/banking-technology/news/ocbc-bank-first-in-singapore-enable-account-opening-go
https://www.dbs.com/newsroom/DBS_launches_fully_automated_online_account_opening_service_for_companies_first_bank_in_Asia_to_do_so_MIGRT

not widespread or mature enough to use as verification mechanisms? A mature system of
government issued credentials and the presence of established identity verification services make
identity and compliance management far simpler to develop. However, this may not always be
the case.

This is a commonly articulated challenge within the “unbanked” population where new and
innovative ways to provision identity are required. For Bitcoin, this is an interesting opportunity
as its ability to support the “unbanked” has been a common use case. Further innovation in this
space is absolutely critical to addressing the “unbanked” challenge.

3. Managing funds sent from unknown or suspicious sources to users within the
Trusted Ecosystem still needs to addressed

The scope of the PoC addressed funds moving within the Trusted Ecosystem amongst identified
actors, however it did not address the potential for funds coming in from actors outside the
ecosystem (simply because this this scenario was out of scope for this PoC and is a topic that
deserves a PoC of its own).

The sending of funds could be controlled within the Trusted Ecosystem as a result of how
wallets/addresses were provisioned and the resulting need for the Co-Signer to sign transactions
if an identity certificate was present.

Since wallets provisioned within the Trusted Ecosystem still fundamentally have Bitcoin
addresses behind them, they still have the ability to receive funds from any other Bitcoin address.
This presents an opportunity for potential bad actors to send funds to Trusted Ecosystem wallets.

Whilst developing solutions to combat against was not in the scope of the PoC, potential solutions
were discussed. These ranged from developing quarantining functionality to intercept and hold
funds from ‘bad actor’ addresses to hiding the actual addresses so users could not see Bitcoin
addresses associated with their respective wallet and therefore ‘bad actors’ would have an almost
impossible way of knowing which addresses to send funds to.

In context of further developing the PoC, this would be one of the remaining areas to create a fully
controlled ecosystem.
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6. Security review and learnings

Key Messages:

e As part of the PoC, the platform and its components were reviewed to help identify key security
learnings that could set the stage for Bitcoin related (or similar cryptocurrency based
transactions) standards. The intent of the review was not to provide prescriptive security
solutions, but help provide a path to continuous development and innovation

e Effective key management, securing digital identity, using the BIP75 protocol and securing the
transmission and storage of any data were some of the key topics identified in the review

6.1 Security review approach

An important part of the PoC was the opportunity to conduct security related reviews and tests against the
platform’s functionality. This included testing and reviewing the mobile application and its underlying
backend infrastructure. The review was conducted by PwC’s Cyber Security team, which was a separate
team to the one that developed the platform and delivered the the overall PoC.

The purpose of this review was to provide input into the further development of the platform (and other
platforms like it). As this PoC was testing early stage technology for demonstrative purposes rather than
mature, production ready technology, we expected to find security gaps that would need resolving as
development continued, and which could become focus areas for other developers working on similar
platforms. It is important to recognise that these findings are provided as a critical step to ensuring
secure innovation for a broad range of stakeholders, from FinTech startups to incumbent financial
institutions. Ultimately, these security findings can set the stage for productive innovation and help elicit
trust in technology that enable a compliant Bitcoin market.

To complete the security review, two major activities were performed. This included:

1. An objective based security penetration testing of the platform was performed to
identify possible vulnerabilities. The key risk factors addressed were related to disclosure of
sensitive information and unauthorised access to platform services.

The testing covered:

e Mobile application data input validation checks and endpoint API connection back to the
platform services.

e Infrastructure vulnerability assessments of supporting infrastructure to identify security
vulnerabilities and configuration weaknesses in both internal and external accessible
virtual infrastructure.

2. High-level solution reviews across the platform to determine if the demonstration
environment had applied industry security technical controls to protect the ecosystem
components and data.

The high-level solution assessment was based on ISO/IEC 27002:2013 Information Technology -
Security Techniques - Code of practice for information security control. This was used as a

guideline to discover security gaps and formulate valuable security insights.
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This assessment included:
e Reviewing high level architectural documentation

e Conducting high-level security interview workshops with the platform’s key technology
FinTech partners

The result of both the objective based security penetration tests as well as the high-level solution review
produced security findings and learnings to share across a range of topics. These topics were synthesised
into key categories outlined below:

1.

General platform security

Digital identity certificate issuance and general management
Multi Signature Key Management (Practice/Schema)

BIP75 related identity and transaction security

Bitcoin Exchange integration

6.2 Key security learnings

General platform security

In general, information security management practices, industry regulations and compliance
standards should be identified as security requirements. Those requirements should be
embedded at the beginning of any solution delivery framework and extended to operations, thus
providing assurance that the platform’s underlying components are compliant and secure by
design.

Network and Access Security

Security infrastructure penetration tests highlighted the need for continued focus on the
platform’s database identity authentication and authorisation protection. An insecure database
can provide a threat actor the opportunity to exfiltrate, change and delete sensitive information
with minimal effort. Securing the platform’s database and its sensitive information is clearly an
important requirement and is naturally a next step to getting the platform production ready.

Therefore, it is recommended that identity access management controls and defence are
implemented as a critical part of all similar platforms. This will provide key elements for an
indepth network security architecture, whereby user access controls are applied and critical assets
such as servers and databases are securely segregated away from the public. Network filtering,
detection and prevention control will need to be applied to all similar platforms ensuring network
segregation and defence. This, in addition to identity and access management controls to
proactively permit secure access to the platform’s critical services.
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Data Protection Security

The mobile penetration tests and solution review assessment highlighted two issues that the
developer community should be aware of related to the protection of data. Sensitive data which is
stored within the mobile device and database must be encrypted at rest and the connection
between the mobile device and a third party proxy transferred private keys over a https protocol.
Again, addressing these issues will be a critical step to all similar platform’s path to production
level security.

The secure storage and transmission of personal identity data will be an absolute
minimum operating requirement

Thus, for related crypto platforms, it is a security recommendation that all sensitive and personal
information is to be encrypted at rest and in transit. This will provide data confidentiality and
integrity protection from mobile devices to data repositories.

The platform will need to apply encryption capabilities at the database instance and volume disk
levels.

Additionally, related platforms will need to ensure that all sensitive information that is generated
and stored on the mobile device is encrypted at rest, within the device’s secure element.
Developers also need to ensure that all sensitive transfer of information such as private keys and
personal identifiable information are encrypted end-to-end during transmission. This can be
achieved through the use of strong cryptographic cipher suites supported by well defined key
management processes and procedures.

To secure data, the PoC applied an Elliptic Curve Digital Signature Algorithm (ECDSA) with a key
size of 256-bits to ensure integrity and nonrepudiation. As a general learning, encryption strength
should be tested during the PoC phases for all similar crypto platform endeavours. Additionally, it
is highly recommended as part of any cryptographic management process, to regularly test
whether key size and algorithms are inline with inte