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»  The Namibian perspective
»  Questions and answers
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At a glance

e PwC's 10" Annual State of the Internal Audit Profession Study

e Over 1900 respondents, including 1400 CAEs including IA managers,
and more than 520 stakeholders (Board and Audit Committee
Members, CFOs, CROs, CCOs, etc.)

e Conducted over 125 stakeholder and CAE interviews across North
America, Europe, Australia, and Asia to gain further insights

e Interviewed certain key regulators across the globe to understand their
expectations of internal audit

e Survey focused on:

» Understanding what is expected from internal audit for the purpose
of identifying potential alignment issues;

* Understanding stakeholder perceptions related to the value of
Internal Audit

SOTP . . . . May 2014
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' The heart of the matter
Higher performance by design: A blueprint for change

This year’s findings

Leads to the following queg

» Significant differences of opinion exist
18 between stakeholders and CAEs on the
nature of what is expected of internal
audit, i.e ., amisalignment
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Expanding the expectation set

Stakeholder perceptions of internal audit Stakeholders perceptions of internal
departments with Assurance Provider audit departments with Trusted Advisor
expectations expectations
16% 14%
0
26% 17%
56%
41%
13%
17%
- Internal Audit adds - Internal Audit adds Internal Audit adds Internal Audit adds
significant value some value and value but performs little value or don't
and performs well performs well poorly know

Internal audit has the opportunity to drive greater value to the organization by expanding

capabilities and skill sets, regardless of expectations/role.
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| Eight foundational attributes of internal audit
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The results of our research

* The case for change

* Expanding the expectation set

» Developing an aligned set of expectations

« Developing the capabilities to deliver on expectations
* Internal Audit’s communication strategy

SOTP
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Case for change

Value Performance Critical Risks
Stakeholders have Performance has shown Companies are doing a better
significantly different views of  improvement since the prior job at managing critical risks
internal audit value year but many functions are

still challenged

60% of the board members

79% of board members see 56% of the board ranks IA

significant value, while only 44% performance as strong, while believe risks are well managed
of management do 37% of management do vs. 52% of management
68% of board members see 64% of the board ranks 1A 80% of the board members
significant value, while only 45% performance as strong, while believe risks are well managed
of management do 49% of management do * vs. 66% of management
QAR - QAR —I1A ERM
strategic standards

* Represents the average of the “performs well” ratings across 18 capabilities vs. 8 capabilities in 2013
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The case for change

90% 90% 90%
70% 70% 70%
O
50% H 50% 50%
30% . 30% 30%
Engaging and managing a relationship Leveraging technology effectively in the Aligning scope and audit plan with
with stakeholders execution of audit services stakeholder expectations
- CAEs expectation - Senior management expectation - Board members expectation O Performance

Expectation: % who expect this from internal audit; base = total survey responses
Performance:% who believe internal audit performs this well; base = only those respondents that expect internal audit to do this

Stakeholders are not aligned in their expectation of internal audit over key attributes.
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The case for change

90% 90% 90%

70% 70% 70%

50% I u i: 50% 50% u

30% 30% 30%

Involvement in company initiatives Identifying thematic issues the Promoting quality improvement and
before, during and after deployment organization is facing innovation
- CAEs expectation - Senior management expectation - Board members expectation O Performance

Expectation: % who expect this from internal audit; base = total survey responses
Performance:% who believe internal audit performs this well; base = only those respondents that expect internal audit to do this

Stakeholders are not aligned in their expectation of internal audit over key attributes
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Trusted advisors have higher performance on 8
foundational attributes

Risk Focus 84%

Business Alignment 83%

and Alignment of

Cost effecti 79%
ost effectiveness 0 stakeholder
Stakeholder Management 78% expectations creates
Service Culture 5% an opportunity for

Internal Audit to raise
its performance and
provide added value to

Quiality and Innovation

Talent Model

Technology

20% 40% 60% 80% 100%
Achieve alignment on the breath of expectations and critical risks is a significant step towards internal

audit improving its relevance and value to the business.
SOTP
PwC

May 2014
11



Building the capabilities to deliver on expectations

Foundational skills Advanced skills
100

90 A

80 -

70 -

60 -

50 A

40 - T T

Financial controls General IT Fraud and ethics Compliance and  Specific IT platform  IT/cyber security ~ Business continuity Data analytics Data privacy
regulatory(including
specific regulations)
m Assurance provider m Trusted advisor

Trusted advisors are performing at a significantly higher level because of the purposeful plan to obtain

skill sets most valued by the organization.
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I
Internal audit’s communication strategy

Specific communication with audit committee chair and board on internal audit mandate 7%
At least an annual discussion with key stakeholders to ensure internal audit’s role is aligned with 73%
expectations

Hold a meeting between internal audit, management and board members to agree on expectations 73%
Top-down communication with internal audit team members on expectations 71%
Specific communication with internal audit members on expectations 70%
Regular survey of stakeholders on internal audit's performance and adherences to stakeholder expectations | 49%
Hold a meeting with external stakeholders such as regulators and external auditors to discuss expectations 45%
Post internal audit expectations on company’s internal website 31%

SOTP
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Communicating performance and value

Advanced metrics being used to measure internal audit performance:

* Involvement and value provided in all key initiatives and emerging risk including new systems, acquisitions,
dispositions, new products, new regulations, etc.

* Ability of internal audit to provide macro/horizontal views on key issues and areas of critical risk to the organization

» Ability of internal audit to be a “change agent” in the organization, that is, is the overall control environment
improving year over year because of internal audit’s influence.

* Annual “voice of the customer survey”
* How well internal audit is able to answer questions from the Board and Management.

» Value of recommendations provided

» Cost savings and revenue enhancement based on internal audit recommendations and findings

SOTP May 2014
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| Taking action

CAE
Lead The Design
Pro-Active Communication

Board Members

Pro-Active Input On The Design
Facilitate alignment when needed
Approve Design

Senior Management
Active Participation in Design
Support The Agreed Upon Design

SOTP May 2014
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Board and management perception of value

Percent of stakeholders reporting Percent of respondents reporting
Audit provides “significant value” that Internal Audit performs well?
80%

® - @ ®
@ :0% -
79% 68% 44%  45% 64% 49% 65%
Board members Senior management Board Senior CAEs
members management
2013
W 2014

1Represents the average of the “performs well” ratings across 18 capabilities

SOTP
PwC

May 2014
16



I
Namibian context

SOTP
PwC

1A membership

Population

CIA

Members

Population per members
Status of PIA/GIA learnerships

Namibia
2,2m

27

200

11,000
?7?

SA

49m
50007??
180077
4,900
Established
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Namibian feedback

e The regulator/s

o Great expectations?
« Controls, Risk, Governance
 Fraud

» Isexcel enough?

* Independence

 Pro-active

« Namcode

e Think-tank vs do-tank

SOTP
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Namibian contributions

* Relationships & word of mouth

* ldentifying red flags — early warning
 Love vsrespect

» Understanding the business

« Common understanding
 Transparency

o Streamlined reporting

SOTP
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Risk In Review

Re-evaluating how your
company addresses risk

May 2014




Agenda

»  New risks, new opportunities

»  Sweeping market and business change translates to increasing
risk

»  Risk imperatives for 2014
»  Questions

SOTP May 2014
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I
At a glance

e Eurozone emerged from recession
e GDP in US slowed to 1.9% growth (from 2.8% in 2012)
e Growth amongst the BRICs cooled

e Collapse of the Rana Plaza garment factory in Bangladesh made
conditions for workers in developing countries a major public B
issue el iy

PwC conducted its fourth annual risk
survey in the fall of 201 3, polling

1,940 executives across 37

countries to seek a detailed picture of the

state of risk in today'’s business climate.
This study presents key findings and
insights from that survey, aswell as
from a series of related, in-depth
executive interviews.

SOTP May 2014
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The shift

Over the next 18 months, executives in our survey expect ongoing market changes will effect their firms
in 3 key areas:

» Technological change and related IT risks
* Increasing regulatory complexity and
* Rapidly changing customer needs

75% of executives report that risks to their businesses are increasing and these shifts are opening
capability gaps in risk management, particularly around data management, business strategy, and
technology.

Expected progress toward greater risk maturity in four areas:
* Aligning business and risk strategy

» Adopting and applying risk appetite statements

* Managing stakeholder expectations

* Improving risk monitoring and reporting

May 2014
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Levels of risk management maturity

e Analysis identified 3 levels of risk management maturity:

- Early stage organisations — these companies must put the basic elements of
risk management in place, de-siloing risk process by extending them across
the organisation.

- Developing organisation — these organisations must link business and risk
strategy, consolidate risk reporting, and build an organisation-wide risk
culture.

- Risk leaders — companies with the most mature risk management systems
must put in place regular review, evaluation, and updating of their
processes, incentives and risk culture.

SOTP May 2014
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In depth discussion

SOTP
PwC

External change drivers:

Figure 1: Technology and regulaticon are the biggest external change drivers

In your view, whilch of tha Tollowing sxtarnal drivers of changs will hav e the
werthe next 18 months on your organtzation?

glcal changs
and IT risks
Increasing ragulatony
complexity
Bmd Scrutiny

Changing customer
needssbahavior

Government pollcy
changes (Mscal and
monetary policy, etc.)

Global sconomic
shift= and uncartalnty

Moo FE = fTnancind’ sandose; SRS = ¢ T [ and serdoas; THOE = Saoiwsodogy,
[ and HT - ! S0 - RORASETTRTRSTT 3 N Of e
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In depth discussion

In response to these powerful shifts in the market, organisations in
all sectors are undertaking dramatic business transformations,
altering their strategies and driving radical change.

Figure 2: Business transformation sweeps all sectors

hmmlrmm mmmmmm‘l
1008 e :

Toaal FS CIPS TICE HC G

Il &=, we plan oo go 1hrough 4 business transfomadon In e nex 18 1o 24 momhe.
B ves, we are cumamly going 1hrough & business transtormadon.
B ==, we have gone Through 8 business iansfommackon In e past 18 oo 24 mormhs.

Motor Exvclades R ano = Do Rimow™ NesD onsaes

F&-ﬂmmwa-mmrmm.'m v SEroes, THEE = fenhnodogy,
1, 15, and ardar ol MDY - salith e arnd 3ol - ponrarraTaeT @ g of e
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In depth discussion

SOTP
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Internal drivers

Figure 3: Business transformation is the dominant internal change driver

Total

transtformation / change
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IT sy stams
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products, sarvices, and
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External shifts + Internal change = capability
gaps and heightened risk exposure

Our survey identified the top 3 gaps relate to the effects of fast-moving internal change:
e Fragmented risk data and analysis
e Gaps arising directly from business transformation initiatives and

e Cyber security gaps.

Creating a risk aware culture to address capability gaps and
non-traditional risks

Improving competencies is an important step in closing capability gaps, organisations are making broader changes
across 3 areas:

e People and culture
e Strategy and vision
e Process, systems and technology

The objective is to embed risk awareness across the organisation, improve processes to monitor risk and increase

companies’ attention on non-traditional risks. May 2014
PwC 28



Top-ranking changes

Survey respondents have made or plan to make the following

changes over the next 18 months:

Creating a rishk-aware culture [(849%:),
making risk management a prority for people at
all levels of the organization.

Developing processe s to continuoushy

identify and monitor risks (B2%),
inchuding non-traditional risks.

Conducting more non-financial audits
(79%) to ensure thatemerging threats like

cyber-security are being addressed.

Integrating rizsk and business strategies
(7 9%, ensuring that risk is factored into all

strategic decisions.

SOTP
PwC

May 2014
29



Collaboration and communication

Miscommunication between the management/ board level and
risk/compliance exacerbates capability gaps

Our survey revealed a sharp disconnect between management/board level and the
risk/compliance functions. They seem to disagree on type and degree of key risks
facing the company and the organisations capabilities.

Management devotes more attention to strategic issues such as global economic
shifts and uncertainty, while risk and compliance direct their attention to day-to-
day risks such as the velocity of change in the business environment.

Despite improvements, collaboration among the lines of defense (business
units, risk and compliance and internal audit) still requires optimisation to
prevent exposure due to capability gaps.

SOTP
PwC

May 2014
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" Risk Imperatives for 2014 — what this means for
your business

Aim of risk management: sustainability (making sure the odds favour the company’s survival)
and the ability to capitalise on change. This means continuing to look forward and becoming
ever more sensitive to the complex interplay of risk and opportunity.

What should organisations in their different stages do?

Early-stage

“You need to change with
Developing the times and evolve to
take advantage of what

Risk Leader technology can do to
Important to remember that even for risk support the business and
leaders, mitigate risk.”
the journey to higher levels of capability
never ends. — Pat Roche, VP,
Information Technology
Solutions, C. R. Bard
SOTP May 2014
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Questions

Thank you.

SOTP
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“The information contained in this publication by PwC is provided for discussion purposes only
and is intended to provide the reader or his/her entity with general information of interest. The
information is supplied on an “as is” basis and has not been compiled to meet the reader’s or
his/her entity’s individual requirements. It is the reader’s responsibility to satisfy him or her that
the content meets the individual or his/ her entity’s requirements. The information should not
be regarded as professional or legal advice or the official opinion of PwC. No action should be
taken on the strength of the information without obtaining professional advice. Although PwC
take all reasonable steps to ensure the quality and accuracy of the information, accuracy is not
guaranteed. PwC, shall not be liable for any damage, loss or liability of any nature incurred
directly or indirectly by whomever and resulting from any cause in connection with the
information contained herein.”

© PwC Inc. [Registration number 1998/012055/21](“PwC”). All rights reserved. PwC refers to
the South African member firm, and may sometimes refer to the PwC network. Each member
firm is a separate legal entity. Please see www.pwc.co.za for further details.
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