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PricewaterhouseCoopers’ sixth annual State of the internal audit profession
study supports the notion that internal audit departments have made significant
change and that they have the right priorities, but that there is still a critical
performance gap in achieving the key attributes of high-performing internal
audit functions.
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The heart of the matter

Needs and expectations
are changing... is internal
audit delivering?



The world in which internal audit operates continues to change. Industries, economies, and
regulatory environments were altered forever by the crisis of 2008-09. In the past year we
have moved from economic crisis to cautious optimism; however, many of the fundamental
causes of the recession have not been addressed. Consequently, more change is likely.

Most consumer-oriented companies continue to face significant challenges, and growth
overwhelmingly tops the list. In addition, the reputation of financial services and the
automotive industries has suffered, and as a consequence these industries are undertaking
new activities to positively influence public perception. Across all industries, chief executive
officers (CEQOs) are focusing on initiatives to realize cost efficiencies, develop talent, grow
organically, and implement new information technology (IT).

Stakeholders expect more as well. Many have characterized the crisis as a failure in risk
management, and consequently countries are making regulatory moves to improve risk
management. In the United States, the SEC revised its proxy disclosure rules, prescribing
more disclosure about the board’s risk oversight and the impact of compensation on risk
taking. The National Association of Corporate Directors issued new guidelines calling for
improved risk management and risk oversight. Both of these initiatives emphasize the need
to focus on material and strategic risks. And finally, PricewaterhouseCoopers’ (PwC) most
recent annual CEO survey' reports that “the importance of good risk management was by
far the most frequently cited lesson learned” during the past two years.

Most organizations acknowledge that an internal audit function, with the visibility and a
mandate that cuts across the entire organization, has the necessary vantage point to help
the organization address the significant challenges and risks it faces.

The 2010 survey data supports the notion that internal audit departments have made
significant change and that they have the right priorities, but that there is still a critical
performance gap in achieving the key attributes of high-performing internal audit functions.
Some of this may be due to a critical dilemma we observe in the field in discussions we
have had with chief financial officers (CFOs) and audit committee members. They often have
a sense that their internal audit function could and should deliver more value, but they are
unsure as to what that is or how they should do it.

1 PricewaterhouseCoopers 13th Annual Global CEO Survey, January 2010
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An in-depth discussion

Internal audit 2.0 —
defining the next
generation



Internal audit 2.0 —moving beyond the status quo

Most internal auditors recognize they can no longer maintain the status quo if they are
providing the audit committee those data points with which the function has long been
comfortable. The challenge lies in building consensus for internal audit’s expanded role and
then delivering upon those higher expectations. To meet the need for increased scope and
improved execution, auditors of the future must be able to enhance their capabilities and
processes.

Enter the notion of internal audit 2.0, a concept that reflects an ideal—not the state of the
profession as we surveyed it at the end of a turbulent decade, but the expectation and
anticipation of an internal audit function that improves its game to meet a higher standard
through alignment, collaboration, and acceleration.

The crux of the situation is this: Companies must do better at monitoring and managing
risks that matter —the make-or-break risks that can spell fortune or failure for even the

most powerful enterprises. In 2010’s business environment, company leaders must
understand the events and shortcomings that drive risk, the effects risks may have on

their organization’s strategies and objectives, and the capabilities required to manage and
mitigate the key risks. To do this effectively, they must have actionable business intelligence,
rather than a sea of unconnected data points.

In our recent publication, Maximizing Internal Audit,?> we introduced the concept of eight key
attributes shared by high-performing internal audit functions, regardless of their scope of
work. The 2010 survey asked participants to rate the importance and current performance
gap of the eight attributes, which are summarized in Figure 01.

Figure 01. Please rate the following attributes in terms of importance and
current performance.
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The results point to a consistent acknowledgement that

a focus on critical risks and issues, aligning internal audit’s
value proposition with stakeholder expectations, and
matching the talent model to the value proposition

are at the same time critically important and the areas

that have the most room for improvement from a
performance perspective.

The biggest surprise was the low emphasis placed on
enabling a client service culture, given the priority that audit
leaders have indicated they will place on improving their

Figure 02. Eight attributes of a
maximized internal audit function

Business
alignment

Stakeholder the business

management

Technology

and coordinated

Quality and
innovation

effectiveness
and communicated

Leverage technology effectively

Governance, risk and compliance (GRC) tools are
leveraged to ensure related activities are efficient

Promote quality improvement and innovation
¢ Applicable quality standards have been defined

teams’ softer skills. Those survey results are discussed
later in this document.

For internal audit, addressing these gaps hinges on
leveraging the governance opportunity, continuing to
elevate risk assessment, integrating further with other risk
and compliance functions, enhancing scope toward more
value, closing the skills gap, responding to ongoing cost
pressures, and using technology more productively.

That is the challenge and opportunity in front of internal
audit today (See Figure 02).

Engage and manage stakeholder relationships

¢ Audit management systems are used to improve e Stakeholders perceive internal audit as operation-
audit effectiveness and efficiency

Technology is utilized to improve audit process
efficiency through data retrieval and testing,
data mining, and analytics

Continuous audit techniques are leveraged to
increase audit coverage and provide early
warning of risk indicators

Specific steps are taken to capture and share
knowledge through internal audit and

ally excellent, a key business partner and, where
appropriate, a provider of strategic support
Capture expectations, communication strategies,
and timelines

Seek feedback regularly and capture on both a
one-on-one and survey basis

Communicate value delivered to stakeholders on
a periodic basis

Deliver cost-effective services

The staffing model effectively leverages manage-
ment, staff, geographic, and external resources to
efficiently complete audit activities

Productivity is actively measured and managed to
ensure the most cost-effective delivery of services
Audit processes are standardized and simplified to
be cost effective

Service
culture

Align value proposition with stakeholders'
expectations

Mission and vision is clearly articulated and
communicated

Scope of services are well-defined and
communicated

A strategic plan captures vision and milestones
toward the desired future state

The balanced scorecard includes metrics to
measure progress toward the stated mission
and vision

e Formal quality reviews are regularly completed to
ensure improvement opportunities are identified

e Innovation is embedded in the culture of internal
audit and is consistently fostered and rewarded

Enable client service culture

e Training plans include elements to improve
business acumen, judgment, and perspective
All services provided balance, independence,
objectivity, and value

e Cultural bias toward customer service
Metrics measure customer satisfaction based
on stakeholder expectations

Focus on critical risks and issues

® The audit planning risk assessment and resource
allocation is based on a top-down, strategic view
of business risk

¢ The audit plan contains sufficient flexibility to
respond to emerging risks and business issues

¢ Enterprise, emerging and fraud risks are captured
in the risk assessment

¢ |nternal audit has a clearly defined role in
GRC assurance

2010 State of the internal audit profession study

Investments in audit infrastructure are based on a
disciplined ROI approach

Match talent model to value proposition

An appropriate mix of core internal audit and
specialist staff exists to complete required
activities in the internal audit mission and vision
A formal career path for internal audit staff has
been defined and has the support of senior
leadership in the organization

A continual learning and development model
exists to improve internal audit's knowledge of the
business, experience, and credentials

Staff performance is measured against the
mission/vision of internal audit

Source: PricewaterhouseCoopers, Maximizing
Internal Audit: A 10-Step Imperative for Thriving
in a Challenging Economy



Leveraging the governance opportunity

Corporate governance is a strategic issue today, as it has been for some time. Our 2010

survey set out to better understand what internal audit functions are doing to support the
governance processes at their organizations (See Figure 03).

Figure 03. Which of the following governance activities do you perform in support of
your organization’s board and audit committee?

Internal Audit’s role in Corporate Governance

Provide the board with an assessment of:

Key enterprise risks M 659
Risk mitigation effectivenes s 58%
EMErging FiSks 43%
Risk appetite and tolerance 20%
Audit compensation and expense reimbursement:
Executive compensation with time and expense policies F——————————— 34%
Executive compensation and disclosures me— 21%
Board member compliance with time and expense policies m———— 12%
Provide training to the:
Audit committee m———— 28%
Board mmmm— 10%
Support audit committee functions:
Coordinate audit committee mate il 50%
Propose calendar and/or meeting agendas 44%
Monitor for and provide guidance on new requirements 44%
Enhance reporting packaige:s s —" 43%
Assess ethics and code of conduct:
Conduct iNvestigation s e — 58%
Test operating effectiveness of codes and related PoliCies T — 56%
Assess design of codes and related PoliCie:s s — 47%
Monitor and report on hotline activity e —— 37%
Review and comment on:
Financial statements, regulatory filings, and earnings releases M 34%
IT governance:
Review and assess IT governance e 66 %
Provide oversight of external audit firm:
Provide input into assessment or appointment s — 43%
Negotiate scope T 21%
Negotiate fees T 16%
Administer board and committee self-assessments:
Audit committee FEE——— 28%
Overall board e 5%
Other board committees === 4%
An in-depth discussion PricewaterhouseCoopers 9



Among the activities most performed

for boards and audit committees were
assessing key enterprise risks, measuring
risk-mitigation effectiveness, assessing
ethics and codes of conduct, and reviewing
and assessing IT governance.

However, there remain a number of areas
where many internal audit departments can
increase their contribution to and support of
corporate governance. These include work
in the executive and board compensation
area, training and orientation of the board
and audit committee, and benchmarking
and facilitating board and committee
self-assessments. On the latter point, the
governance guidelines from the National
Association of Corporate Directors provide
a new and relevant framework for such

an assessment.

Elevating risk assessment

On the previous table we note the high
positive response rate to the question about
providing the board with an assessment of
key enterprise risks. However, this is not
consistently borne out by our observation

in the field. Yes, risk assessments are being
used to drive internal audit plans, but from
our perspective they frequently do not
provide the type of insights into key strategic
risks that boards are looking for. Thus the
question remains, is internal audit currently
helping to assess key enterprise risk, or not?

The answer probably lies somewhere in the
middle. Based on survey results it is clear
that internal audit organizations want to
assist their boards and management in this
area, but it is one where there is a broad
range of practice. It is also an emerging area
where there is a lack of a well-proven path
and clear direction from management or
directors on what the output and outcomes
should be.
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What is clear, though, is an expectation for
better clarity and context for risk assessment
to bring a strategic focus to the effort. While
management has become accustomed

to answering the age-old question—what
keeps you up at night—our research shows
that there is a better approach as highlighted
in the accompanying case study. Another
particular area of need is to better identify
emerging risk, not necessarily the “one in a
million black swan” type risk, but those that
would be evident if one were focused on
looking for them in the right way.

In summary, elevating risk assessment
today requires a focus on and refinement
in two areas—the identification and
assessment of both strategic and
emerging risk (See Figure 04).

Integrating risk and compliance activities

When asked which initiatives are driving
the coordination and integration of risk and
compliance activities, survey respondents
indicated that rationalizing their GRC
activities has risen to a strategic level. A
substantial percentage reported a current
involvement in or plans to significantly
enhance the key steps in the risk
management process, by focusing on

the front-end aspects of:

Defining overall risk management and
compliance policy

e Establishing common enterprise risk
framework and definitions

¢ Developing a common risk assessment
methodology

¢ Integrating assurance and audit plans
(See Figure 05)



Figure 04. An internal audit team within a large financial services company changes its approach to risk assessment

The client’s issue

After being spun off from its parent company, the newly
formed company established an internal audit function to
meet the needs of a standalone organization. At the time,
the new company needed an internal audit function heavily
focused on internal controls and compliance auditing.

After two years of successfully providing controls-

based services, internal audit’s work showed a positive
impact on the organization through a higher occurrence

of satisfactory audits, and a significant reduction in the
number of control weaknesses identified in their work.

At the same time, the chief audit executive recognized that
for internal audit to remain a valued business partner, it
could no longer continue to focus as it had in the past.

Change was required, but where to start? Internal audit
needed to strike a balance between providing continued
assurance over the maturing financial reporting controls,
and the emerging risks that faced the company as
management executed its strategic plan to deliver
growth to its shareholders. The team needed to align
audit activities with what mattered most to management
and the audit committee.

Where to start?

The team’s previous risk assessment process provided
an effective means for allocating audit department
resources. However, the new challenge was to help
management avoid risk rather than react to it, which
required a reengineering of the risk assessment process.
To start, the audit team needed to fully understand the
business and the associated risks by using a variety of
tools and resources. The team reviewed internal and
external data and information sources and strategic plans
and incorporated the enterprise risks captured elsewhere
within the organization into their learnings.

The team not only did its homework, but also it leveraged
information gained in meetings with executive leadership
to validate an understanding and knowledge of business
risks. These conversations were much different from the
risk assessment conversations of the past because they

entered into these discussions with a deep understanding
of the business, its strategies, objectives, and risks.
Discussions centered on the things that needed to happen
for the company to achieve its objectives. The exchange
of information and internal audit’s depth of business
knowledge impressed the executives. For the first time, the
executives benefited from the conversations with internal
audit instead of simply fulfilling an annual obligation to
share potential risks.

With the additional information gathered through a small
number of well-timed executive interviews, the team used
its comprehensive understanding to develop a plan. First,
it captured the overall risk themes and supported those
themes by aligning them with the strategic initiatives and
objectives of the organization and business units. At the
same time, they identified those control or compliance
activities that required assurance. To complete the risk
assessment, the team developed an audit plan that
identified the type of audit activity, ranging from additional
meetings and inquiry, to detailed control and process
testing, which was necessary to provide management
assurance over risks.

The internal audit team also made organizational changes
to align itself with individual business units. These changes
fostered deeper relationships within the business. The
team had changed its approach from performing only
scheduled business unit audits to one of continual
involvement in risk assessment and mitigation.

Most importantly, internal audit demonstrated that it

could do more and that it had the necessary skills and
capabilities to help management oversee the business and
achieve its long- and short-term goals.

Although the internal audit team has met with success, it
must continue its effort to embrace the new approach to
risk rather than fall back on old habits that may represent a
more comfortable way of working for process-driven audit
professionals. In adopting its new way of approaching risk,
this internal audit team also overcame inertia, quickly put
ideas into action, and executed on its goal of becoming a
trusted adviser to management.




Figure 05. Which of the following steps has your organization taken to further the
coordination and integration of various risk and compliance functions? Which steps is

your organization planning to take?

Define overall risk management and compliance policy
Develop a common risk assessment methodology

Establish common enterprise risk framework and definitions
Integrate assurance and audit plans

Map sources of assurance against key risks

Integrate risk and compliance reporting

Leverage an enterprise risk assessment across multiple risk and

compliance functions

Implement risk and compliance software across multiple functions

57% 16% 13% 14%
54% 21% 12% 12%
52% 21% 13% 14%
49% 21% 10% 19%
44% 28% 13% 15%
35% 26% 11% 28%
34% 30% 13% 23%
16% 22% 7% 54%

The survey also indicated many had plans to
undertake or significantly enhance most of
these steps with one key exception, which
was implementing integrated risk

and compliance software.

In the survey, we also wanted to more
definitively understand with whom and to
what extent coordination and integration
activities were taking place. Not surprisingly
Sarbanes 404, external audit, and
compliance were the functions for which
internal audit had the most structured
processes. Large numbers of participants
were also continuing to work on improving
coordination and integration with external
audit, enterprise risk management,
information and IT security, compliance,
and legal (See Figure 06).

This is good news. The benefits to such
integration include insight into what risks

2010 State of the internal audit profession study

need attention from a resource perspective.
This is an area where internal audit can play
a strong role. As raw data provides insight,
it can help auditors determine how to
allocate resources and offer guidance as

to what may be over- or under-resourced.
Having this insight elevates the discussion
with senior management.

As noted earlier, the survey data indicated
that a broad number of participants were
working on developing common “front
end” risk management processes. We
would expect that as attention turns to
the “back end” processes of common and
integrated reporting and follow-up, and an
integrated assurance plan that is broader
than Sarbanes 404 and external audit is
developed, that the benefits will be both
tangible and meaningful.



Figure 06. Please rate the extent of information sharing, coordination, or integration
between internal audit and the following functions.

Environmental sustainability

Health and safety

Quality

Sarbanes 404

Loss prevention

Credit risk

Business continuity

Legal

Enterprise risk management

Information data and security, including privacy
Risk and compliance functions & activities
External audit

IT security

Compliance

Actively
working to Structured
Little Some improve integration
information informal information processes
sharing or information sharing and and plans are
coordination sharing coordination in place
49% 27% 15% 8%
42% 30% 18% 10%
33% 33% 24% 10%
29% 10% 15% 46%
29% 31% 29% 11%
27% 32% 28% 13%
17% 33% 33% 17%
14% 34% 34% 17%
13% 20% 42% 25%
8% 27% 43% 21%
8% 19% 48% 26%
8% 22% 38% 32%
7% 25% 44% 24%
7% 21% 43% 29%

Enhancing scope and its
implications

The 2010 survey sought to determine the
extent that the scope of work had evolved
within the internal audit profession as a
result of the economic crisis that swept

the globe in 2008-2009. Boards, audit
committees, and senior executives often
want to tap into internal audit’s strengths,
which include a broad perspective of the
enterprise and its operations, and a mature,

An in-depth discussion

structured methodology that can be applied
in innovative ways to discover and highlight
risks that might otherwise be overlooked.

The bottom level of the diagram in Figure 07
depicts what might be considered internal
audit’s “baseline” assurance mandate.
Efforts in these areas help management
protect the organization’s value. That the
focus for many internal audit functions is
changing is evident as the survey shows
that respondents expect even more new
activities will be added as they look ahead

PricewaterhouseCoopers 13



and that the mix of activities will change as a primary objective. The levels depict
over the next three years to include more a natural order of progression—in other
value enhancement projects. words, stages of maturity —for enhancing
value by improving governance, risk and
compliance, to improve day-to-day business
performance, and ultimately to support the
execution of strategic initiatives.

The upper-three levels in the diagram depict
value enhancement activities, efforts that
provide insights that inform and assist
management in improving the operations

1
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Although survey respondents express a
desire to change, how the profession will
respond is less clear. When asked to rate
a list of activities on the basis of increasing
or decreasing effort over the next three
years, respondents mentioned a large
number of increased priorities with very little
corresponding reduction (See Figure 08).

without significant changes. There are
three fundamental approaches to handling
the additional workload: leverage other
functions in the enterprise, become more
efficient for the same total spend, and/or
add people.

This report addressed the notion of
integrating assurance functions in an

Figure 08. Please indicate whether the level of focus in the audit plan will increase or

decrease in the next three years.

Management of risk 3os e e ez

Information technology risk
Operational risks
Emerging risk identification
Regulatory and policy compliance
Strategic initiatives and programs 11%
Special requests
Financial controls

% s e
15% st e
8% 7 v I 7
16%

20%

19% e 7% 7T
26%

Decrease

Most interesting is the 67 percent who
predicted an increase in focus on financial
controls. This was in contrast to 26 percent
who predicted a decrease, which was the
most significant reduction by far and the more
expected result.

The overarching implication of the large
number of areas that are predicted to
increase is that the profession will be
hard pressed to deliver on all of them

An in-depth discussion

Il Increase

Il Not a focus

earlier section. It will address the efficiency
question in the segment on use of
technology. The question as to whether
internal audit budgets will increase to
enable a higher headcount, is largely
dependent on the profession’s ability to
deliver additional value commensurate with
the increase in resources. In our view, this
means addressing the value enhancement
component of the pyramid.

PricewaterhouseCoopers 15



The increased need for the two technical
skills was to be expected, as was the
recognition of the need for improved soft
skills to enhance auditor effectiveness.

The increase in strategic understanding is
also a necessity for moving internal audit up
the value enhancement chain.

The expansion of scope and drive to
deliver more value was expected to have
implications on the skills of auditors and
the mix of skills. We asked respondents

to rank the most important increases in
specific skills and capabilities over the next
three years. Overall, a number of skills and
experiences were identified as increasing
significantly over the next three years, as
depicted in Figure 09.

More puzzling, though, was the relative lower
ranking of business experience outside of
internal audit, which we view as an important
element to effectively identify risks and add

Figure 09. Please indicate whether the need for the following capabilities and depth of
knowledge will increase, stay the same, or decrease over the next three years.

Critical thinking and analysis 68% 31% 1% 1%
Knowledge of risk management approaches 67% 31% 1% 1%
Communication 63% 36% 0% 0%
Understanding of organization’s strategy & business model 61% 39% 1% 0%
Specific technology experience (i.e., security, ERP) 60% 36% 2% 3%
Leadership 54% 44% 1% 1%
Experience in the business outside of internal audit 53% 42% 3% 3%
Collaboration and teamwork 50% 49% 1% 0%
Qualifications (CPA, CIA, BSA, CISA, etc.) 49% 50% 1% 2%
Other specific industry skills 27% 9% 0% 64%

Four types of soft skills were identified,
with critical thinking and analysis and
communications being the first and third
overall needed skills. Two technical skills
ranked in the top five, being knowledge
of risk management approaches, and IT
skills. Finally, two types of general business
knowledge, understanding of strategy and
business model, and experience outside
internal audit, were ranked fourth and
seventh, respectively.

2010 State of the internal audit profession study

value in areas beyond the more traditional
financial and policy compliance areas.

In terms of improving these skills, a majority of
respondents (58 percent) said that once a gap
is identified, training staff can effectively close
it. Other methods of acquiring new skills were
considered much less likely. Hiring into the
group was a distant runner-up, with 29 percent
of respondents saying it would be used as a
“significant” tactic during the next three years.



Training is a logical choice to fill a skills gap,
but the strategy is not without challenges.
The first consideration is to invest training in
the right people. And although it is implicit
that someone on staff would be selected for
training, companies need to look ahead and
establish consistent recruitment programs
that target candidates who will become
high-performing employees. The additional
time required to close a skill gap through
training must also be considered.

PwC’s research shows company internal
audit staff often are sent into a classroom
environment to learn a new skill to address
an organization’s skills gap. However,
upon their return to the office, there is little
support for the learners as they attempt to
apply the classroom knowledge. Without
ongoing support, development, and
on-the-job training by an experienced and
knowledgeable coach, it’s impossible

for the learner to fully develop those
classroom skills.

Leading organizations use an “apprentice
model,” which provides the learner the
support necessary to fully develop the
new skills and apply them on the job.
However, this assumes an in-house coach
with the required expertise exists within
the organization, which is often not the
case, and constitutes a challenge for many
organizations. As a best practice, companies
must find the right mix of virtual training
and classroom training and match it with
purposeful coaching and development.

As management’s expectations grow,
internal audit must respond by bringing new
skills to the table. Otherwise, management
may look elsewhere.

An in-depth discussion

Among the most interesting—and possibly
worrisome —results of the survey is that
despite the recognition of a major scope
broadening and a simultaneous effort to
expand internal audit’s skill set, not much
change is anticipated in staffing mixes or
sourcing models over the next three years.
In the case of specialized positions, for
example, respondents strongly favor a
permanent position in preference to a model
that leverages the advantages of rotation.
Sixty-eight percent said IT auditors do not
rotate into IT or other business units.

The survey results also do not indicate
there will be much change over a three-
year horizon. The percentage of permanent
auditors without rotation into the business
is expected to fall just 4 percentage points
from 60 percent to 56 percent between
2010 and 2013, for example, while rotating
staff from the business is expected to grow
from 9 percent to 12 percent of the staff.
Survey participants expect other options to
remain unchanged.

The survey also found that internal audit
sourcing models are not expected to change
significantly within the next three years
despite significant changes affecting the
enterprise. According to the survey, in 2013,
27 percent of vacant positions will be filled
with internal candidates, compared with

26 percent today. The percentage of new
hires with a public accounting background is
expected to drop from 33 percent today to
31 percent in three years.

PricewaterhouseCoopers 17



The recession has had an impact on internal
audit, although only a third of the companies
that reported overall downsizings included
internal auditors. This is a positive sign
about the perceived value of internal audit
and can be a springboard into an expanded
role. While layoffs in internal audit were more
limited than for other functions, initiatives to
increase efficiency and changes to audit’s
scope of work have been common.

Turning to the type of cost-cutting initiatives
within their companies and for internal audit,
respondents confirmed that enterprisewide
programs such as headcount reductions,
travel restrictions, and hiring freezes were
commonplace in 2009.

Between 56 percent and 62 percent of
respondents reported that most of these
programs affected their departments.

The outstanding exception was headcount
reduction, which, as noted above, showed
a greater degree of insulation. Only

37 percent of the respondents reported

that companywide layoffs included internal
audit. Although internal audit functions have
managed to somewhat avoid the specter

of staff reductions, a substantial number
(87 percent) are managing costs through
attrition and open positions, which will

give them the opportunity to broaden the
department’s skills portfolio as hiring
freezes end.

A number of efficiency-related tactics
have been widely employed in the past,
and a significant number of internal audit
departments plan to continue these
initiatives (See Figure 10).

In particular, the internal audit efficiency
priorities looking ahead include:

1. Increasing the use of technology
Simplifying and streamlining reporting
End to end audit process streamlining

Moving to a more risk-based approach

o 0D

Standardizing audit procedures and
systems

Figure 10. Which of the following tactics/strategies have you employed, or are you
planning to employ to increase efficiencies within the internal audit function?

Increasing the use of technology and automated tools 46% 42% 12%
Simplifying and streamlining reporting 34% 49% 17%
neficincien n plaing, fecwork, and reportng o g 2 i
Moving to a risk-based approach; reducing time spent on non-key areas 24% 69% 8%
Standardizing procedures and systems in the audit process

(i.e., standard audit approach/coverage across multiple locations, 23% 69% 8%
leveraging prior knowledge, etc.)

Reducing contract services 15% 24% 61%
Reducing travel 14% 39% 46%
Reducing external training 1% 31% 58%
Delaying projects 10% 26% 64%
Other 10% 12% 79%
Staff reductions 6% 23% 71%

2010 State of the internal audit profession study



We also wanted to find out how internal audit departments had adjusted their scope as a

result of the crisis (See Figure 11).

Figure 11. As a result of cost pressures and cost-cutting initiatives within the
organization, have any of the following audit activities/projects been added to
your 2009/2010 audit plan? Please also indicate what percentage of your budget
is consumed with such audit activities in 2009 and expected in 2010.

Fraud prevention or detection activities

“Cost recovery” reviews (e.g., duplicate payment reviews,
contract compliance reviews, travel and expense policy
compliance)

Fraud investigations

Monitoring to ensure management’s cost-cutting initiatives
are sustainable, measurable and are producing the desired
results (e.g., control deterioration assessments, pre-
implementation cost-reduction review)

More services for the external auditors in order to reduce
external audit fees

Additional assurance activities that have traditionally been
housed elsewhere

Although many respondents reported
expanding the number of projects within
six audit plan categories, budget allocation
percentages changed dramatically for three
of the categories.

The most striking increase was the category
additional assurance activities that have
traditionally been housed elsewhere,

which almost doubled —from 13 percent

in 2009 to 25 percent in 2010. Many chief
audit executives appear to be positioning
their departments to optimize corporate
resources by providing more combined
assessments on risk and compliance
processes for the organization than they did
in 2009, as well as increasing external audit

An in-depth discussion

53% 34% 12% 13%
46% 41% 12% 17%
44% 40% 8% 8%
32% 50% 14% 14%
28% 52% 10% 15%
21% 55% 13% 25%

support by 5 percent. In addition, the budget
allocation for value-enhancing cost recovery
work is projected to grow 5 percent in 2010.

In summary, many internal audit
departments fared better than other
functions in avoiding layoffs and thus are
relatively well positioned resource-wise.
Efficiency initiatives were widely utilized in
the past, and a significant number plan to
continue that trend although the priorities
have changed. In addition, the allocation
of resources has changed, with some of it
directed at optimizing assurance activities
and the rest at value enhancement through
cost recovery work.
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There is a wide array of specialized tools to
support and enhance the entire spectrum of
internal audit processes. The survey results
indicate that internal auditors, for the most
part, are not taking advantage of them.
Realizing the potential from technology

and tools must proceed along three axes:
tool availability; skill set adequacy; and

collaboration with other corporate functions.

In taking stock of the state of technology
in internal auditing, we probed in depth
the use of organizational systems and data
analysis tools, while also surveying the use
of selected automated control monitoring
tools and GRC applications, as well as
collaboration tools.

Organization systems

Data warehouse software and ERP systems
offer a view across the organization that
appears to be underutilized by internal
auditors. Only 51 percent of survey
respondents indicated that the use of

such systems by internal audit staff is
widespread, and only about 8 percent
reported using such systems proactively to
monitor key risk indicators.

Thirty-two percent of respondents indicated
they depend on other functions within the

enterprise to provide reports generated from
organization systems. This can severely limit
internal audit’s ability to fulfill its mission.
The nature of the systems requires concise,
well-thought-out queries. A nonauditor
unaccustomed to composing audit queries
can be hard-pressed to do this successfully.
Thus we asked the question as to the
greatest barriers to internal audit better
leveraging enterprise systems

(See Figure 12).

One possible reason for dependency

on other corporate functions to provide

data is a skill set gap within internal audit.
The survey supports this view. A lack

of skills was cited as a significant barrier

to leveraging organization systems:

56 percent considered lack of skills the most
significant barrier; while 36 percent chose
lack of access as a significant barrier.

Two other categories provide further
evidence of challenges within the profession:
41 percent marked as a significant barrier
the lack of an audit methodology to support
the technology’s use. Even more to the
point, 37 percent indicated that the most
significant barrier is that the systems are

not considered as an efficient means of
increasing audit efficiency.

Figure 12. Please rank the greatest barrier in leveraging your organization’s significant
systems (ERP, data warehouse, etc.) when performing audit activities.

The requisite skills and knowledge do not currently reside
within the internal audit department

Lack of access to significant systems

Lack of audit methodology and approach supporting the
use of significant systems

Use of significant systems is not perceived as a means to
increase the efficiency of conducting audit activities

Other

2010 State of the internal audit profession study

34% 22% 16% 16% 12%
16% 20% 21% 27% 16%
15% 26% 38% 17% 4%
14% 23% 19% 32% 12%
37% 8% 4% 4% 46%



Data analytics

Once obtained, the data from organization
systems must then be sifted and massaged
by tools for data mining, computer-aided
audit techniques (CAATs), and operational
dashboards.

The survey revealed a slightly more
encouraging situation for the deployment
and use of these types of tools. When
respondents were asked to place their
departments’ use of data analytics
technology on a continuum from immature
to robust, 20 percent placed themselves
in the two most mature categories while
10 percent placed themselves in the least
mature category.

The same pattern of responses that
characterized the barriers to utilization of
organization systems characterized this
category: 55 percent ranked lack of skills
as an important barrier. Lack of access

to the technology was considered the

most significant barrier by 43 percent of
respondents. The pattern continued, with
40 percent marking as significant the barrier
described as lacking an audit methodology
to support data analytics and CAATs

(See Figure 13).

The survey also shows that Excel is by

far the tool of choice for a range of data
analysis activities and that the utilization

of technologies such as ACL, IDEA, and
Oversight is relatively low. Similarly, more
sophisticated data analysis tools used to
complete tasks such as security monitoring
activities and risk assessment are rarely
used. The survey also indicates low
penetration rates for collaboration tools
(other than audit management systems) and
for specialized tools used for monitoring
automated controls and security

(See Figure 14).

Figure 13. Please rank the greatest barrier in leveraging data analytics/CAATs when

performing audit activities.

The requisite skills and knowledge do not currently reside
within the internal audit department.

Lack of access to data analytics/CAATs tools

Lack of audit methodology and approach supporting the use
of data analytics/CAATs

Use of data analytics/CAATs is not perceived as a means to
increase the efficiency of conducting audit activities.

Other

An in-depth discussion

34% 21% 18% 14% 12%
20% 23% 21% 23% 13%
12% 28% 35% 19% 6%
13% 18% 19% 34% 15%
44% 10% 9% 5% 32%
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Figure 14. In which areas is technology leveraged and what types of technology are used in
the following?

Leveraging
technology to
optimize audit
operations

Data analysis
tools

Excel

Access

SQL

ACL

IDEA
Oversight
Application/

security moni-
toring tools

Approva/ Versa
Audit/GRC
Systems

GRC platforms*
SAP GRC
Collaborative
tools

Audit mgmt*
Dashboard

Survey tools

Annual Risk Assessment

69%
6%
3%
4%
1%
3%

2%

7%
2%

19%
9%
10%

Resource Planning

68%
5%
1%
1%
0%
2%

2%

5%
2%

19%
7%
4%

*Paisley, Open Pages, Resolver
**TeamMate, AutoAudit
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Planning

69%
5%
2%
3%
0%
3%

2%

6%
2%

22%
7%
5%

Control Analysis

53%
8%
4%

10%
2%
4%

3%

6%
2%

16%
7%
4%

Data Analysis

55%
16%
10%
31%
8%
2%

2%

4%
3%

13%
7%
4%

Risk Assessment Updates

Substantive Testing

56% 57%

9% 4%
% 2%
21% 2%
6% 1%
3% 4%
2% 2%
5% 6%
3% 2%

17% 16%
5% 7%
4% 6%

Workpaper Management

44%
4%
3%
2%
0%
5%

1%

7%
2%

28%
6%
3%

Reporting

41%
6%
3%
2%
1%
5%

1%

6%
2%

24%
8%
4%

Issue & Remediation Tracking

48%
9%
2%
1%
0%
4%

1%

7%
2%

22%
8%
3%

Performance Metric
Measurement

47%
3%
2%
1%
1%
4%

2%

5%
1%

14%
9%
3%

Communication

30%
3%
1%
1%
0%
6%

2%

5%
2%

14%
7%
5%

Client Satisfaction Surveys
Continuous Control Monitoring

34% 28%

3% 4%
1% 4%
1% 9%
0% 1%
5% 5%
2% 2%
4% 4%
1% 2%

1% 11%
4% 6%
183% 3%

Knowledge Management

23%
3%
2%
2%
0%
6%

2%

5%
1%

12%
5%
3%

Continuous Auditing

26%
4%
4%

13%
2%
4%

3%

4%
2%

1%
5%
3%

Other

0%

1%
1%

1%
1%
0%



Technology’s value

Better application of technology is a
possible answer to addressing the scope
expansion depicted earlier. The best way to
approach this is by initiating a pilot project
for a technology-enabled audit methodology
or audit life cycle. Instead of approaching
technology upgrades from the perspective
of evaluating tools and what they do, the
starting point should be a diagram of the
pilot audit’s life cycle. At every point in the
life cycle a determination can be made
about the opportunity for technology to
enhance and streamline that process.

This approach also has the advantage of
making the results of deploying technology
measurable. This is important for raising the
performance bar because this year’s survey
results indicate that auditors are presently

not convinced that technology has a clear
benefit. Fifty-six percent of respondents
said they were either unable to calculate a
benefit (41 percent) or had seen no benefit
(14 percent) from previous technology
deployments.

Respondents were split on the type of
benefits technology provides. Greater
coverage was the most popular choice
(38 percent). Targeted risk testing ranked
second (28 percent), with 28 percent
followed by efficiency (18 percent) and
continuous monitoring (17 percent)

(See Figure 15).

Fortunately, budget restraints are not a
barrier to using technology. Only 4 percent
indicated that they had scaled back on
technology use because of cost pressures.

Figure 15. What is the primary benefit of leveraging technology in the audit process?

Greater coverage
Targeted risk testing
Efficiency/reduced cost
Continuous monitoring

Other

An in-depth discussion

38% 30% 23% 8% 1%
28% 24% 25% 21% 2%
18% 24% 30% 27% 2%
17% 22% 20% 34% 7%
7% 3% 5% 7% 78%
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What this means for your business
Adapting to today’s
challenges requires

leadership, vision,
and agility



As a profession, internal audit is in an enviable position. Needs and expectations are at
an all-time high with the increasing call to provide insight across a broad range of critical
business risks. It is also clear that internal audit organizations in aggregate still have a
performance gap related to their most important attributes. Without delivering on its
promise, internal audit organizations are at risk of losing the stature gained through their
leadership during the Sarbanes-Oxley years, and could once again be perceived as a
controls and compliance monitoring function.

With these new challenges in mind, internal audit must take a more radical approach to
change than it has in the past and rethink and redefine its capabilities and the way it works.
We describe this approach as a move to internal audit 2.0, and the need to define the future
of the profession.

How to get started? Defining and executing on a strategic plan supported by and

aligned with management and the audit committee is a good place to begin. In doing

so, internal audit itself needs to define its vision with clarity and build the business case

to support it. Some stakeholders may continue to gravitate to familiar models and
tendencies but the environment is different, and old prescriptions no longer have the

same relevance or impact. Slow growth, globalization, technology and volatility are among
the forces here to stay. They have and will continue to radically reshape the business
environment, creating challenges for enterprises large and small. Depending on the starting
point, this may require internal audit leaders to take a hard look at all aspects of their scope,
people, processes and technologies, and really challenge whether they have the right
strategy and capabilities in place.

It is hard to bring about significant change without a plan. Internal audit organizations
that break down their vision and goals into key initiatives that can be tackled logically and
systematically are also the ones most likely to succeed in driving value in their organizations.

Next, internal audit must rethink how it conducts risk assessments to more clearly
demonstrate to management the link between what they are focused on and the
organization’s critical risks. It is far more powerful to ask managers to share their specific
concerns about growing revenue or delivering unique value to customers rather than
approaching them with the generic and overused “What keeps you up at night?”

By making an effort to fully understand and focus on the main business drivers, internal audit
organizations can craft an audit plan that delivers value to the business. Many organizations
are uncomfortable with breaking free of their bottom-up risk assessment practices. If

that approach is effective and truly helps allocate resources in a risk-oriented way, then a
powerful solution can be to supplement the existing approach by layering on a strategic risk
profile that enables the identification of strategic audit projects.

The message from regulators and others is that risk management needs to improve. Internal
audit should take the lead in making that happen by refining the risk assessment process
and laying the groundwork for defining a more value-enhancing scope of work.
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According to our 2010 CEO survey,
developing talent stands near the top of
the list of CEOQ priorities and challenges.
From an internal audit perspective, it

is no different. When looking out three
years, internal audit leaders recognize the
importance of continuing to improve their
teams’ softer skills in areas such as critical
thinking and analysis, communications,
and understanding strategy and business
models. In many cases, training focused
on these issues is the best route to pursue.
From a knowledge perspective, the internal
audit leaders also recognize the growing
importance of risk management and the
need for improved knowledge of different
risk management approaches. They

also foresee the need for more specific
technology experience, which is not
surprising, given the continuing importance
and dependence enterprises have on IT.

However, as we stated earlier, a different
environment demands a different audit plan,
which in turn requires different functional
skills and experience. Thus, we were
surprised to see that although internal audit
leaders saw an increased need for staff with
experience outside of internal audit, that
factor had only the seventh-highest ranking.

Changing the staffing model can be difficult,
but such a bold move may be necessary to
deliver a next-generation profession able to
meet today’s needs and expectations. To us,
adding more non-audit business experience
to the team is critical to increasing credibility
with clients, adding value through practical
insight, and perhaps most importantly
developing internal audit talent.

Improving the alignment of internal

audit, with the various risk management,
compliance, and internal control functions
to ensure optimal assurance levels should
be a fundamental objective in any complex
organization. It is a trend that is evident

in the survey data, though much of the
integration work to date relates to financial
reporting-related work.

Some leading companies have gone
through the exercise of mapping the
sources of assurance against the key

risks and compliance requirements of

the organization. The next step along

the maturity curve is to determine an

audit strategy with respect to the other
nonfinancial assurance functions, taking into
account the degree of independence in each
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function together with an assessment of the
risks being addressed and the competence
of the function.

Internal audit is well positioned to develop
the concept and drive the execution of
aligned assurance activities and by doing so
further improve its position and value within
the organization.

Focus on obtaining Return on
Investment (ROI) from technology

The use of technology is almost universally
seen as a driver of both efficiency and
effectiveness, yet in practice that has been
hard to achieve and even harder to clearly
demonstrate. The survey data points to the
use of technology as being the number one
efficiency initiative when looking ahead.

Leveraging technology should be directed at
solving a business problem or issue rather
than acquiring technology for technology’s
sake. This requires a clear assessment

of the audit life cycle to find ways to use
technology to enable measurable efficiency.
The survey revealed that approximately

50 percent of internal audit functions

have typically not used an ROI mindset in
deploying technology tools. It also showed
that most internal auditing organizations

What this means for your business

believe they lack the skills, access, and
methodologies needed to effectively use
technology.

Significant progress in leveraging technology
starts with a clear vision and then takes

a disciplined business-oriented approach
that considers required skills and a number
of other factors such as those outlined

in PwC’s document Maximizing internal
audit: A 10-step imperative for thriving in a
challenging economy.

Defining a 2.0 internal audit
organization

We introduced the concept of an internal
audit 2.0 to start organizations thinking
about change. As internal audit confronts
new needs and expectations, it must take
the initiative to redefine its role, expand
its skill sets, and prepare to take the lead
in meeting the challenges of today’s ever-
changing business environment.
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The 2010 State of the internal audit profession survey was
conducted in the fourth quarter of 2009 and includes responses
from more than 2,000 internal auditors from more than 50 territories
around the world.

The survey had four purposes:

1) Capture a snapshot of the internal audit profession.

2) Share insights and observations from PricewaterhouseCoopers
about major issues, trends, and changes reshaping internal
auditing today.

Collect benchmarking data to help organizations compare and
contrast their internal audit processes and procedures.

Provide a baseline to measure ongoing changes in the
profession.
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To have a deeper conversation about how this
subject may affect your business, please contact
your local PwC internal audit specialist or:

Dean Simone

US Leader, Internal Audit Services
+1 267 330 2070
dean.c.simone@us.pwc.com

Brian Brown

US Leader, Internal Audit Advisory Services
+1 949 437 5514

brian.brown@us.pwc.com

John Feely

Global Leader, Internal Audit Services
+61 2 8266 7422
john.feely@au.pwc.com



www.pwc.com/internalaudit
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