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The heart of the matter 

Advances in technology mean that organisations are increasingly dependent on information to meet the needs of customers 
and citizens. The ways of securing and protecting this information, however, have not kept pace, nor recognised the critical 
importance of non-IT related aspects of effective Information Security. We find the following common key issues in many 
organisations we work with.

A lack of management priority and clear 
commitment

A lack of focus at the top of the organisation will manifest 
itself in employees either being unaware of their personal 
responsibilities regarding Information Security, or simply 
not being bothered about it.

We believe ‘what gets measured gets done’ — and 
objectives set at the top of the organisation need to be 
reflected in both business unit and personal objectives.

Information Security is often regarded as 
solely an IT issue

When issues of Information Security are raised, there is a 
tendency to focus on purely technical security safeguards, 
such as encrypting data on laptops or disabling USB 
memory sticks. This creates a false sense of security.

Thinking Information Security is solely about IT results is 
a failure to identify critical supporting aspects in people, 
process and organisation.

These four dimensions need to work together to create 
an Information Security framework that leverages and 
balances particular strengths and weaknesses in an 
organisation.

An inconsistent approach to information 
risk management

Organisations often do not identify and assess information 
risk in a consistent manner. 

The lack of a clear understanding of which risks are 
acceptable, and which are not (risk appetite) results in a 
‘one-size fits all’ approach. 

Such an approach can result in high value information not 
being sufficiently protected and an overbearing approach 
to less sensitive information.

Information Security is uncoordinated  
with the rest of the organisation

Organisations often have a number of change programmes 
running at the same time, ranging from workforce 
planning and IT implementations to lean programmes.

Information Security considerations can often either 
be overlooked when planning and implementing such 
programmes, or added as an ‘after-thought’ which can be 
more of a hindrance than a help.

A lack of control over information in the 
‘extended enterprise’

Organisations often don’t understand the ‘end-to-end’ 
nature of information flows, particularly where third 
party service providers are involved. The ownership 
of an organisation’s information does not stop at the 
organisation’s physical boundary.

Accountabilities and responsibilities for storage, 
processing and transfer of information should be clearly 
identified from start to finish, irrespective of which entities 
are involved.

A myriad of IT applications, databases and 
spreadsheets
Fragmentation of information processing is prevalent 
in many organisations. Information passes from IT 
application to database to spreadsheet and back again — 
creating risks for how this information is managed and 
secured.

Short-term planning horizons can result in ‘sticking plaster’ 
solutions to information processing and management 
issues. To compete effectively in the Information Age, 
organisations must challenge themselves to lengthen these 
horizons.

We live in an increasingly data rich society where 
information is more accessible and shared than ever 
before. However, at the same time, the need for this 
information to be protected from misappropriation is 
vital.

PwC Malta6



Cyber Crime... Cyber Defences

Hardly a day goes by without some news item about a data breach or about new types of cyber-attacks. Criminals and 
terrorists are targeting the cyber-world as a new market and organised crime is known to be investing in cyber capabilities 
with malicious intent. Local companies have not been spared. There have been several cases involving substantial financial 
losses as a result of various incidents, primarily involving the following causes:

Lack of an incident response mechanism

The pro-active aspect of preparing for an incident is very 
important. The owner would have already identified and 
classified the various different categories of valuable assets 
present within the organisation. The focus on protecting 
critical assets and recovering from an incident would have 
been discussed and documented prior to the incident. 
Victims frequently suffer greatly from a cyber-attack, 
especially psychologically because a criminal would have 
targeted an asset without having the actual victim really 
realising how valuable that asset is.

Lack of training on how to behave and 
operate during an incident

Criminals are today forming what we call organised 
criminal communities to have much broader access 
to digital resources. Cyber-incidents are increasing in 
frequency as well as magnitude, whilst potential victims 
are ignoring such realities at their peril. It has been often 
documented that criminals usually spend more than 
six months observing and monitoring their prey prior 
to conducting a cyber-attack. Training can greatly help 
individuals and teams within an organisation to increase 
their self-confidence when using technology as well as to 
be prepared on how to handle an incident as soon as it is 
suspected, whilst the Incident Response team is mobilized.

Lack of experience - handling an incident

Criminals frequently target first-time victims specifically 
because they have a much better rate of success. As usual, 
experience will always help you to handle challenges 
better. This also works for cyber-incidents. Victims most 
often experience a major cyber or internal incident in their 
first encounter with the criminal world. Without valuable 
experience and guidance from an expert in this field, 
such incidents may seriously challenge the future of their 
business.

Lack of analytical resources involving 
digital forensic technologies and expertise

It is vital to have each incident analysed well so as to 
attempt to learn more about the person behind it as well 
as the technique used. Understanding how it all occurred 
can be the best way to improve your internal procedures to 
avoid this nasty episode recurring. Digital Forensics today 
is a field of science that allows the victim to gain a better 
insight of what happened. Although this requires quite 
some expertise and technical resources, it is critical for a 
business to have such expertise a phone-call away when 
the need arises. It is very common to find that after the 
forensic analysis of a cyber-incident, the lack of confidence 
and self-trust of the victim is regained much more sooner a 
better view.
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Our service offerings 

Our core strength in delivering pragmatic enterprise security for our clients comes from a combination of:

Our team delivers solutions that generate real business benefit by addressing legal and regulatory issues, mitigating 
business and technology risks and improving business performance through automation and simplification of security 
related business processes.

 � The ability to bring together a diverse range of skills and experiences from across our firm.
 � The ability to provide truly independent trusted advice.
 � The ability to leverage our global skill base to deploy consistent capabilities in 120 countries.

Setting direction
Security strategy development, organisational 
review, security metrics design, management 
reporting design, return on investment review.

Creating a sound 
framework of control
Policy and standards review and 
development, ISO 27001 compliance review, 
ISO 27002 best practices gap analysis, PCI 
DSS compliance review, privacy review and 
design, awareness raising and training.

Managing incidents
Incident response process review and 
design, incident response services, 
forensic investigation and business 
continuity plan assessment.

Identifying and managing 
risk
Information risk assessment services, 
information risk assessment review and 
design, data leakage review.

Preventing incidents 
Vulnerability scanning, penetration testing, 
patch management, web application 
security assessment.

Securing the IT infrastructure
Security architecture development, IAM review 
and design, security controls design, network 
security design, physical and environmental 
security review.
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Architecture,
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Security 
Management

Security strategy development

We can assist our clients by assessing their primary Information Security 
functions, identifying root causes of common pain points, develop a future state 
vision and strategic objectives, create a services maturity roadmap needed to 
achieve the client’s desired future state, and provide tactical recommendations 
based on services interdependencies, key issues and the risk appetite of the 
organisation. PwC can use the knowledge of our experienced professionals in 
Information Security and risk management, project portfolio analysis tools and 
techniques, and the Security ATLAS capability framework.

Organisational review

PwC assists clients in addressing common issues by establishing the right 
management structure for security to take into consideration size, complexity, 
maturity, existing culture, relationships with external organisations.

Security metrics design

In addition to ensuring that our clients’ security objectives are aligned with their 
business objectives, we can assist our clients in identifying the security metrics  
that would permit them to measure their security effectiveness. These metrics  
need to quantitatively or qualitatively measure the security efforts that are 
currently implemented.

Physical and environment security review

Critical systems are often hosted by our clients in data centres and managed 
remotely. Yet, the physical and environmental security of these facilities is of 
utmost importance. We can assist our clients by reviewing the physical and 
environmental security controls implemented at these facilities and assess them 
against best practices and industry standards.
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Managing the outsourcing

We have found that businesses’ outsourcing expectations are not met because often the organisation 
and the outsourcing service provider each has different needs and goals. During the transition 
to a managed security services provider, we provide strong business process knowledge to help 
organisations achieve a cost-effective transformation in both processes and technology.

Return on investment review

A return on investment review states the non-financial benefits, financial benefits and costs of 
Information Security or a security initiative to an organisation.  Our clients request this service to 
justify the budget set for security projects, to assist in project appraisal and selection, and to provide 
general input for the management of Information Security.

Management reporting design

Through our client experience, we know that management needs timely, 
accurate and concise reporting. We can advise our clients during the design 
of manual and/or automated reporting capabilities that would provide 
management with the right tools and information to effectively manage their 
business. 
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Information Risk 
Management & Business 
Continuity

Information risk assessment services

We can help our clients carry out an information risk assessment using proven methodologies to identify 
critical assets and business processes, evaluate the risk exposure and assist our clients to align their 
processes to their risk appetite.

Information risk assessment review and design

An information risk assessment is a continual process and we can help our clients to implement a 
programme to assess the risks on a periodic basis and taking the necessary measures to reduce the risks 
to an acceptable level.

Data leakage review

The leakage of critical business data can lead to a disaster for our clients.  We can assist our clients by, 
either reviewing their current approach to prevent data leakage and protect their  critical assets or by 
assisting our clients to investigate a data leakage incident.

Business Continuity Plan

Our clients often need assistance in designing a Business Continuity Plan to respond to an emergency, 
deploy backup operations and carry out a post-disaster recovery to ensure the availability of critical 
resources and facilitate the continuity of operations in an emergency situation after a reasonable period 
of time.  We can assist them by reviewing the Business Continuity Plan and recommend improvements 
which will improve their readiness and capability to continue their operations.
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Compliance and Awareness

ISO 27001 compliance review

We can assist our clients who are preparing for ISO 27001 certification by 
carrying out a compliance review (including a gap analysis) against the 
requirements of the ISO 27001 standard.

ISO 27002 best practices gap analysis

We can assist our clients by performing a gap analysis of existing controls 
and practices to industry best practices such as the ISO 27002 standard. 
Some examples of domains under review include access control, incident 
management, physical and environmental security, human resources 
security, asset management, compliance, and business continuity 
management.

PCI DSS compliance review

Data Classification, 
Policy and standards 
review and 
development

A sound set of policies, 
standards, procedures and 
security baselines are an 
important component in the 
client’s security strategy to 
ensure that their operations 
are aligned to their objectives. 
We can assist our clients    
either by supporting in the 
development of   the policy 
set or by reviewing existing 
policies and recommend 
improvements.

Compliance to the PCI Data Security Standard (DSS) has become crucial for 
the survival of clients that process, store or transmit credit card information.  
We can assist our clients by carrying out a review of the client’s setup and 
operation against PCI DSS requirements and thereby assisting them to 
achieve and maintain compliance to the Payment Card Industry standard.

Privacy review and design

The need to protect Personally Identifiable Information (PII) has become a 
legal and regulatory obligation in many countries.  However, organisations 
still face a number of problems in identifying what information is classified 
as PII, where such information is held and how PII should be protected. We 
can assist our clients by reviewing their privacy protection practices, controls, 
and recommend improvements.
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Awareness raising and training

People are an important asset within an organisation and the implementation of an Information Security strategy needs 
to consider people’s perception and attitude towards it.  We can assist our clients by developing an Information Security 
awareness roadmap to inform, educate and train client personnel depending on their role within the organisation. 
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Incident Response and 
Forensic Investigation

PwC is the trusted partner you can turn to for assistance in preventing an incident or to deal with 
an incident and to recover effectively and minimise damage.

PwC draws on specialised forensic experts with deep technical and security backgrounds who are experienced in complex 
investigations.  

The diagram below depicts typical services and expertise available to clients. 

01. Cyber Investigations

PwC is equipped with the resources and expertise needed 
to assist a client during a cyber-incident. Thanks to what 
we call as the Internet of Things (IoT), we are constantly 
exposed to threats that can severely affect our operational 
capabilities. When the incident will occur, PwC provides 
experience and know-how to handle the situation and find 
the best path to recovery and reduce downtime and costs. 
In the process, evidence is preserved and digital forensic 
analysis help to determine the source and techniques used in 
the cyber-attack. The outcome is useful to prevent a similar 
incident occurring in the future.

02. Insider Investigations

Research consistently shows that insider threats are 
the most common as well as the most damaging of 
all the digital threats analysed. Organisations need 
to continuously apply controls to make sure that no 
internal staff member can use the digital and physical 
assets present within the organisation to undermine the 
organization. The most common situations involve the 
copying or manipulation of data and fraud.

In the majority of cases, rather than an attack on 
information systems, evidence preservation mechanisms 
and digital forensics help to uncover fraudulent activities 
that leave a digital trail. PwC presents the trust that clients 
rely on to complete a task with absolute confidentiality and 
integrity during sensitive situations of this type.
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03. Malware Attacks

Malware is a lethal tool that cyber criminals resort to 
deliver widespread automated attacks on their victims. 
Using malicious software, criminals and terrorists have 
been able to hit-out at a wide-range of victims. 

Whether it is a ransomware attack or data theft, a rapid 
response is vital and PwC provides the expert resources 
and technical capability to deal with an attack to bring 
systems and operations back to normal and to analyse 
malicious software to understand the real nature 
and scope of the attack. The insight helps to improve 
Information Security and to prevent future recurrence of 
similar events. 

04. Social Engineering Methods

Social Engineering is the art of psychologically 
manipulating a human activity. Technology today allows 
for an attack without the necessary physical presence or 
physical action. 

Social engineering attacks are very effective as the 
attacker is in a position to by-pass elaborate Information 
Security mechanisms. PwC brings knowledge and 
experience of common social engineering techniques 
to provide guidance and training to employees. Human 
awareness and detective systems are the best defences to 
reduce the likelihood of a successful social engineering 
attack.

05. Evidence Preservation

Procedures used during disaster recovery and business 
continuity plans usually change or erase evidence 
pertaining to the incident. This presents a critical 
problem of accuracy and consistency of data during 
analysis and undermines its use in court prosecutions. 
Tampering of data can be a major negative setback 
for victims willing to proceed to court hearings. 
Our team is technically trained and experienced to 
handle evidence using digital evidence preservation 
mechanisms at the critical time. All steps taken are 
officially documented and can be used during a court 
hearing.

06. Expert Witnessing at Courts

We want to make sure that we are there to assist our 
clients at all phases of an incident, including during 
court hearings. Should our client opt to proceed to 
a court prosecution, our experience and reporting 
techniques can assist to present the findings of the 
incident analysis in such a way that is scientifically and 
forensically sound. We can also provide court testimony 
during court hearings should it be necessary.

07. Incident Response Training

As a pro-active measure to minimize damage and 
preserve evidence if or when an incident happens, PwC 
offers internal staff training on how to behave during an 
incident as well as how to preserve the original evidence 
present at that critical time. Training can be tailored 
according to the background of the attendees and can 
be held both at the client’s premises or in our state of the 
art training facilities at the PwC Academy. The training 
is based on real life scenarios that staff can relate to; 
understand and remember.

08. Consultancy

Corporate cybersecurity incidents are by definition 
unpleasant, disruptive and stressful on many areas 
within an organization: Management; IT; and 
operations as well as anyone who may have been the 
“weak-link” that was exploited.

In this trying time, PwC offers trusted assistance and 
advice to help deal with the multiple facets that need 
attention. Customers; employees; authorities; IT and 
other service providers all need to be handled with the 
right message to avoid worsening the damage.

PwC also provides high-level and technical consulting to 
help clients build the appropriate defence mechanisms 
to avoid incidents happening. Services include risk 
assessments; technology countermeasures; procedures 
and policies; training and coaching; and assessments 
involving simulations. 
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Threat and Vulnerability 
Assessment

PwC’s threat and 
vulnerability 
management 
practice is dedicated 
to the critical task 
of protecting the 
enterprise. The 
activities in this area 
range from traditional 
firewall and host 
security mechanisms 
to dealing with the 
increased security 
risks that are an 
outgrowth of ever-
expanding network 
infrastructures.

Vulnerability scanning

Externally facing systems need to be adequately protected against malicious attacks. Clients may be required to prove or 
may want to gain assurance that their systems are not susceptible to known vulnerabilities. We can assist them by scanning 
these systems against a list of up-to-date and known vulnerabilities using the best-of-breed automated vulnerability 
scanning tools tailored for the specific externally-facing IT infrastructure components.

Penetration testing

Traditionally, security penetration testing has been a technically focused assessment technique that tests systems in 
isolation. We can assist our clients using a structured security penetration testing methodology. The methodology focuses 
on:

Web application security assessment

Organisations are re-using their web-based environments for the deployment of 
internal and external (client-facing) applications. This paradigm shift resulted in 
a parallel shift in security. Whereas past attacks targeted networks, today’s attacks 
are targeting the applications that run on top of them. The increasing use of intranet 
and internet deployment of web-based applications exposes these companies to 
different risks that need to be carefully assessed and addressed.  Using a structured 
methodology, we can carry out a security assessment of the deployed web application 
by analysing the web application’s threat scenario, assessing the web application 
to identify vulnerabilities that can be exploited and reporting the findings and 
recommendations to the client. Depending on the agreed scope, we can exploit 
the identified vulnerabilities to provide evidence to the client that the identified 
vulnerabilities can be exploited.

 � Assessing and modelling the external and internal threats to the target;
 � Identifying weaknesses using techniques, among others, similar to those that 

hackers use;
 � Examining the identifying weaknesses and possibly exploiting the weaknesses 

to further demonstrate the risks and exposures depending on the scope agreed 
with the client;

 � Analysing the results, identifying recommendations and reporting back to the 
client.
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We can also assist clients who want to invest in an IAM solution as part of their enterprise-
wide information security effort. 
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Security architecture development

Information security architecture describes all aspects of the system that relate to 
security, including the set of underlying principles that guide the design.  PwC can 
assist to analyse and prioritise the architecture requirements analysis, design an IT 
security reference architecture, develop a common security services infrastructure 
and a security implementation methodology.

IAM review and design

Identity and access management (IAM) relates to managing the critical function of 
granting or denying access to a company’s equipment and data. Strong, effective 
access management enables the access of authorized workers while restricting 
the access of outsiders or unauthorized employees.  We can assist our clients by 
reviewing the existing IAM implementation, recommend alternative options and/
or improvements. An IAM review may include (but is not limited to) password 
management review, access role design and simplification, regulatory requirements 
alignment review, remote access control review and data ownership and 
management review.

Security controls design

Management is often faced with the need to implement a security control following 
the discovery of a security weakness or vulnerability in their IT infrastructure.  Lack 
of expertise may lead to choosing the wrong type of control.  We can assist clients 
by analysing the existing security architecture and identifying the security controls 
that need to be implemented to mitigate the identified risks in each specific 
scenario. 

Network security design

Network security has been traditionally the sole responsibility of the IT 
department. Clients are now more aware that the IT department cannot act 
in isolation and needs to be guided through a formal structure of policies and 
procedures reflecting the business and IT objectives.  We can provide security 
consultancy services during the design of a new network infrastructure or by 
reviewing existing network infrastructures.

When it comes to the core technology security challenges our Architecture, 
Applications and Network Security team really knows how to deliver. Encompassing 
experience across all the layers of the security environment our team is able to 
provide advice that addresses the detailed technical and industry sector challenges 
that help our clients to align security to their broader technology and business 
control environment.

Architecture, 
Applications and 
Network Security
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Our team… Our distinction

The most critical factor in satisfying your requirements is the experience of our staff. In the context 
of the nature of this assignment, we are able to field a team with practical local and international 
experience of IT Governance, IT Effectiveness and Information Security; knowledge of best practice 
in this domain, experience of working in the financial services industry, supported by specialists with 
technology, audit and business skills and experience. Enterprise IT effectiveness assurance and advisory 
services are provided by the Systems and Process Assurance (SPA) unit within PwC Malta. This unit is 
made up of one partner who leads the overall solution delivery, three senior managers, and a pool of 
resources (a total of eight individuals) with expertise in all common information technology platforms, 
business operations and industry best practices. Qualifications held by members our team include:

 � MSc (Information Security)

 � BSc (Computer Science)

 � Certified Information Systems Auditors (CISA)

 � Certified in the Governance of Enterprise Information Technology (CGEIT)

 � Information Technology Infrastructure Library (ITIL)

 � Chartered Engineer (C.Eng)

 � Chartered IT Professional (CITP)

 � Cisco Certified Network Associate (CCNA)

 � Microsoft Certified Professional (MCP)
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Publications

The Global State of Information Security® Survey 2017

New cybersecurity and privacy safeguards to jumpstart success
This year’s Global State of Information Security® Survey findings explore how 
organizations around the world are proactively negotiating the increasingly 
dynamic cybersecurity and privacy landscape. More than 10,000 business and IT 
executives told us what they are doing—and plan to do in the future—to protect 
digital assets and create business advantages.

The Global State of Information Security® Survey 2018

Massive cybersecurity breaches have become almost commonplace, regularly 
grabbing headlines that alarm consumers and leaders. But for all of the attention 
such incidents have attracted in recent years, many organizations worldwide 
still struggle to comprehend and manage emerging cyber risks in an increasingly 
complex digital society. As our reliance on data and interconnectivity swells,
developing resilience to withstand cyber shocks—that is, large-scale events with
cascading disruptive consequences—has never been more important.

The cyber-savvy CEO: Getting to grips with today’s growing 
cyber threats

Far from being a barrier to participating in the cyber world, effective security is 
a critical enabler for any organisation seeking to realise the benefits of taking 
activities online. Achieving this requires two assets: an understanding of online 
operating and business models; and an ability to protect and support those 
business models.

Today, more and more organisations in all sectors are seizing the opportunities 
created by the Internet. In PwC’s view, the only way to do this securely and 
sustainably is by ensuring that cyber awareness and responsiveness are infused 
into every employee, every decision and every interaction. It’s time for CEOs to 
make this happen.

Managing Security in a mobile world

Today, mobile devices have been adopted across industries – including 
healthcare, insurance, financial services, and retail and consumer companies, 
to name a few – to enhance employee productivity. Their flexible data input 
options, portable size and ubiquitous connectivity have redefined when, where 
and how work is done. As a result, telecommuting has become available to a 
broader set of employees, an option that enables an organization to better attract 
and retain top talent, particularly younger workers.

While beneficial in many ways – and obviously the future of workplace 
technology –mobile technology has profoundly elevated threats to information 
security. Yet businesses that proactively address these risks and implement 
effective security capabilities can gain great opportunities for enhanced 
productivity and competitive advantages.
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E-espionage - What risks does your organisation face from 
cyber-attacks? 

When you hear the term ‘espionage’, what springs to mind? If it’s James Bond, 
then you need to think again. Today, the risk of espionage is current and 
concrete for all organisations worldwide, across both the private and public 
sectors. A major driver behind this threat is the growing reliance on internet-
enabled computer systems for storing, processing and communicating business-
critical digital information across organisational boundaries, and the increase of 
telecommunications across the Internet.

Putting data security on the top table

In the annual CEO Survey only 24% of healthcare CEOs reported worrying 
about being able to protect intellectual property and customer data. Yet given 
the growing threat of hackers, stricter regulations and the pervasiveness of 
disruptive devices, no healthcare organisation can remain passive about cyber 
security.
In this addendum to the CEO Survey’s healthcare supplement, we explain the 
importance of having a robust data security strategy and the steps necessary to 
become an information security leader. Specifically:

 � The impact of technology and how it is transforming the way the 
healthcare industry operates

 � The barriers to better data protection

 � Cyber security’s strategic business value

Case studies - PwC Cybercrime US Center of Excellence

PwC recognizes that organizations today face unprecedented cyber security 
challenges. Companies must comply with existing and emerging regulations, 
identify and secure sensitive information that is constantly in motion, 
investigate breaches and data theft, manage the insider threat, and reduce the 
gamut of cyber security risks. 

Cybercrimes are committed by a multitude of offenders with various motives: 
opportunistic global hacker crews, corrupt insiders behaving badly, competitors 
seeking an advantage, organized criminal enterprises stealing for profit, and 
foreign governments seeking an economic or military advantage.

Read more at www.pwc.com/mt/cybersecuritypublications
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Notes
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