
In 2018, a set of legislation was enacted in
Malta intended to regulate activities based on 
innovative technologies such as distributed 
ledger (DLT or blockchain). The Malta Financial 
Services Authority (MFSA) licenses exchanges; 
ICOs; STOs and other financial operations 
running on a blockchain. An applicant is 
required to have the setup subject to a Systems 
Audit as part of the journey towards obtaining 
an authorisation by the MFSA.

Similarly, a solution based on a blockchain
may be recognised by the MDIA as long as
the applicant meets the standards and criteria 
defined by the MDIA. These requirements also 
need to be subject to a Systems Audit.

The MDIA has published guidelines that
define what is expected to be covered in a
systems audit. Systems Auditors must be
recognised by the MDIA to perform such audits.
Recognition by the MFSA or the MDIA
reflects a mark of quality, transparency and
compliance with a strict set of standards
supervised by these authorities. The systems 
audits verify that the applicants meet the 
requisite standards and continue to comply with 
the regulations. 

Systems Audits, as documented in the VFA
and ITAS Acts, as well as within the MDIA
Guidelines, involve a detailed review of the
organisation and IT setup to verify security
and transparency. 

The Systems Auditor is required to provide
the Authority with an opinion on whether the
ITA meets reasonable standards as set out
by the Authority. Typically, audits would be
required on an annual basis.

Several types of Systems Audits are defined, 
depending on the type of operation and whether 
the operation is live, or ongoing. 

Objectives of a Systems Audit include the 

following:

• Information Security
• Processing Integrity
• Availability
• Confidentiality
• Protection of Personal Data
• Functional Code Review 
• Secure Code Review
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Getting an Innovative Technology Arrangement
recognised by the MDIA or a Virtual Financial
Asset offering certified by the MFSA can be a
daunting task topped by the need for a 
systems audit following the guidelines 
established by the MDIA.

On the other hand, an operator has an interest
similar to that of the authorities to verify that the
arrangement is secure and reliable.

Information Systems Audit
A core team of information security

management specialists with decade  
of experience understand the balance

between setting up defences and 
facilitiating practical business operations.

Functional Code Reviews
Functional code reviews of smart 

contracts are performed by experienced 
secure coding personnel tasked  

with matching code functionality to 
blueprint specifications.

Blockchain Security Testing
A full range of security testing and 
blockchain security reviews by a  

certified team.

A Team of Subject Matter Experts

PwC has put together a team of specialised
subject matter experts, bringing a range of skills
to undertake the MDIA Systems Audit as
required by the VFA and ITAS Acts.
A comprehensive understanding of the
regulatory requirements combined with
technology expertise helps to make the process
efficient and manageable.

Follow us on:

Our Systems 
Audit Service Offerings


