Wael Fattouh, PwC Middle East Partner, Risk Assurance Services, talks to Saudi Gazette
about cyber-attacks and investing in security
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While companiesin the Middle East
are investingin security technology
and protectionsuch ascyber
insurance, theyare oftennot
supported by the people, processes
and governancerequired to provide
real security creatinga “false sense of
security”, according to Mike
Maddison, PwCMiddle East partner,
cyberservices leaderand head of risk
assurance services.

This year’s PwCMiddle East’s Global
State of Information Security survey
reveals thatthese challengesare only
likely toincreasein the region whilst
technology sophisticated is
continually expanding.

Accordingtothereport,businessesin
the Middle Eastsuffered largerlosses
than otherregions in the worldlast
year dueto cyberincidents, with 85%
respondentsin theregion comparing
to a global average 0f79%. Around
18%ofrespondentsin theregionhave
experienced more than5,000 attacks,
compared to a global average of only
9%rankingthe Middle Easthigher
than any other region.
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Many organisations in the Middle
East approach cyber security solely
as a technology problem and thatis
“simply notenough,” said Wael
Fattouh, PwCMiddle East Partner,
Risk Assurance Services. “Security
is an end-to-end issue and ignoring
any part of the chaincan
compromise the effectiveness of the
implemented measures,” he
explains. “Another common
misconception is when
organisations think that
compliance with security standards
is the same thing asbeing secure,
whichis not accurate. Compliance
helps anorganisationimplement
good practices, buttheyneedto fit
into a frame thatworksforthe
unique nature of the organisation
to be effective at securing it.”

Despitean annual increasein
strategicinitiatives to improve
security across businessesin
Saudi Arabia, it continuestobea
“hot target” for cyber criminals
given its geographical, political and
economic position in the region.

Companies often find it difficult to
identify whenan attackhastaken
place. Manyonly discoverit when
third parties or clients report
suspicious messages or requests for
funds. Asked aboutthe challenge to
detect early, Fattouh said the
reasonlies in investingin one
aspectofsecurity, suchas
technology, andignoringother
crucial ones such as peopleand
governance.

He further says, “Early detection
and effective handlingofincidents
requires a comprehensive and
integrated security plan thattakes
into accountall parts and
stakeholdersofan organization.
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It would notbe sufficientto have the
correct tools, governance, and
processesin placeifthe peoplein
the organisation are not trained to
deal with theincidents.”

The attacksrange fromthe direct
theft of datathrough hacking, to
coordinated spam emails and
“phishing” attempts. “Attackers are
becoming moreinnovative and are
using new kinds of attacks thatare
constantly evolving, soyoucan’t
look for outdated signs of attack
any more, your security and
detection methodshaveto also
constantly evolve,” he said.
“Virtually, everytype of cyber-attack
has been used against organizations
in the Middle Eastand so businesses
need tobeinformed ofthelatest
threatsand measuresto counter
them. Thisis where global
knowledge sharing and threats
information become critical.”

Thereis nolimitonthenegative
impacta cyber-incidentcanhave on
an organizationin today’s digital
age. Fromloss of critical client and
employee data, to financial losses
due to fraud ordisruptionof
business, thelist ofrisksis along
one. Eachcompanyhasa unique
digital risk exposure thatis closely
linked withthenature ofthe
organisation, and therefore it must
be fully and carefully identified and
mitigatedatall levels ofthe
organisation.
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