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US SOX Evolution

Compliance Financial Crisis Integration Intelligent Risk
Focused & Refocus Focused Management
* Negative reactions » Stabilized  Control environment « Digital transformation
: optimization efforts - Data analytics, Al etc.
« Compliance focused * Refocus on global P N
recession and  Enterprise risk * Responding to emerging
operational risks management risks - Cybersecurity,

Remote work, etc.
» Use of technology

- RPA
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What Department is In charge of managing SOX/IC compliance in your

Other

Legal/compliance

Internal audit

Financial reporting

Dedicated SOX/IC compliance team

organization?
. s
B

Iy 5%

I (>
I 36%

0% 5% 10% 15% 20% 25% 30% 35% 40%

45%

50%

(Source: 2020 State of the SOX/Internal Controls Market Survey, SOXPRO)
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What were some of the causes for control failures?

Others, 0.05

Unforeseen circumstance,
0.15

Poor control
design, 0.45

Human error,
0.6

control not properly
performed, enforced,
or monitored, 0.9

Control was overridden__——
or circumvented, 0.15

(Source: 2020 State of the SOX/Internal Controls Market Survey, SOXPRO)
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» Challenges What are your organization's top priorities for this year?
v US SOX 2Y5t= Critical audit matters NSNS 8%
2|£'7| ﬂ9—' SOX Program Strengthen organizational relationships N 1°%

=2 i M= SOX
Program 21t A2 ST

Control0f| &5 % Xts5&H 2
. i i i |
%!' EHE |—|'E|'|—|' - 9)\ 8 Risk of data integrity and transparency 15%

Identify control requirements for new accounting policies [N 13%

Reduce/enhance organization's risk management capabilities I 14%

Build on talent and skills I 23%
Replace legacy technology with new systems I 0%
Improve transparency into risk, issues and compliance [N 26%
Control automation 28%
Ensure compliance with SOX and other regulators I 36%
Increasing focus on cybersecurity and IT controls I 41%
Improve efficiency of the SOX function I 42%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

(Source: 2020 State of the SOX/Internal Controls Market Survey, SOXPRO)
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» Challenges Which of the following areas are you focusing on

N to add value to your SOX program?
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Modifying testing approach based on external auditor's reliance 2706
model

Control automation [N 44%

Control rationalization to reassess and potentially reduce key

controls I 539
Control optimization: improving control selection and related testing _ 60%
strategies 0
0% 10% 20% 30% 40% 50% 60% 70%

(Source: 2020 State of the SOX/Internal Controls Market Survey, SOXPRO)
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Sox EQo|=

° F
XL 2 Kk 5 A=A
_ AlEro| B3}
- -

2018 # 2AAH HE 0|2 St SYUTH AL

-

2021.06
Samil PwC Strictly Private and Confidential — S2



APAE S o8l : 271H] 89 28

I 20053 3@ PCAOB2| The Costs & Benefits of Sarbanes - Oxley Section 4040] [LF=H,
SOX QIO I8 H|8. 29| &4 0|0l OfH2| ZES OfsH5H0I0f ShCk QtFot 9l

o
| e Y

R7HEo| AR

Al=lH
Framework

Samil PwC Strictly Private and Confidential — S2

2021.06



2021 D|2fH2f

SEERRET P

| Protiviti®| Research 211 A{0]| (2, SOXO|| (2 H| AP HH| & 22| ZHOIM S| 12 Q4= Of 2ot 23,
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SOX Testing &3}

Human led
Excelt| A HAE H = =Hd

Human led
SQHEAME (Test 2T ) 2L
oo et =5 &7

Human led
R kA Bolst
ExcelOf A HE M=

Human led

HASE Y N2 (39 5) ey U
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ﬁ@@@@

This manual model is problematic

Human led
ee zrgde = Jd 42 Update

Human led

(2887 2F A "e‘ AI M EAE 23)

Human led

oo M2} ojH Y E= HEtE S5
E M5 A2} Follow up

Human led
Excelt| M H2E =3

Source: Journey to the future - Making digital SOX compliance a reality, July 2018
()REE L I|Q0| LEHOR J|&2 K| IoHs
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1) 2] SOX Testing

Human led

A4 S0 ot

Workflow technology (Al=~ 20 A
HAE A= =

Human led bot programming
HAE Al g

Bot function

Bot function
HAE X2 AA"0] B
9 HlAE 3

9 Workflow technology
Digital solutions (e.g. RPA, Al, analytics, macro/script
automation)

@ Information in various forms (e.g. ERP, shared folder,
spreadsheets, emails, screenshots, PDFs etc.)

Human led

Workflow technology (Al 2 B0 A
A HAE F#YE O Test 2 S EE

Human led
Workflow technology (A2 2hH M
Olfs o8 ol 2= #A

Bot function

Workflow technology® M HAEES RAMEED
EH £42 S8 EECY HE FH 2EE 734
(L= slZ2 2ol 28 flags2 EAD

Z8A| retesting® 8 BA|

Source: Journey to the future — Making digital SOX compliance a reality, July 2018
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0] 2] SOX compliance program

Samil PwC

Tech-enabled
AdE7 & scoping

Human led
FERZANERE $35D
Of mheh 9jd, =2 4= o
HEgss goolE & #ot

u}m%

Human led

2FE7t HAE &
(* H~E =2

Human led

BE, Ol 842

Hetsol g aj g 23

Tech-enabled
OlH|E &2 o Hgt

15
5
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e

Bot function

+59 SN HASE 98
OXE 254

Tech-enablad

s W gF 2 SAH H2E H
Aol 2HHE

(¢l : ERP, Enterprise Insights)

6 Workflow technology

Digital solutions (e.g. RPA, Al, analytics,

macro/script automation)

@ Other tech solutions

Source: Journey to the future — Making digital SOX compliance a reality, July 2018
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SOX compliance program] 47}2] F8. 4 AL}
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3l 2] Digital SOX lesson learned
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ICFR + BI Solutions — Key Benefits
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Corporate Model — Sourcing Mix
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