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Personal data security laws: status (APAC)

Japan

Taiwan

New
Zealand

P L

PwC

Act on the Protection of Personal
Information (APPI)

EU-Japan Economic Partnership
Agreement (EPA)

Personal Data Protection Act

New Zealand Privacy Act 2020

'New principle for disclosing personal
information overseas’

Privacy Amendment Bill, No. 292-1

The April 2022 amendments include expanding the scope of rights of
data subjects, limiting the scope of personal information that can be
provided to third parties under the opt-out clause, and establishing new
reporting and notification obligations in the event of a data breach.

The agreement promotes the concept of ‘Data Free Flow with Trust’, a
guiding principle for international cooperation on data flows.

Amendments to the Personal Data Protection Act (PDPA) officially came

into effect on 2 June 2023. Major amendments include:

» Establishment of the Personal Data Protection Board (Taiwan’s data
protection authority (DPA)), an independent oversight body for the
protection of personal data

* Increased fines for violations such as neglecting security measures
(20,000 yuan (approximately 90,000 yen) to 2 million yuan
(approximately 9 million yen) for private organisations that violate
security measures, and 150,000 yuan (approximately 670,000 yen) to
10 million yuan (approximately 67 million yen) for serious violations. (If
the violation is not remedied within the specified time limit, another fine
in the same amount as for a serious violation will be imposed.)

Principle 12 establishes new restrictions on cross-border disclosure of
personal information. Privacy breaches affecting a large number of
people can be litigated as a class action, and each plaintiff may be
obliged to pay damages of up to NZ$350,000.

Privacy Amendment Bill introduced in the Parliament in September 2023,
aims to amend the Privacy Act 2020 Key amendments include the
introduction of Information Privacy Principle (IPP) 3A, which requires
notice to individuals when their personal information is collected from a
third party, and the removal of the obligation to inform individuals of the
consequences of failing to provide requested information. The Bill also
updates response times for requests to amend personal information and
allows for the Information Commissioner's assessment of foreign privacy
laws. The bill's commencement date was amended from June 1, 2025, to
May 1, 2026, to give agencies time to prepare for the changes.

Enforced May 2017
Revised in June 2020
Fully enforced on

1 April 2022

1 July 2024

Enforced March 2016
Amendments effective 2 June
2023

Enforced December 1, 2020.

Enforced October 2020
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Personal data security laws: status (APAC)

China The Personal Information Protection Law (PIPL) appeals for the
protection of rights by adding ‘in accordance with the Constitution’ to the
Personal Information Protection legislative intent. The law is as strict as the GDPR in terms of individual Enforced 1 November 2021
Law (PIPL) rights, even allowing portability rights. The law sets restrictions on out-of-

country transfers, large platforms, and fines that exceed the GDPR's
maximum amount.

The Standard Contract Measures for Exporting Personal Information
have taken effect. These measures clarify the aim of implementing the
Chinese Standard Contract for the requirements of the Personal Information Protection Law (PIPL) and
Export of Personal Information (SC) stipulate specific conditions that personal information controllers and
processors transferring personal information across national borders by
using standard contracts must meet.

Effective 1 June 2023

Focuses on risks and threats in data security and establishes the
strengthening of data security operations by the state, data classification
and management, data security screening and risk assessment,
monitoring and early warning, and emergency response. Strict data
export controls and the duties and responsibilities of relevant actors are
also clarified.

Data Security Law Enforced 1 September 2021

Cyberspace Administration of China (CAC) published the Regulations.
The Regulations highlight that where a data processor provides personal
Regulations on Promoting and information overseas, it will be exempted from applying for a data export
Regulating Cross-border Data Flows  security assessment, entering into a standard contract and passing a
personal information protection certification if it is necessary to provide
personal information overseas.

Published in March 2024

The general data list and supporting operation guide for the cross-border
scenario data of Shanghai Pilot Free Trade Zone were announced.
Shanghai Lingang General Data List ~ The first batch of general data lists covers three fields: intelligent

on International Transfers (Volume connected vehicles, public funds, and biomedicine, and involves 11 May 2024
)EBhEAmE I AIEEE—f%%  scenarios such as multinational production and manufacturing of y
EER) intelligent connected vehicles, pharmaceutical clinical trials and R&D, and
- fund market research information sharing, and is specifically divided into
64 data categories and more than 600 fields.
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China The rules are new regulations governing public security video systems,
created to enhance public safety and protect personal information. They
define such systems, set installation requirements, and mandate security

Regulations on administration of and vendor management protocols, including a minimum of 30 days of
public security video information data storage followed by deletion. Prohibited activities include installing 1 April 2025
systems equipment on private property and tampering with the systems, with fines

ranging from 5,000 to 20,000 yuan for violations. Public security
departments will oversee the implementation and management of these
systems.

This is a law on the management of compliance audits regarding
personal information protection and requires personal information
handlers to conduct regular compliance audits, and those who handle the
data of more than 10 million individuals must be audited every two years.

Personal Information Protection In the event of particularly significant risks or large-scale data breaches,
Compliance Audit Management audits may be conducted by specialized organizations. Personal 1 May 2025
Measures information handlers, along with additional monitoring structures for large

Internet platforms, are required to support the audit process, correct

problems, and report them to the competent departments, and violations

will be dealt with in accordance with the Personal Information Protection
- Act and the Network Data Security Management Regulations.
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Australia The Australian Attorney-General's Department released its review of the

Act which includes 116 recommendations. The potential reforms cover a 1988

wide range of issues, from proposing the abolishment of the small

business exemption with several conditions, implementing new limits on Reforms under legislative
targeted advertising and including a suite of individual privacy rights. The  process

public comment on the proposed reforms is open until March 31, 2023.

Privacy Act 1988 Reforms

The Bill amends the Australian Communications and Media Authority Act

2005 to enable the Australian Communications and Media Authority to

disclose information to a non-corporate Commonwealth entity that is

responsible for enforcing one or more laws of the Commonwealth, the

Australian Information Commissioner Act 2010 to allow the Australian Passed in November 2022
information Commissioner to delegate certain functions or powers and

the Privacy Act 1988 to expand the Australian Information

Commissioner's enforcement and information sharing powers and

increase penalties for serious or repeated interferences with privacy.

Privacy Legislation Amendment
(Enforcement and Other Measures)
Bill 2022

The amendments to the Privacy act are known as the Data Availability
Data Availability and Transparency and Transparency (Consequential Amendments) Act 2022. This act
(Consequential Amendments) Act establishes a new data sharing scheme whereby Commonwealth bodies ~ Amendments enforced
2022 can share public sector data with state and federal governments and March 2022

public Australian universities. It also establishes the National Data

Commissioner to oversee the scheme.

The Act amends the Privacy Act, strengthens the OAIC's enforcement
capabilities, introduces children's online privacy and automated decision-
making regulations, and establishes statutory torts for serious privacy

Privacy and Other Legislation violations. It also creates new criminal offences for privacy violations,

Amendment Bill 2024 including doxing, carrying a maximum sentence of seven years'
imprisonment. The provisions of the Act, except for the statutory torts,
take immediate effect and commence on the date of promulgation or six
months after they come into force.

10 December 2024
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India The Act aims to regulate the processing of digital personal data in a
manner that balances the need to lawfully process data with the rights of
individuals regarding the protection of their personal data.

Digital Personal Data Protection Act, The enforcement date is in wait to be declared in the Official Gazette.

2023 The government is charting a phased timeline for the enforcement of rules
under the new Digital Personal Data Protection Law. The government
plans to hold several consultations to finalise upcoming rules for

| implementation.

11 August 2023

Indonesia The law includes fines of up to 2% of a company's annual revenue, the
potential confiscation of assets, and a stipulation that individuals could be
imprisoned for up to six years for falsifying personal data or up to five
Personal Data Protection Law (PDP)  years for collecting personal data illegally. The bill also authorises the Enforced October 2022
president to create an oversight body to enforce the law.
The law includes a two-year ‘adjustment’ period, but does not specify how
violations would be addressed during that phase.

The draft regulation provides an article-by-article clarification of the PDPL,
including, the meaning of ‘processing in good faith’, clarification on
violations, and processing of personal data on a large scale.
. . It will govern, among others, the rights and obligations of controllers and Published for public
implementing the Personal Data . ) . L .
. processors, data transfers, international cooperation, administrative comments
Protection Law (PDPL) . . . . . . )
sanctions, dispute resolution, the rights of data subjects, including the
[ ] right to object to automated decision-making, and data retention
mechanisms.

Draft derivative regulations to support

Hong Kong Applicable to both the private and public sectors. Establishes an outline
for the collection, handling, and use of personal information by data users.
The Personal Data (Privacy) Supplemented by provisions imposing further compliance requirements.
Ordinance (PDPO) On July 21, 2021, the Hong Kong Personal Data Protection Ordinance
was published for amendment. It prohibits the search and disclosure of
personal information and provides for criminal penalties.

Enforced 8 October 2021
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Singapore

Personal Data Protect Act (PDPA)
South Korea

Personal Information Protection Act
(PIPA)

Bill to amend the Personal
Information Protection Act (PIPA)

Partial amendment to the
enforcement decree of the PIPA

pwc Orange Text: Updates since April 2025

Under new amendments, the Commission’s power has been enhanced to
accept voluntary undertakings as part of its enforcement regime.
Additionally, the financial penalty cap which may be imposed on
organisations for breaches under the PDPA has increased from the
previously fixed S$ 1 million, to 10% of the organisation's annual turnover
in Singapore for organisations with annual local turnover exceeding S$10
million, whichever is higher.

The amendments include unifying the standards for processing personal
information, which are divided between online and offline, to suit the
digital environment while substantially guaranteeing the rights of citizens
as data subjects. With the proposed amendments, the PIPA would govern
issues in the automotive industry with particular reference to data
collection, consent, storage, and processing.

This bill is an amendment to the Personal Information Protection Act. The
Personal Information Protection Commission (PIPC) emphasized that the
bill applies to the protection of personal information of overseas
businesses that are currently required to designate a local agent under
PIPA. Specifically, if an overseas business operates in Korea, it must
designate a local agent and the overseas headquarters must manage and
supervise the local agent.

The Personal Information Protection Commission (PIPC) of South Korea
released partial amendments to the enforcement decree of the Personal
Information Protection Act (PIPA) on June 23, 2025. These amendments
aim to expand personal data transfer requests, clarify transmission
methods and enhance security measures. They also define the role of
data management institutions and mandate transparency in data
transmission processes. Public comments on these amendments are
open until August 4, 2025.

Amendments enforced
1 October 2022

Enforced 5 August 2020

Amendments effective from
15 September 2023

2 October 2025

In public consultation
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Philippines
Data Privacy Act (DPA)

Circular No. 2022-04

National Privacy Commission (NPC)
Circular 2023-05

National Privacy Commission (NPC)
’ Circular 2023-06

Bangladesh

Personal Data Protection Ordinance
2025

pwc Orange Text: Updates since April 2025

The powers of the National Privacy Commission were expanded,
including the authority to subpoena and impose administrative penalties.

This Circular issued by National Privacy Commission (NPC), sets out the
registration framework of Data Protection Officers and Data Processing
Systems. Under the Circular, personal information controllers and
personal information processors operating in the Philippines are required
to register with the NPC as long as they meet any of the conditions for
registration.

Outlines the prerequisites for organisations and certification bodies (CBs)
participating in the Philippine Privacy Mark (PPM) Certification Program.
The PPM Certification Program is an initiative by the NPC to assess
public and private organisations to ensure the secure and protected
processing of personal information in implementing their respective data
privacy and protection management systems.

Governs the security of personal data in the Government and private
sector. It provides updated requirements for the security of personal data
processed by a PIC or PIP.

The ICT Department of Bangladesh requested public comments on the
Personal Data Protection Ordinance, 2025, which applies to data-
fiduciaries and processors operating in Bangladesh or processing data
related to Bangladeshi subjects. The Ordinance defines key terms like
'child,' 'personal data' and 'consent," and outlines legal bases for
processing, data subject rights and principles for data processing. It also
grants authority to classify data and impose restrictions on publication,
storage, and transfer of personal data for security and confidentiality
purposes.

Enforced September 2012;
DPA Amendment Bill
approved on 4 February 2021

Effective 11 January 2023

15 March 2024

30 March 2024

In public consultation
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Thailand

Personal Data Protection Act (PDPA)

Regulations on Data Transfers under
Sections 28 and 29 of PDPA

Royal Decree on exemption of data
controllers duties

Criteria for protecting personal data
sent or transferred abroad according
to Section 28 of the Personal Data
Protection Act B.E. 2019, 2023

PwC

In addition to the provisions strongly influenced by the GDPR, and the

comprehensive regulation of the collection, use, disclosure and cross-

border transfer of personal data, the law stipulates that a DPO must be Enforced 1 June 2022
established when handling personal data above a certain volume, and

data breaches must be reported to the authorities within a time limit.

The Personal Data Protection Committee (PDPC) implemented rules on
the criteria for protecting personal data sent or transferred abroad
according to Section 28 and 29 of the PDPA. Section 28 refers to
Adequate Data Protection Standards determined by legal measures and
mechanisms as well as the regulatory authority of the destination country.
Section 29 refers to Binding Corporate Rules (BCRs) among affiliated
businesses and Appropriate Safeguards such as Standard Contractual
Clauses (SCCs)

March 2024

Among others, the Decree provides that when data controllers receive a
request for personal data from the National Anti-Corruption Commission
or assigned government agencies, the controller shall receive exemptions
from complying with the provisions of Chapters 2 and 3 of the PDPA.

14 January 2024

Relates to the transfer of personal data to a destination country or
international organisation that is deemed to have adequate data 24 March 2024
protection standards.
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Thailand Criteria for protecting personal data Provides certain criteria for the appropriate protection measures to be
sent or transferred abroad according  implemented in the absence of a policy or an adequacy decision 24 March 2024
to Section 29 of the Personal Data regarding the destination country or international organisation that
Protection Act B.E. 2019, 2023 receives the personal data transferred.

On 13 June 2024, the Personal Data Protection Committee (PDPC)

released a draft notification for public consultation on criteria for deletion
Draft notification on criteria for or destruction of personal data or de-identifying personal data. The draft
deletion or destruction of personal notification is set to clarify the criteria for the application of Section 33 of In public consultation
data or de-identifying personal data the Personal Data Protection Act 2019 (PDPA) regarding the right to

request that the data controller delete, destroy, or de-identify personal

data.
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Malaysia Personal Data Protection Act (PDPA)

Personal Data Protection
Amendment Act

General Code of Practice of Personal
Data Protection (General CoP)

Data Sharing Act

pwc Orange Text: Updates since April 2025

Regarding the collection of personal data, the data subject must be

notified in both English and Malay. Enforced November 2016

The act includes provisions such as:

- mandatory appointment of a data protection officer (DPO)

- mandatory data breach notification

- fines of up to MYR 250,000 (approx. $53,130), imprisonment for up to
two years, or both for non-compliance with data breach notifications

- an increase in the maximum penalty for breach of the principles under
the PDPA, from MYR 300,000 (approx. $63,760) and imprisonment of two
years to MYR 1 million (approx. $212,530) and imprisonment of three
years

The Act will enter into effect on a date appointed by the Minister of
Communications and Multimedia by notification in the Gazette.

1 January 2025
Partially effective

The General Code introduces new legal requirements for by data users

that fall within its applicable scope. It also seeks to provide best practice

recommendations with respect to the implementation of principles under

PDPA 2010.

Some of the new legal requirements include providing additional Enforced 15 December 2022
mandatory information in a personal data protection notice, complying

with data subjects’ written request not to process their personal data for

direct marketing within a reasonable time, maintaining a personal data

system and establishing a PDPA compliance framework.

The act establish a National Data Sharing Commission to oversee federal

binding data sharing policy and strategy and outline the conditions under

which data requests may be made for purposes of improving public sector

efficiency, responding to public health and safety threats, responding to April 2025
emergencies, and other purposes the commission determines are in the

public interest. It also includes provisions for denying requests and

ensuring the security and privacy of data.
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Sri Lanka

Personal Data Protection Act, No. 9
of 2022 (PDPA)

I

Vietnam
Decree No. 13/2023/ND on the

Protection of Personal Data (PDPD)

Law on Personal Data Protection

Brunei

Draft Personal Data Protection Order
(PDPO)

~a

pwc Orange Text: Updates since April 2025

The Gazette of Sri Lanka has repealed the enforcement dates for the
Personal Data Protection Act No. 9 of 2022, which were originally set for
March 18, 2025. The new Operative Date will be decided after the Act is
amended, with the Amendment Bill already approved by the Cabinet for
presentation to Parliament. The amendments aim to accommodate
greater technology choices, including Al, and consider public feedback on
draft regulations. The new enforcement date will be at least six months
later than the original date.

This is Vietnam's first-ever comprehensive data privacy law that will apply
to all manner of personal data processing in Vietnam. It is not technically
referred to as a law, but a ‘decree’ or ‘circular’. After it is implemented on
1July 2023, organisations have no grace period for compliance.

The National Assembly of Vietnam passed the Personal Data Protection
Law (PDPL) on 26 June 2025, effective 1 January 2026, ensuring legal
consistency and international compatibility. The PDPL provides
exemptions for small businesses and start-ups regarding impact
assessments and data protection personnel for five years, while
prohibiting seven specific acts related to personal data misuse. It allows
personal data transfers under certain conditions, such as consent and
organisational restructuring, and imposes penalties for violations,
including fines up to 10 times the amount obtained from illegal data sales
and up to 5% of the previous year's revenue for cross-border transfer
violations.

Personal data protection regulations comprehensively define the
obligations of data controllers, intermediaries, and processors, including
the obligation to appoint a DPO, to use personal data, to obtain consent
prior to processing, to limit the use of data for the purposes
communicated to data subjects, and to report any data breach to the
authorities within three days of its occurrence.

Enforced March 19, 2022

Effective 1 July 2023

1 January 2026

6 March 2025

Approved by the Minister of
Transport, Information and
Communication
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On 10 April 2024, the European Parliament announced that it adopted its
negotiating position on the additional procedural rules relating to the
enforcement of the General Data Protection Regulation (GDPR).
In its position, Members of the European Parliament (MEPs) emphasise
General Data Protection Regulation  the following complainant rights:
(GDPR) » the right of all parties to equal and impartial treatment;
» the right to be heard before any measure is taken that would have
adverse effects; and
« the right to procedural transparency, including access to joint case
files.

Enforced May 2018
New SCC published on 4
June 2021

On February 10, 2021, the European Council agreed to the final draft.
The Council and the European Parliament will negotiate the provisions of
the final draft. The draft amendment will replace the e-Privacy Regulation
2002, but the date of entry into force has not yet been determined.

e-Privacy Regulation Under revised draft review

The Data Governance Act (DGA) is a cross-sectoral instrument that aims
to regulate the reuse of publicly/held, protected data, by boosting data
sharing through the regulation of novel data intermediaries and by
encouraging the sharing of data for altruistic purposes. Both personal and

Data Governance Act non-personal data are in scope of the DGA, and wherever personal data June 2022
is concerned, the General Data Protection Regulation (GDPR) applies. In
addition to the GDPR, inbuilt safeguards will increase trust in data sharing
and reuse, a prerequisite to making more data available on the market.
Technical standards for cross-border The Europegr! Comm|§5|on has adopted .|mpllement|ng_regulatlons for the
European Digital Identity (elD) wallet, which include uniform standards for
elD Wallet ; A, .
technical features and a certification framework to ensure security and
Orientierungshilfe personal data protection. These rules aim to increase interoperability and November 2024

acceptability across the EU, provide users with local data storage and
privacy dashboards, and ban tracking and profiling. The regulations have
been published in the Official Journal of the European Union and will
come into force in 20 days.

der Konferenz der unabhangigen
Datenschutzaufsichtsbehdrden
“ des Bundes und der Lander
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European Health Data Space
Regulation (EHDS)

Draft extension of UK adequacy
decision

Law regarding cross-border GDPR
enforcement

pwc Orange Text: Updates since April 2025

The regulation lays down rules for secure health data exchange, use and
reuse to enhance healthcare and research, and ensure EU data
protection compliance. The European Health Data Space (EHDS) allows
healthcare professionals to access patient records across Member
States, while giving individuals control over their health data, including the
right to access, download for free and insert information into their records. 21 January 2025
The EHDS requires electronic health record systems to comply with the
European exchange format and outlines data subject rights, such as data
portability and the right to rectification under the GDPR. Restrictions may
also apply to protect individuals, and the EHDS details access obligations
and conditions for healthcare professionals.

The European Commission has published a draft technical extension of

the UK's adequacy decisions under the GDPR and LED, which would

extend the current adequacy period by six months from its expiration on

27 June 2025, until 27 December 2025. The extension will enable the

Commission to assess the impact of the UK's proposed amendments to Expire on 27 December 2025
the GDPR and the Data Protection Act 2018, both of which are in force.

Decisions 2021/1773 (GDPR) and 2021/1772 (LED) originally provided

for a four-year adequacy period for the UK to ensure an adequate level of

protection for personal data transferred from the EU.

The Council of the European Union announced an agreement with the

European Parliament on a law to enhance cooperation between national

data protection authorities for cross-border GDPR enforcement. The law

harmonises admissibility criteria for cross-border complaints and allows

organisations to receive preliminary findings before final decisions. It June 2025
introduces an early resolution mechanism for swift complaint resolution

and requires lead DPAs to share key issue summaries with counterparts.

Additionally, it simplifies cooperation procedures for non-contentious

cases to reduce administrative burdens.
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Belarus

Germany

Switzerland

Law on personal data

Federal Act on the Regulation of
Data Protection and Privacy in
Telecommunications and Telemedia
(TTDSG)

Regulation pursuant to Section 26
Paragraph 2 of the
Telecommunications Digital Services
Data Protection Act and amending
the Special Telecommunications Fee
Regulation

New Federal Act on Data Protection
(nFADP)

pwc Orange Text: Updates since April 2025

This is the first law specifically dedicated to personal data in Belarus. It is
aimed at the legal regulation of social relations arising from the
processing of personal data of individuals as well as ensuring the
protection of such data and the rights and freedoms of individuals in the
processing of their personal data.

The TTDSG regulates the protection of confidentiality and privacy when
using telecommunications services and telemedia services, such as
websites, messengers or smart home devices, and also changes the legal
framework for the use of cookies and comparable technologies,
implementing the requirements of the EU’s ePrivacy Directive into
national law.

This Ordinance is the Consent Management Ordinance based on Article
26 Paragraph 2 of the Telecommunications Digital Services Data
Protection Act (TDDDG), which regulates the obligations of certified
consent management service providers, the certification process for
consent management services, and the technical obligations of digital
service and search and display software providers. Certified services are
required to store user settings and voluntary integration by digital service
providers is permitted.

The new law will take full and immediate effect, such that there will be no
delay for data controllers and their processors to adapt. The scope of
application is consistent with the GDPR and will no longer apply to
corporate data. Sensitive information includes genetic and biological
information.

Enforced on 15 November
2021

Enforced on 1 December
2021

April 2025

Enforced 1 September 2023
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Finland

.

Sweden

Georgia

PwC

Data Protection Act of
Finland (Tietosuojalaki)

Regulations on sanction list checks

Data Protection Act 2023

Personal Data Protection Law

This is a supplementary implementation act of the GDPR. Enforced January 2019

In December 2023, Finland Parliament approved amendments to the

Data Protection Act. The amendments entered into force on January 1, Amendments enforced on 1
2024. January 2024

The Swedish Data Protection Authority (IMY) introduced new regulations

on October 29, 2024, allowing specific companies to conduct personal

data checks against sanctions lists without prior permission. This change

primarily benefits financial sector companies overseen by the Swedish

Financial Supervisory Authority, as well as firms in the security and Enforced 1 November 2024
defence markets under the National Inspectorate of Strategic Products

and the Swedish Radiation Safety Authority's supervision. The regulations

will be effective from 1 November 2024, and are accompanied by IMY-

issued guidance for implementation.

Mainly based on the General Data Protection Regulation (GDPR), but
also contains certain requirements, which are unique to Georgia.

The amendments are expected to be enforced by March 2024.

Some provisions of the Data Protection Act 2023 had already come into
effect upon publication. The provisions coming into force in March
include:

« principles related to processing;

» data subject rights;

» obligations of data controllers;

« obligations relating to data breaches; and

« conditions for international data transfers.

Amendments enforced on 1
March 2024

Approved by Parliament in
April 2024

Published in the Federal
Negarit Gazette on July 24,
2024

The bill outlines the data subject rights, the principles of personal data
processing and other conditions necessary to protect the rights of
individuals when personal data is processed and establishes an
independent supervisory authority.
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Data Protection Act (DPA)

UK General Data Protection
Regulation (UK GDPR)

Data (Use and Access) Act

NN L7
Al
Norway
General Data Protection Regulation
. (GDPR)
i

pwc Orange Text: Updates since April 2025

On 11 September 2023, the Department for Science, Innovation, and
Technology (DSIT) published draft amendments (the Amendments) to the
UK GDPR and Data Protection Act 2018 (DPA 2018) as well as an
explanatory memorandum on the Amendments. The amendments are
under discussion in UK Parliament. Among notable changes, the bill
changes the definition of 'fundamental rights and freedoms'.

It will increase fines for nuisance calls and texts to be either up to 4% of
global turnover or £17.5 million, whichever is greater.

Also, it will Introduce a simple, clear and business-friendly framework that
will not be difficult or costly to implement — taking the best elements of the
GDPR and providing businesses with more flexibility about how they
comply with the new data laws.

The Data (Use and Access) Bill, now an Act, amends the UK data
protection framework by introducing recognised legitimate interests for
processing, conditions for secondary processing, and provisions for data
subject access requests and automated decision-making. It allows
processing for national security, emergencies and democratic
engagement, and considers new purposes compatible with original data
collection under certain conditions. Controllers must respond to data
subject requests within one month, extendable by two months for complex
cases, and must notify data subjects of any delays. Automated decisions
require safeguards, including informing data subjects and allowing human
intervention. The Act also sets conditions for international data transfers,
ensuring protection standards are not lower than those in the UK.

On 6 July 2018, the European Economic Area (EEA) adopted the General
Data Protection Regulation with a Joint Committee Decision. In Norway,
the Personal Data Act including the GDPR entered into force on July 20,
2018.

DPA Enforced in 2018;
IDTA and addendum to New
EU SCCs enforced on 21
March 2022

Amendments under
discussion in Parliament

June 2025

May 2018
New SCC published on 4
June 2021
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Netherlands

Data Regulation Implementation Act

Bill to require publication of Dutch
data protection authority (AP) fines

pwc Orange Text: Updates since April 2025

The draft Act applies to both personal data and non-personal data and is

applicable to data holders, who are considered legal persons who have

the right or obligation to use or make data available. The draft Act Under legislative review
provides rules for the use and access to data from connected products

and switching between different providers for data processing activities.

The Netherlands introduced Bill 36264-9 to amend the GDPR
Implementation Act, requiring the Dutch data protection authority (AP) to
publish administrative fines unless certain conditions are met, such as
disproportionate damage or ongoing investigations. The amendment aims
to increase the visibility of the AP, deter GDPR violations and allow
organisations to learn from each other.

Under legislative review
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Saudi ) The PDPL applies to personal data processing activities in Saudi Arabia
Arabia I(D:B?Sal Data Protection Law and also covers the processing of personal data of Saudi residents from September 2023
outside Saudi Arabia.

These regulations clarify the legal bases for processing personal
information, circumstances in which individual consent is required, and
incident notification. They emphasise that individual consent is required
for automated processing.

Data Protection Interim Regulations September 2023

These regulations have detailed provisions for the overseas transfer of
personal information, including transfers based on an evaluation of the
Data Sharing Interim Regulations legal system of the destination country, security measures, standard September 2023
contracts, and binding regulations. It also clarifies the circumstances
under which an overseas transfer must be terminated.

The draft rules clarify the cases in which the controller must appoint a

DPO:

- if the controller is a public entity that provides services involving the
Rules for the Appointment of a processing of personal data on a large scale;
Personal Data Protection Officer - if the controller's core activities are based on processing operations that, In public consultation
(Draft) by their nature, require regular and systematic monitoring of data

subjects; and
- if the core activities of the controller are based on the processing of
sensitive personal data.

The amendments set out the procedures and standards for assessing the
level of personal data protection outside Saudi Arabia. The amendments
also state that controllers are exempt from complying with the
requirements of Article 29(2)(b) and 29(2)(c) of the PDPL if they
implement the following appropriate safeguards:

- Standard Contractual Clauses (SCCs);

- Binding Common Rules (BCRs); or

- certificate of accreditation.

The implementing Regulation for
Personal Data Transfer outside
the Kingdom

August 2024
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Saudi
Arabia

Proposed Amendments to the
Implementing Regulation of the
Personal Data Protection Law

pwc Orange Text: Updates since April 2025

The proposed amendments would include the following changes:

- Align the definitions of terms used in the Implementing Regulation with
those used in the PDPL.

- Establish that information to data subjects must be provided in an
appropriate and simplified language.

- Provide that privacy policies must be presented to each category of data
subjects whose data are processed in a language consistent with the
language normally used to provide the service or product.

- Simplify the rules on direct marketing by removing the requirement that
all direct marketing messages must clearly identify the sender.

- Eliminate the possibility of sending direct marketing to data subjects on
the basis of prior communication with the data subject.

- Remove the requirement on the minimum content of processing records
and remove the requirement to keep them in writing.

- Add a requirement for registration in the National Register of Data
Controllers.

- Add a deadline of 10 business days for data controllers to respond to
requests from the SDAIA regarding compliance with the PDPL.

In public consultation
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Israel

§

PwC

Privacy Protection Law

Privacy Protection Regulations on
transfers from the EEA

Privacy Protection Bill (Amendment
No. 14)

The Constitution, Law and Justice Committee of the Israeli Parliament
approved the adoption of the draft Privacy Protection Regulations
(Instructions Regarding Information Transferred to Israel from the
European Economic Area). The regulations introduce specific obligations

on Israeli controllers and the corresponding rights to data subjects. The Takes effect in stages from 7
obligations under the Regulations will enter into force in three phases: August 2023 to 1 January
* 7 August 2023 for ‘new’ EEA data transferred to Israel on or after 3 2025
May 2023;
* 7 May 2024 for ‘old’ EEA data already transferred prior to 7 May 2023;
and

* 1 January 2025 for Non-EEA data.

The draft Privacy Protection Bill (Amendment to the Law on the Right to

Privacy and its Protection, Enhanced Version) has been finalised.

Amendment 14 will enter into force 12 months from its publication. The

amendments consists of database manager requirement, extensive

investigative and enforcement powers added for the Privacy Protection Approved on 21 July 2024
Authority (PPA), new substantial administrative fines etc.

Amendment 14 will be re-numbered as 13 and is currently scheduled for a

final vote at the Parliament (Knesset) assuming that the legal counsel of

the Knesset completes the final drafting.
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Qatar On December 21, 2021, the Qatar Financial Center Authority published

Data Protection Regulations 2021; Data Protection Regulation 2021 and Data Protection Rule 2021. The Issued on 21 December 2021

’ Data Protection Rules 2021 new rules will enter into force on May 21, 2022 after which the current Enforced June 2022
Data Protection Regulation and Rule 2005 will expire.
Morocco The law regulates automatic and some manual processing of personal
. data and sensitive personal data. It aims to provide the same level of
Il-nadvivvi':ﬂ'a?sgvx(l)i’iogethgrsl;gt?k?son of protection as the EU's GDPR for personal data, with the exception of the
Processing of Pers?)nal Data right of deletion and portability. It provides for penalties of up to 6 months 2009

in prison and MAD 10,000 to MAD 50,000 for violations.

(Data Protection Law) The National Control Commission for the Protection of Personal Data

- (Commission Nationale de Contrdle de la Protection des Données a
Caractere Personnel) (the ‘CNDP’) is responsible for enforcing the law.

Implementing Decree no. 1-09-15

Tunisia The law applies to personal data processing activities within Tunisia. Data
subjects have the right to access, rectification, deletion, and notification,
but they do not have the right to object, opt-out, or portability to the
collection or processing of their personal data. Notification can be July 2004
regarded as consent. The National Authority of Data Protection (INPDP)
is responsible for the law enforcement.
For violation of the prior notification requirement, a penalty of one year in
prison and TND5,000 (approximately 220,000 yen) is imposed.

Organic law No. 63 - 2004
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South
Africa

=

UAE

Kenya

Rwanda

I@

PwC

Protection of Personal Information

Act (POPIA or POPI)

Federal Decree No. 45 of 2021 on

the Protection of Personal Data

Data Protection Law No. 5 of 2020
(Dubai International Financial Center

(DIFC))

Data Protection Act

Law relating to Personal Data
Protection and Privacy

In February 2023, the regulatory authority issued an invitation for public
comments on its Draft Rules of Procedure for the Enforcement Committee
in terms of Section 92(2) of POPIA. Interested parties were asked to
provide their feedback on or before 24 March 2023.

The rules are expected to be finalised within 2023.

Covers the processing of personal data of data subjects within the UAE,
regardless of the location of the data controller or data processor.

Dubai International Financial Center (DIFC) enacted amendments to its
Data Protection Law, which came into force in September 2023. The
amendments aim to introduce first framework in the Middle East to
address the processing of personal data using autonomous and semi-
autonomous systems, such as artificial intelligence (Al) or generative
machine learning (ML) technology.

In early April 2021, the draft regulations were released, which, if passed,
will form part of the Act. The Draft Regulations are:
i. the Data Protection (General) Regulations;
ii. the Data Protection (Compliance and Enforcement) Regulations; and
ii. the Data Protection (Registration of Data Controllers and Data
Processors) Regulations
The General Regulations and the Compliance Regulations became
effective on 17 February by gazette notice. The Registration Regulations
will become effective in July 2022.

Rwanda'’s law on the protection of personal data and privacy was officially
gazetted on 15th October 2021. One of the tenets of this law is the clear
and unambiguous consent of an individual to the collection, storage, and
processing of personal data, which is a fundamental right.

The compliance period ends on 15th October 2023.

Enforced 1 July 2020

Enforced 2 January 2022

Enforced September 2023

November 2019

General Regulations and
Compliance Regulations: 17
February 2022

Registration of Data
Controllers and Data
Processors Regulations: July
2022

Passed on 15 October 2021
Compliance period till 15
October 2023
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Turkey Turkey is a party to the Convention for the Protection of Individuals with
regard to Automated Processing of Personal Data of 1981 of the Council
of Europe. The Convention was published in the Turkish Official Gazette
in March 2016 and became domestic law.

Personal Data Protection Law (PDPL)  The PDPL provides for six months to four years in prison and an

- Law No. 6698 administrative penalty of between 5,000 Turkish Liras (about $40,000)
and 1 million Turkish Liras (about $8 million) for violations ) administrative
penalty for each violation. In addition, in certain sectors (e.g., information
and telecommunications), the PDPL may be individually stipulated at 3%
of annual net income.

October 2016

Turkey's data protection authority issued a notice on amendments to
Article 9 of the Law on the Protection of Personal Data concerning
personal data transfers abroad. The amendments allow for organisations
to utilise standard contractual clauses and permit binding corporate rules  July 2024
to transfer personal data outside of Turkey. The KVKK created several
forms for entities using either method of transferring data to be stored on
file with the agency.

Amendments to Article 9 of the Law on
the Protection of Personal Data
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Russia Amendments to Federal Law of 27 The revised law requires telecommunications carriers to obtain the
Julv 2006 No. 152-FZ on Personal consent of subscribers prior to selling their data, which includes data such
Da%/a ' as phone number, gender and age. In other words, without consent, the

transfer of personal data is prohibited.

Enforced on 1 March 2021

The law proposes that consent for personal data processing must be

separate from other terms of service, aiming to end the practice of
Draft law on personal data processing = embedding consents within larger documents, which can lead to
and consumer rights protection, No. excessive data processing. Additionally, the draft law amends the Law On 1 March 2025
679980-8 Protection of Consumer Rights to prevent sellers from denying access to

information if consumers refuse to provide personal data, except where

legally required.

The law is to amend the Federal Law On Personal Data and the Federal
Law On Conducting an Experiment to Establish Special Regulation
to Create the Necessary Conditions for the Development and
Implementation of Atrtificial Intelligence Technologies in the Constituent
Entity of the Russian Federation — the City of Federal Significance
Federal Law No. 233-FZ Moscow — and Amending Articles 6 and 10 of the Federal Law August 2024
On Personal Data

The objective of the law is to ensure the exchange of anonymised data

between business and the state; to train artificial intelligence models;
- to reduce the volume of processed personal data, to increase its security.
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Nigeria

Draft General Application and
Implementation Directive (GAID) for
the Nigeria Data Protection Act
(NDPA)

Oman

Personal Data Protection Law
(PDPL)

Slovenia

Personal Data Protection Act
(2vOP-2)

PwC

The Nigerian Data Protection Commission (NDPC) published the General
Application and Implementation Directive (GAID) of the Nigerian Data
Protection Act (NDPA) on 20 March 2025 to provide guidance on the
processing of personal data. The GAID clarifies the purpose, scope and
application of the NDPA, including data protection rights for various
categories of data subjects. It mandates collaboration between the NDPC
and public authorities, outlines compliance measures for data controllers

and processors, and defines significant entities with additional obligations.

The directive also contains provisions on data protection officers, data
processing principles, data subject rights, cross-border data transfers,
exemptions, and gives the NDPC powers to enforce compliance and
penalties for non-compliance.

The PDPL repeals and replaces Chapter Seven of the Electronic
Transactions Law which were much limited in data protection regime.
PDPL sets stricter standards for data privacy and protection and further
attempts to increase awareness around the importance of data protection
compliance.

The Ministry of Transport, Communications and Information Technology
is responsible for implementing the PDPL.

The Slovenian National assembly passed the Act in December 2022 and
it is enforced from January 2023.

The act includes provisions for transmission of personal data in the public
and private sector, regulation of biometrics, personal data processing for
research, archival and statistical purposes, and more.

Published on 20 March 2025

Enforced February 2023

Enforced January 2023
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Canada

i1+l

PwC

Personal Information Protection and
Electronic Documents Act (PIPEDA)

Act respecting the protection of
personal information in the private
sector (PPIPS) (Quebec Bill No. 64)

Freedom of Information and
Protection of Privacy Amendment
Act, 2021 (British Columbia Bill No.
22)

Quebec's Law 25

An Act to modernize legislative
provisions as regards the protection
of personal information

Act respecting the protection of
personal information in the private
sector

Draft regulation for ‘respecting the
anonymization of personal
information’

The Personal Information Protection and Electronic Documents Act
(PIPEDA) is Canada’s main federal law pertaining to privacy issues. It
covers the collection, use, and disclosure of personal information in
commercial activities.

The Digital Charter Implementation Act (Bill C-27), which is in legislative
procedure, aims to amend the PIPEDA along with other acts.

The Act is known for modernizing legislative provisions as regards the
protection of personal information. It was amended and adopted on 22
September 2021.

The first set of requirements came into force on the same day, while most
part of the act will come into force by 22 September 2023, except the right
to portability which will come into force on 22 September 2024.

This bill made significant amendments to British Columbia’s Freedom of
Information and Protection of Privacy Act (FOIPPA) that were enforced on
25 November 2021. Two additional amendments regarding data breach
notification and Privacy Management Program came into force on 1
February 2023

Law 25 empowers Quebec's data protection authority, the Commission
d'accés a l'information du Québec, to enforce several new requirements,
including conducting privacy impact assessments before transferring
personal data outside the province and enhanced transparency
requirements.

The Act applies to personal information, whether the enterprise keeps the
information itself or through the agency of a third person, whatever the
nature of its medium and whatever the form in which it is accessible,
whether written, graphic, taped, filmed, computerised, or other.

The draft law, published 20 Dec. 2023, would require public bodies and
applicable private entities to adequately anonymise all personally
identifiable information it collects and spells out the criteria under which
such anonymised information can be used for processing purposes. The
draft regulation is currently under a 45-day public comment period.

Enforced May 2019

To take effect from
22 September 2023

Enforced 25 November 2021.
Additional amendments
enforced 1 February 2023

Enforced in parts
from September 2021
to September 2024

To be amended 25 October
2024

Under public consultation
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Panama

-

Ecuador

PwC

Law no. 81: Ley sobre Proteccion de
Datos Personales
(Data Protection Law)

Ley Organica de Datos Personales
(Data Protection Law)

Law No. 81 on Personal Data Protection governs the principles, rights,

obligations and procedures in relation to the protection of personal data

in Panama. It also provides for

» consent procedures for the processing of personal data;

» obligations for the cross-border processing of personal data
originating in Panama;

» a Personal Data Protection Council with advising power and
functions.

The law is based on the GDPR and requires data controllers to

implement safeguards to protect personal data, appoint a data protection

officer and provide notice to individuals before processing certain

personal data. It also

 establishes a national data protection authority;

 regulates cross-border data transfers; and

» provides Ecuadorians with the rights to request access to, amendment
of and deletion of their personal data.

Enforced 29 March 2021

Approved on 10 May 2021
Compliance period till May
2023
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Argentina

Personal Data Protection Act 25.326
(PDPA)

(Ley de Proteccion de los Datos
Personales)

Bill amending personal data
protection law

Resolution 198/2023 Approval of
Standard Contractual Clauses
(SCCs) for international data
transfers

IG‘I

pwc Orange Text: Updates since April 2025

The Argentine Data Protection Authority (AAIP) is the law enforcement
agency.

There are three levels of infringement: basic, medium, and serious.

The Data Protection Law was enacted in 2000 and is currently
undergoing public comment on proposed amendments. The proposed
amendments include extraterritorial application, a legal basis for data
processing modeled after the GDPR, protection of minors, notification of
incidents to the DPA within 48 hours, and penalties ranging from 2% to
4% of global turnover for the maximum previous fiscal year.

On 5 April 2023, the AAIP published its 2022 management report, which
includes a new Personal Data Protection Bill that is largely in line with the
draft bill released in November 2022.

Enforced Year 2000
(Amendments under
consultation)

The Chamber of Deputies in Argentina has initiated a public consultation
on a draft law aimed at establishing a framework for personal data
protection, which would replace the existing Personal Data Protection Act
of 2000. The proposed law applies to both domestic and foreign entities
processing data related to individuals in Argentina, including Al systems,
and outlines data protection principles such as lawfulness, purpose In public consultation
limitation and transparency. It provides lawful bases for data processing,
data subject rights and specific organisational obligations, while
designating the Argentinian data protection authority as the enforcement
body. The law includes staggered implementation and transition periods
for compliance, with public comments open until July 25, 2025.

The Argentinian data protection authority (AAIP) published Resolution
198/2023 in which it approved Standard Contractual Clauses (SCCs) for ~ October 2023
international data transfers.
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Brazil

PwC

Lei Geral de Protecao de Dados
(LGPD)
(Data Protection Law)

Resolution No. 18/2024
(Resolution CD/ANPD No. 18 of 16
July 2024)

Resolution CD/ANPD No. 19 of 23
August 2024;

Data Transfer Regulation and
Standard Contractual Clauses
(SCCs).

The law defines any information that identifies an individual, such as an online
identifier, as personal information, and it also protects information that could lead
to discrimination, such as religious or political ideological beliefs. The Brazilian
National Data Protection Agency (ANPD) is the law enforcement agency.

The DPO set up by a company can be handled by the company's internal
organisation or outsourced. Individuals are given GDPR-like rights, and penalties

Partially effective from
16 August 2020
Remaining provisions
effective from 1

ranging from a warning to a maximum of R$50 million (approximately $1.3 billion) August 2021.
are stipulated for violations.

The resolution approves regulations covering the actions of data protection

officers (DPOs).

Among others the regulation provides that data controllers must:

- appoint a DPO through a formal act, which means a written, dated, and signed 16 July 2024
document;

- determine the necessary professional qualifications for the DPO role; etc.

The resolution comes into effect immediately.

The Regulation includes guidelines for international data transfers:

- ensuring compliance with principles, data subject rights, and a level of

protection equivalent to that provided for by national legislation, regardless of the

country where the personal data subject is located;

- adopting simple procedures, preferably interoperable, and compatible with

international standards and best practices;

- promoting the free cross-border flow of data with trust and promoting social,

economic, and technological development, while respecting data subject rights;

- maintaining accountability and reporting through the adoption of effective August 2024

measures capable of promoting compliance with the General Personal Data
Protection Law (LGPD);

- implementing effective transparency measures that ensure that data subjects
are provided with clear, precise, and easily accessible information about the
transfer, taking into account trade secrets; and

- adopting best practices and appropriate prevention and security measures
compatible with the nature of the personal data processed, the purpose of the
processing, and the risks involved in the operation.
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Peru

Mexico

Draft Regulation of Law No. 29733
on Personal Data Protection

Bill creating the National Authority for
Transparency, Access to Public
Information and Protection of
Personal Data

Law No. 32323 amending the
Consumer Protection Code

Bill to reform the Federal Law on
Protection of Personal Data Held by
Private Parties (Ley Federal de
Proteccion de Datos Personales en
Posesion de los Particulares (FDPL))

Personal Data Protection Act

(Bill No. 11144-07 Regulating the
Processing and Protection of
Personal Data and Creating the Data
Privacy Authority)

pwc Orange Text: Updates since April 2025

This draft aims to raise the regulatory standards for the protection of personal
data compared to the previous regulations.

The draft includes, among others, the obligation to submit data breach
notifications in the event of security incidents affecting personal data; and the
obligation to undertake a Data Protection Impact Assessment (DPIA) in certain
situations.

On June 9, 2021, the Council of Ministers approved a bill creating a National
Agency for Transparency, Access to Public Information and Personal Data
Protection.

The law amends Peru's Consumer Protection Code to extend telemarketing
prohibitions, banning call centres, automatic systems, and bulk texts for
promotions unless previously requested by consumers. It mandates that
consumer consent for direct marketing be free, informed, express and revocable
at any time without justification. Violations of these prohibitions are deemed
serious, and the Executive branch will set additional rules to help identify spam
calls.

On April 29, 2021, a bill was introduced to reform and add various provisions to
the federal law on the protection of personal data held by private entities with
respect to covered territories.

Chile's government passed the Personal Data Protection Act 26 Aug., which
aligns the country's data protection regime with the EU General Data Protection
Regulation. The law establishes a national Personal Data Protection Agency,
which has the enforcement power to levy fines up to UTM5,000 per violation. The
new PDPA enters into force 24 months from its publication date.

Published for public
comments

In legislative process

10 May 2025

FDPL enforced in July
2010

Reform bill in
legislative process

December 2026
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