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RIS : DarkSide DEIRIBMBEELS

Affiliate programme DarkSide 2.0 Ransomware

(© 09.03.2021
@ o | Welcome to DarkSide 2.0] - vy

darksupp (O Who are we?

Welcome to Darkside Our product is aimed only at large companies.

m You can read more here:

Registration:

Posts: Beware of the sinister New <Dark Side>
Reactions: $1 million cyber threat

it - Nem audissi cum sam quidebi tatiscimet dolupta ditatem fa
DepOSIt' B autem. Itatur sit, to est, nem faci te dit volendam aperspi ct
voluptatet odiorehendi velibus, nonsedis etur? Qui vellabor

29 : REvil

Affiliate programme

@ (5 05.06.2020

Welcome to our public tools channel.
Recent campaigns include:

Unknown (O
$$$

Registration:

Forbes

Posts: W Ransomware crooks start selling details
Reactions: r &8 Nem audissi cum sam quidebi tatiscimet dolupta ditatem f4

autem. Itatur sit, to est, nem faci te dit volendam aperspi ct
voluptatet odiorehendi velibus, nonsedis etur? Qui vellabor

Deposit: |

EIR10 : LockBit 2.0D[LEE — AT 3 X F—LICH I SRt e DB
H& ik

Encryption speed comparative table for some ransomware - 02.08.2021
PC for testing: Windows Server 2016 x84 | B core Xeon E5-2680@2.40GHz | 16 GB RAM\ §SD

Aoy Speedin  Time spentfor Time spent for The number of the
o Dateofasample  megabytes  encryption  encryption  Selfspread  Size samplein KB  encrypted files (All file
per secan d of 100 GB of 10 T8 In a system 267472)
LOCKEIT20 5 Jun, 2021 I73IMBIE 4M285  TH26M 408 Yes 855 KB 109964
LOCKEIT 14 Feb, 2021 266 MBIs. 6M 165  10H 26M 405 Yes 146 KB 110029
Cuba 8 Mar, 2020 185 MB/s awm 16H No 1130K8 110468
BlackMatter 2 Aug, 2021 185 MB/s am 16H No 67 KB 111018
Babuk 20 Apr, 2021 166 MBis 10Mm 16H 40M Yes T9KB 109969
Sodinokibi 4.Jul, 2019 161 MBis 1M 18H 20M No 253KB 95490
Ragnar 11 Feb, 2020 161 MBis. 1M 18H 20M No 40KB 110651
NetWalker 19 0ct, 2020 151 MBIs 1M 18H 20M No 902 KB 109892
MAKOP 27 Oct, 2020 138 MB/s 12mM 20H No 115KB 111002
RansomEXX 14 Dec 2020 138 MBis 1™ 20H No 156 KB 109700
Pysa 8 Apr, 2021 128 MB/s 13M 21H 40M No 500 KB 108430
Avaddon 9Jun, 2020 118 MBIs 14m 23H 20M No 1054 KB 109952
Thanos 23 Mar, 2021 119 MBIs 14m 23H 20M No 91KB 81081
Ranzy 20 Dec, 2020 111 MB/s 15M 1D 1H No 138 KB 109918
PwndLocker 4 Mar, 2020 104 MB/s. 16M 1D 2H 40M No 17KB 109842
Sekhmet 30 Mar, 2020 104 MB/s 16M 1D 2H 40M No 364 KB random extension
Sun Crypt 26 Jan, 2021 104MB/s. 18M 1D 2H 40M No 1422 KB random extension
REvil 8 Apr, 2021 98 MB/s 1™ 1D 4H 20M No 121 KB 109769
Conti 22 Dec, 2020 98 MB/s 1m 1D 4H 20M Yes 186 KB 110220

Hive 17 Jul, 2021 92 MBls 18M 1D6H No 808 KB 81797
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Colonial Pipeline1 > 7> h&2E%
ToMFE LT ST LTI TORT LA
Ic g2 FBCENDEED. 7T0)
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B148. EEI+—5L XSS OERE

Affiliate programme REvil

No more ransom! Friends, ransomware and related

BN\ UTOLSBEZAHZHIFRLT. programs are now banned on our forum. More
: specifically:

o FIANIARRF—LDEE
e * Ransomware affiliate programs

o SIHLUITDLYEIL REnIO » Ransomware for hire

Registration: * Selling ransomware software

© Ovh— (GYHLYIT) VIbo | R
Eﬁ% Reactions:
: Deposit:

Any posts which break this rule will be deleted.
Fortunately, we>ve only discovered a few.

HIFRIEHICOVWTEEE L DD
DEHZZEFTVWEH, BEERRIVH
I3 VY LIITIE TR TEETH |
DIEFEPERICKZIREBLHEVHWVWT | ERIS: AHOEEEBLR Exploit) EEE

W3] Ctfeofco 774U RRE—
.L\fJ‘\E ':E-J' INTWELESDESOD EEE Affiliate programme ????
TA—5LTH3 TExploit] H. FHED
FCCS LI-E S ITE] =%,
BRZHEIFTISLEESISERLE | © May 14 2005
TIVIARRE—LDEIE (ban) A Hi everyone,
& SV LIITERTIZ—DTA— We are happy [to welcome] pentesters, specialists, developers.
SLhS @}jF [g% ICETIEES GBI SD : But we dont welcome ransomware software (lockers), as it
- N N : attracts too much attention. The activity [of ransomware] is
DD, —5B ‘i?ﬁ@%%ﬁ%@( INhic. 15'] 1154 not attractive to us because anything and everything (i.e.
Z ¥, White Ursial¥. REvilZ7Z714U I Registration: without erIter) gets er;crypteé:i. We thinlk the prhesence olf locker
_ " I\ - : partnerships on our forum does not align with our goals.
TRRF—LEBMML. FFARICTE) | | .
t’%i@ L. %@fﬁ\ TA—SLDAIN— Reactions: It was decided to remove all [ransomware] partnership

solicitation and to forbid it as an activity in our forums.

Sy T ERRICF vl LT, White Deposit:
Apepld. DarkSide; S>HLYxT7
BRAERTTHLRERL. ILITT7D
BEF—=RBLE" LHL. White
Janus (B : LockBit) Z2THOE | mz14 : white JanusU—591 Mo BEERBOBELS
Bk, XUN—SuTEMERL, BRE

BMOBREHE ) —IYIMIBTOH | CONDITIONS

All locker related threads will be deleted.

[Ransomwarel LockBit 2.0 is an affiliate program.

Affiliate program LockBit 2.0 temporarily relaunch the intake of partners.

The program has been underway since September 2019, it is designed in origin C and ASM languages without
any dependencies. Encryption is implemented in parts via the completion port (//0), encryption algorithm AES +
ECC. During two years none has managed to decrypt it.

Unparalleled benefits are encryption speed and self-spread function.

The only thing you have to do is to get access to the core server, while LockBit 2.0 will do all the rest. The launch
is realized on all devices of the domain network in case of administrator rights on the domain controller.

Brief feature set:
* administrator panel in Tor system;

. ication with the via Tor, chat room with PUSH notifications;
* automatic test decryption;
. ic decryptor ion;

* port scanner in local subnetworks, can detect all DFS, SMB, WebDav shares;

* automatic distribution in the domain network at run-time without the necessity of scripts;
* termination of interfering services and processes;

* blocking of process launching that can destroy the encryption process;

* setting of file rights and removal of blocking attributes;

* removal of shadow copies;

* creation of hidden partitions, drag and drop files and folders;

* clearing of logs and self-clearing;
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HHISIEREBEENRLEIN—F
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S TExploit] % XSSy @ TKE&H

BIR15 . EFREADERTIF—ICEBRITRE—DEELE

¥ 2U—=3>R] BREDEI>IVIC J Need Pentester

?Eﬁén—czao\ ﬁt/y?ﬁ?ﬁ%%&”% By INEEEEE October 12 in |Job] - search, execution of work
CEBMBLT W BEICIE. 5>

GLYITEAOLDICEENTON

TWBCLEHESNTOED SO | I oo

by = kilobyte
D % < g%%ﬂ%ﬁﬁ@ﬂ%ﬁ% ”EJLR =D W o9 As the topic is not deleted, 1 pentester is required. Knowledge of Active Directories, Bloodhound. Experience of
g ‘i\ 1—)( BID 7 7+ JITA I‘X* — LD working with Cloud, Tape is required. Contact via private message.
: Salary $5,000 to $100,000
BERODOLELIL TV : J i
Edited October 25 by
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o7

+ Quote
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‘AEV?'B T_‘ Forums

New posts  Find threads

R

§ [Private Group] Currently looking for more members | Daily work is given
greymatter - Nov 7, 2021

¥ What's new &\ Members

Search forums  Mark forums read

Watched

ALPHV-ng RaaS HOBOTO NMOKO/IEHUA.
ransom - Dec 9, 2021

[RaaS] AvosLocker - Partnership Program Windows/Linux/ESXi
Avoslocker - Nov 8, 2021

Proxyshell Downloader+KeywordSearch+Sendmail [MSExchange]
66 - Dec 8, 2021

MapTHEpka no nokepy Sugar / Sugar locker Partner
gustavedore - Nov 11, 2021

Conti's Elite Team Looking For Pentesters & Accesses 80/20
JordanConti - Nov 11, 2021

[RaaS] Private Patner Program / fA A S5EhE 1)
Login - Nov 9, 2021

BAIRE—AIUAR

tian - Nov 12, 2021

NEENS,

Teo IVHLIITDIITZOT42JI2IE EIZ3DOFIRDH B,

o BRYVIVZ-DHRETOERZMHILIITELZESEZENT

o FAN-LROBETIF—ICE>T. ASHDERKZILLIE Edo
THTOYSL% T)T—h) TE3ERMDEENS BIZIE.
S LT T DESLIL—FUICRENADODD. BS{EIh
771N DESY -2z RIBPBICES1E) .

ARELRF v IR—2Z{To1ck. BFRIEFEEZTIFHE
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HEL B EBERR % IH>7-Sodinokibi, RevilIlZ cxt s Lico &
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> aviZQakBoth' 1 A ~—IL TNz,

HET7 O RICHI L. BRI T7VF2—|FCobalt Strike% R
L. HEEREBECOREZ®LLI. £LT. WindowsD!)E—
f2oky77OR3JL (RDP) #FIALT. LSASSDERIETER
ICF7IEAL. RYRT—IRTSTIIAL—TXA T2l TD
ZBRE7U2—I%. BITSY3J. PowerShelll. OXYRSA145
723 A HETCRIO—REAVAN=ILELVEITL.RY
RO—ODT1>H—TIMMIEBBELDOSPT /N1 ZADHER%
1To70 V2TRRML—SEDOOAVTIYZEIRSSI-OICERS
N3F—72V—XVY T+ IxT7 THBRClonezfERALT. WHEED
O—AIRRL =S8 I TRRARL =D T —2EBEL.
LT 7 =R S,

BRTI2—IE. REMICSodinokibi,REVIS Y LIT 7 %2E
FL7=H HEERIENTOENEIL PWCH' White Samyaza (B4 :
Egregor. Prolock) ¥ L TEHRELTWARDOS YT LILTT
O3 LBRMEBEHIRAL TR T A SN TV BT L DAL
HDTHoTzo HIZIE. QakBotld. REVIDREFEICDOHRHMNBZZED
BTN TLBENY. T LAWhite Samyaza®iE&h & KD @GV
2LWTWEY, ATV RS54V —ILTHBRCloneld. Egregor/”
ProlockiZERE ICHEEBICERINTED, FICZoa—Tr)Trid
WEEDRBEICREATHRVESIC Tsvchost.exel EWSEHIIC
TEINTWES, Fiow 1V TUMNRBHRICERINIS VT LA
VITDI77AIICIE. WEHEBORMMNALSN TV, O/
ZAIE. Egregors oM AT 7ICHEDHDT. Sodinokibi,”
RevilZ>H L7 (TUALBMBANTI7IIILAZEDITRIL
HEV) ICITEERSNBVEHETH %,
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Blue Lelantos

20195F 128, O 7%#M=r 9 3IEFEER Evil Corps (PWC
TiEBlue Lelantos& L TEHHAE) OXVN—HKEHFICEHF
TN, HIERHRICIEESINSS, Evil CorpM;EEF2020F % &
LTHWeD BIN—FICEDBE LI EEXRICIFES
MMCED, 2021FEZ MR T—BHEZEIC o7, Evil CorpDEE %R
SO LITTIRTLDVEDTH BWastedLocker” D& H 1.
2020F B FICIFIFEACRSNGLEoTe, LA LWastedLocker
DEAIE. BRCVITS VTV T =BT 2021EH MK IN
7z 2020 % ¥, WastedLockerll &BBREEZERTEIL 22—
CEIERDOLAZ—h 38IZIEHadesT > LT 7 H K UPhoenix
Cryptolocker. 68 IC |ZPayloadbin, 108 IC {dMacaw TH B &
NEEH1*, ERRIC. Evil CorpdEB LB I _FB BRI YLV
7DoppelPaymer”|F58 ICER EFSH%#FIEL. RA. %D
WEENEDO)—IHARMIEBMINT, 68IZIE. Grief£7ziZ
PayorGrieft 23 #F =B LT 7HHIEL. HPHSHE
BT A=A MIBETELSICHRoT, GriefdH > IL%
St Lice 3. DoppelPaymert DRAIC—FT > LB S
DECRZITEoNc, ASHBREERLLTIE. BREDLZIVICE
Si@EMoneroxFARALTWAmhEIF5 N3, PwClE. Griefht
Evil CorplC&BFTBUTS VTV TICEBHDTHD. TNHE
BTHZAREMEIXBEVNETHEHLTLE,

E&17 : T'Welcome to Darkside 2.01 1%

Affiliate programme DarkSide 2.0 Ransomware

(O 09.03.2021
@ oz | Welcome to DarkSide 2.0] vz

Who are we?

darksupp (O

Welcome to Darkside

Registration:

Our product is aimed only at large companies.
You can read more here:

Posts:
Reactions:
Deposit:

Beware of the sinister New <Dark Side>

ebi tatiscimet dolupta ditater
m faci te dit volendam aperspi
us, nonsedis etur? Qui vellab)
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o MDOREDDS Y LVTT LERK HWEEDKFITKETH S,

o FIHMREBICHREEZIND XclFHA W e I 1K E
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ETVM LU TERERIE T3 OICNEREREEIR TS
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White Apep
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DEGHCETV. BVWHIZELZHRIEL, Kaseyal JBSOKE
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TOER+TX T+ B—ERX (AaaS)

Emotet®lced DO LS ABEE S X T LS. ZLDOYFAN—]E
FROBRMTIRZ—IE2T BICHET7I/EIIEBIEN TS,
LHL. ZOARMET7I7EIMIFEBEMEICRITZZCHHD.
—ED AT LITEFINICA TSI IcIND. TILUTE
BY—ERITIERTRHICREABICHIE2EREINEY
IN35B8HH3, CSLEEBANS. 2021FICIFT7IoE2X -
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COES|HIBETIZEE. RDPPVPNICKE 77X Web>
JLEWSTET, TEIFREBOOBTNSBELZZIFAIIA
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Affiliate programme BlackMatter

(5 10.07.2021

Looking for corporate networks in the following
countries:

* USA

* CA

* AU
Seller * GB

Registration:
All sectors except:

Posts: * Medical

Activity: e State institutions

Deposit:

Requirements:

® Zoom revenue from $100 million

© 500 - 15,000 hosts

¢ We do not take netwroks which someone has
already tried to exploit

2 options for work:

e Buy: from 3 to 100k
* We take it to work (to be discussed individually)

Work scheme:

* Choice of work option -> Transfer access
-> Verification -> We take it or not (in case of
discrepency)

Deposit:
* 120k
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CryptoCore. Operation SnatchCrypto) ** *. Black Dev 2 (3!
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