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MD5:71b6a493388e7d0b40c83ce903bc6b04
SHA1:34f917aaba5684fbe56d3c57d48ef2alaa7cfO6d
Size: 362,360 bytes

Compiler: Microsoft Visual C/C++ 2010

Linker: Microsoft Linker 10
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AppData\Local\Temp directory {Z.tmp 7 7 A /L &L TSNS, £ O BIEE HIZLL Fo@) Tho,

MD5:7e37ab34ecdcc3e77e24522ddfd4852d
SHA1:38e2855e11e353cedf9a8a4f2f2747f1c5cO7fcf
Size: 56320 bytes

Compiler: Microsoft Visual C/C++ 2010

Linker: Microsoft Linker 10
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Digital Signature Details 2] x|

General |Advanced|

=% Digital Signature Information

This digital signature is not valid.

r Signer information

Name: Microsoft Corporation
E-mail: INot available
Signing time: | 27 April 2010 19:06:59

|

View Certificate

r Countersignatures

Name of sign... | E-mail addre... | Timestamp |
Microsoft Tim... Mot available 27 April 2010 19:...

Details

il

Figure 1 - Microsoft »bDbDEERET D7 7 AL DOETFEHE

DI AF VL DLL 77 AL D72 rundll32.exe EL TRENZILARETHY, LL FDOa~ NIl TREN T2 608
T&ED:

rundll32.exe perfc.dat #1
RIET 07T L5 — B84 X, Figure 2 D@V LL FOa~ REFEITT5,

wevtutil cl Setup wevtutil cl
System wevtutil cl Security
wevtutil cl Application

fsutil usn deletejournal /D C:

loc_1000811B:

moy eax, [ebptarg_0]
imul eax, BGEAGOH
push eax ; dwuMilliseconds

call ebx ; Sleep
movzx eax, Filename

push eax

lea eax, [ebptvar_A18]

push offset allevtutilClSetu ; “wevtutil ¢l Setup & wevtutil cl System ~

push eax ; LPWSTR

call  ds:usprintfll : const WCHAR allevtutilClSetu

xor eax, eax allevtutilClSetu: ; DATA XREF: perfc_1+3ano

add esp, OCh unicode 0, <wevtutil cl Setup & wevtutil cl System & wevututil cl Secu>
nov [ebp+var_21A], ax unicode 0, <rity & wevtutil cl Application & fsutil usn deletejournal>
push 3 unicode B, < /D %c:>.0

lea eax, [ebptuvar_A18T]

call sub_100083BD
test byte ptr dword_1001F144, 1
jz short loc_10008114

Figure 2 -/~ haZ R USN Vv —F V2 HIBRT 52~ ROE)
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\\%\s\admin$
\\%\s\admin%w$
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wbem\wmic.exe %s /node:"%ws" /user:"%ws" /password:"%ws" process call create
“C:\Windows\System32\rundll32.exe\"C:\Windows\%s\”
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Filenames:
dllhost.dat

Hashe

S 71b6a493388e7d0b40c83ce903bc6b04
a1d5895f85751dfe67d19ccchb51b051a
7e37ab34ecdcc3e77e24522ddfd4852d
€285b6ce047015943e685e6638bd837¢e
fe2c47fbb22139f790287272e9a9e365
€595c02185d8e12be347915865270cca

Email
wowsmith123456 @posteo[.]net

Payment URL's:

http://mischapuk6hyrn72.onion/
http://petya3jxfp2f7g3i.onion/
http://petya3sen7dyko2n.onion/
http://mischa5xyix2mrhd.onion/MZ2MMJ
http://mischapuk6hyrn72.onion/MZ2MMJ
http://petya3jxfp2f7g3i.onion/MZ2MMJ
http://petya3sen7dyko2n.onion/MZ2MMJ
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IDS Rules:

alert http any any -> any any (msg:"[PwC] Crimeware - Petya Ransomware - OPTIONS /*;
flow:established,from_client;urilen:1; content:"OPTIONS"; http_method; content:"DavCInt";
http_user_agent; content:"translate: f|Od Oa|"; http__header; pcre:"/”~[0-9]{1,3}\.[0-9]{1,3}\.[O-
91{1,3}\.[0-9]{1,3}$/W";
reference:md5,07250ff40d5f112217a0f7831379f54c3daff24bd628d06b046b21b038d683c9;
classtype:trojan-activity; metadata:copyright,Copyright PwC UK 2017; metadata:tlp amber;
metadata:confidence High; metadata:efficacy Unknown; sid:9000199; rev:2017062701;)

alert http any any -> any any (msg:"[PwC] Crimeware - Petya Ransomware - OPTIONS

/admin$"; flow:established,from_ client; urilen:7; content:"/admin$"; http_uri; content:"OPTIONS";
http_method;content:"Microsoft-WebDAV-MiniRedir"; http_user_agent; content:"translate: f|0d Oa|";
http_header; pcre:"/~[0-9]{1,3}\.[0- 9]{1,3}\.[0-9]{1,3}\.[0-91{1,3}$/W";
reference:md5,07250ff40d5f112217a0f7831379f54c3daff24bd628d06b046b21b038d683c9;
classtype:trojan-activity; metadata:copyright,Copyright PwC UK 2017; metadata:tlp amber;
metadata:confidence High; metadata:efficacy Unknown; sid:9000200; rev:2017062701;)

alert http any any -> any any (msg:"[PwC] Crimeware - Petya Ransomware - PROPFIND
/admin$"; flow:established,from_ client; urilen:7; content:"/admin$"; http_uri;
content:"PROPFIND"; http_method;content:"Microsoft-WebDAV-MiniRedir"; http_user_agent;
content:"translate: fjOd Oa|"; http_header; content:"Depth: 0|0d Oal|"; http_header;
content:"Content-Length: 0]0d Oa|"; http__header; pcre:"/"~[0- 9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}\.[O-
9{1,3}$/W";
reference:md5,07250ff40d5f112217a0f7831379f54c3daff24bd628d06b046b21b038d683c9;
classtype:trojan-activity; metadata:copyright,Copyright PwC UK 2017; metadata:tlp amber;
metadata:confidence High; metadata:efficacy Unknown; sid:9000201; rev:2017062701;)
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.3ds

7z

.accdb

.ai

.asp

.aspx

.avhd

.back

.bak

.cfg

.conf

.Cpp

.Cs

.ctl
.dbf
.disk

.djvu

.doc

.docx
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File Type
.dwg .pst
.eml .pvi
fdb .py
-9z .pyc
.h .rar
.hdd rtf
.kdbx .sln
.mail .sql
.mdb .tar
.msg .vbox
.nrg .vbs
.ora .veb
.ost vdi
.ova .vfd
.ovf .vmc
pdf .vmdk
.php .vmsd
.pmf .vmx
.ppt .vsdx
.pptx VSV

Cyber Threat Operations

.work
Xxls
Xlsx

xvd

.Zip
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