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Telecommunications and data 
privacy policies will drive 
opportunities in online retailing

Executive summary
• Retailers and consumer goods 

firms seek to profit from online 
retailing opportunities around 
the world, but the extent of 
their success will vary based 
on government actions and 
consumer preferences on data 
privacy. 

• It is particularly important 
that retailers and consumer 
goods firms monitor 
government policies on 
telecommunications 
infrastructure development 
in emerging markets, where 
connectivity still lags behind 
developed markets. 

• Data privacy is a growing 
worry for many consumers, 
including those in key 
emerging growth markets 
for multichannel retail, 
creating the need for stronger 
regulations for consumer 
protection.

Introduction
In PwC’s 17th Annual Global CEO Survey, 80% of retail CEOs ranked 
“technological advances” as one of the top three global trends that will 
transform their businesses most over the next five years, and 67% of 
consumer goods CEOs agreed. These technological advances not only affect 
business operations and processes but also how consumers interact with 
companies and think about their retail experiences. PwC’s Achieving Total 
Retail report found that consumers worldwide—in both developed and 
emerging markets—expect to be able to shop using a variety of channels, 
including traditional stores, Internet sites, and mobile apps.

Multichannel consumers provide a variety of opportunities for retailers and 
consumer goods firms. However, government policies in key markets may 
constrain the speed at which these opportunities develop. In many emerging 
markets, Internet and mobile communications technology infrastructure 
lags demand for these services. Some emerging market governments are 
attempting to quicken such infrastructure development to boost consumers’ 
connectivity, but there are often complications that slow their expansion 
plans. In addition, consumers are becoming increasingly concerned 
about the data privacy issues associated with shopping online. How 
authorities respond to these challenges will influence consumers’ ability 
and willingness to shop online, and thus the opportunities for retailers and 
consumer goods firms to expand their multichannel businesses. 
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Communications 
technology 
infrastructure 
development
The extent to which households have 
Internet and mobile phone access 
still varies greatly across markets. 
Although connectivity is generally high 
across developed markets, it remains 
low in many emerging markets—
particularly in rural areas. To improve 
connectivity and spur economic 
growth, governments in many 
emerging markets are implementing 
policies to foster more investment in 
much-needed telecommunications 
infrastructure. Mexico, China, 
Indonesia, and Myanmar are four 
examples of emerging markets 
where expanding connectivity is a 
government priority, and measures to 
achieve this aim have been enacted or 
are under development. 

Mexico Conectado seeks to 
increase broadband access 
nationwide. 

The Mexican government launched a 
program to improve Internet access 
in late 2013. Mexico Conectado 
seeks to increase broadband access 
nationwide to more than 250,000 
public institutions, including 
schools, hospitals, health clinics, 
and community centers. It also aims 
to expand connectivity and Internet 
penetration in remote areas. Mexico 
Conectado may proceed more slowly 
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Internet connectivity varies widely across key markets

Mobile cellular usage is relatively high in key markets
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Source: World Bank, World Development Indicators, 2012 data
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than expected, however, because 
no specific timelines have been set 
for the various program elements 
despite a general five-year goal for 
implementation. Moreover, the 
program may experience difficulties 
because supporting legislation for 
the 2013 telecommunications reform 
has not been finalized. While these 
challenges could slow broadband 
expansion, the outlook is generally 
positive given the government’s 
commitment and the enhanced 
regulatory framework intended to 
bolster investment and competition 
in the sector. This bodes well, too, for 
continued growth of online retailing 
in the country, which is dominated by 
middle-class consumers. Expanding 
connectivity in remote areas could 
bring less affluent Mexicans online and 
provide openings for retailers to reach a 
new group of e-consumers. 

China’s online shopping 
transactions exceeded 1.3 
trillion renminbi in 2012.

In China, with the value of online 
shopping transactions exceeding 1.3 
trillion renminbi ($214 billion) in 2012, 
officials have signaled that e-commerce 
will be a priority as the country looks 
to boost consumer spending and shift 
to a consumption-led growth model. 
In January, the legislature started the 
process for introducing the country’s 
first e-commerce law, which is expected 
to drive growth in the information and 
communications and mobile technology 
sectors. The law is not expected to 
be finalized until June 2016, but the 

government could establish trial 
programs over the next year to achieve 
greater data security and consumer 
protections online. 

Indonesia is becoming a hot 
e-commerce market. 

Indonesia, meanwhile, is becoming a 
hot e-commerce market: In 2012, 14 
million Indonesians purchased goods 
online worth a total of 50 trillion rupiah 
($5 billion). The government recently 
approved the merger of XL Axiata and 
Axis Telekom Indonesia, which would 
entrench it as the country’s second-
largest cellular firm. Once finalized, 
the company, XL Axiata–Axis, will have 
nearly 75 million subscribers, outpacing 
its close rival, Indosat, which has 53 
million. There is increased potential 
for other mergers in the sector, as well. 
The Ministry of Communications is 
looking to consolidation to improve 
service quality by providers and 
facilitate greater investment into 
telecommunications infrastructure, 
such as tower construction. This 
expansion of connectivity would provide 
the necessary foundation for further 
penetration in the e-commerce market, 
which accounts for only about 1% of 
the total retail sector. One potential 
complication is laws designed to 
protect Indonesian firms from foreign 
competition, such as ones that  require 
e-commerce companies to establish a 
physical presence in the country. The 
Ministry of Communications is likely 
to issue the necessary implementing 
regulations for these laws after the 
presidential election in July.

India has the lowest rate of both 
fixed broadband and mobile phone 
subscriptions of any country in the G20, 
a fact that the government is attempting 
to address. In late 2013, the Telecom 
Commission approved a scheme to 
expand the National Fiber Optic Network 
project to include wireless hotspots in 
250,000 villages, while at the same 
time it scaled back an ambitious plan 
to build mobile Internet infrastructure 
in 42,000 villages. The enhanced 
connectivity would help to digitize local 
economies, thereby widening the scope 
for e-commerce. That said, the scheme 
has not advanced beyond the planning 
stages. Another wrinkle is the Delhi 
High Court’s recent ruling that private 
telecommunications service providers 
must submit to revenue audits dating 
back to 2006. A similar audit of the 
government’s 2G spectrum allocation 
process in 2010 sparked a wide-ranging 
investigation that has hobbled the 
industry for the past three years and 
made corruption a central political issue. 
Renewed uncertainty stemming from 
the audits is likely to hinder expansion. 
And, consequently, India’s expanding 
e-commerce segment—which hit $14 
billion in 2012—may grow less quickly 
than some market analysts expect.

Myanmar lags behind most 
markets in connectivity rates. 

Lastly, Myanmar, given its international 
isolation for many years, lags behind 
most markets in connectivity rates. 
Nevertheless, telecommunications 
infrastructure investment is expected to 
rise because authorities have finalized 
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data security standards in a number 
of areas, including authentication, 
counterfeit goods, consumer protection, 
personal information, electronic 
signature, taxation policies, virtual 
property protection, intellectual 
property, online finance, and credit 
systems. Beijing will probably favor 
greater consumer protections over 
the institutional preferences of the 
powerful banks because the country’s 
new leadership has prioritized social 
welfare and consumer rights in a bid 
to shore up the Communist Party’s 
legitimacy—while also seeking to stoke 
consumer spending. Moreover, Beijing 
is creating new channels to strengthen 
policymaking on data security. In 
February, it announced that President Xi 
Jinping will preside over a new leading 
small group for information security that 
is charged with consolidating authority 
and improving capacity to advance new 
policies on this issue.

Strategies and 
implications
Retailers and consumer goods firms 
will need to monitor developments 
regarding both communications 
technology investments and data privacy 
provisions to find the most attractive 
opportunities for expansion of Internet 
and mobile commerce. Markets in which 
government policies are promoting 
wider access to Internet and mobile 
infrastructure, and those where 
the state is committed to protecting 
consumer data, will likely offer the best 
opportunities for multichannel retail in 
the coming years. 

the regulatory framework for foreign 
telecommunications investments. The 
ambitious infrastructure projects of the 
country’s two operating license holders, 
Norway’s Telenor and Qatar’s Ooredoo, 
will likely face costly challenges and 
implementation delays, with land 
acquisition as the primary issue. Still, 
the infrastructure rollout will carry 
innumerable economic benefits for 
households, including better access to 
market information online and higher 
living standards.

Data privacy and 
consumer protection
Even with increasing communications 
technology investments and Internet 
access for consumers, retailers and 
consumer goods firms may face 
difficulties in developing and sustaining 
online retailing in some markets. In 
PwC’s Achieving Total Retail survey, 
43% of global respondents who did 
not shop online said it was because 
“I’m worried about the security of my 
personal data.” A potential drive for 
tougher international standards on data 
privacy could prompt a revision of US-
EU data protection agreements, such as 
Safe Harbor and SWIFT, and likewise 
complicate negotiations surrounding 
the proposed Transatlantic Trade and 
Investment Partnership (TTIP). For 
instance, there have been recurring 
demands for Europe’s higher data 
privacy standards to be imposed on the 
US through the TTIP. Although trade 
officials have managed to resist these 
calls, such concerns are likely to slow 

the TTIP process, thereby delaying the 
expected benefits of lower tariffs on 
consumer goods traded between the 
US and Europe.

Some emerging market governments 
are introducing or strengthening data 
privacy laws to ease people’s concerns 
about security. A recent study by MEF 
Global, an international network for 
companies engaging in e-commerce, 
surveyed 9,500 mobile media users 
in ten countries—the US, the UK, 
China, India, Qatar, South Africa, 
Mexico, Brazil, Indonesia, and Saudi 
Arabia—and found that consumers in 
Brazil, Mexico, and South Africa are 
the least comfortable with sharing 
their personal information. In Brazil, 
the administration has been pushing 
legislation that would regulate the 
Internet and enshrine data privacy as 
a right for users. This is particularly 
important for the future of e-commerce, 
as Brazil is the largest market by far 
in Latin America for online retail. 
Business-to-consumer and consumer-
to-consumer online retail revenue in 
Brazil will grow from $15 billion in 
2013 to $35 billion by 2018, according 
to Forrester Research. In a positive 
development for Internet penetration 
expansion, a requirement on storage of 
Brazilian user data in local data centers 
was recently dropped from legislation 
owing to strong opposition from the 
private sector. Nonetheless, the final bill 
may still require Internet companies to 
share their data with the government. 

China’s forthcoming e-commerce law 
also includes consumer data privacy 
provisions. It will likely create stricter 
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