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A wake-up call
Last summer, one of the world’s
largest oil and natural gas producers
discovered that a virus had infiltrated
30,000 of its computer workstations.
The company had no choice but to
isolate all of its computer systems
from outside access.
While the infiltration had no impact on
the company’s production operations,
employees were cut off from e-mail
and corporate servers for several days.
Worse, the virus erased significant
data, documents, and e-mail files on
roughly 75% of corporate computers.
It was a wake-up call to energy companies worldwide: The infrastructure
of even the biggest, best-prepared
organization is vulnerable to attack.
Today’s cyber threats are persistent,
well organized, constantly evolving—
and often successful. Many disguise
themselves within the information
technology (IT) ecosystem in a manner
that is all but impossible to distinguish
from legitimate activity.

The consequences can be profound
and wide-ranging. Depending on the
target and size of the organization,
the financial impact alone can reach
millions of dollars. And dollars
don’t tell the whole story. Cyber
crime can seriously damage brands,
erode customer confidence, violate
compliance mandates, and weaken
the ability to generate revenue. Cyber
attacks on energy concerns, which play
a crucial role in the global economy, can
endanger public safety by disrupting
communications, exploration, energy
refining, power, and utility services.
When these intrusions are acts of
terrorism, they can instill fear in the
minds of millions of people.
In the energy industry, the evolution
of technology itself is partly
responsible for today’s elevated
threat environment. Increasingly,
industrial and process control systems
communicate with each other and
the devices they manage via TCP/
IP protocol, the lingua franca of the
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At the same time, potential for cyber attacks has
transitioned from the theoretical to the inevitable.
And these threats are intensifying.

Internet. In many cases, these systems
were never intended to be exposed
to the Internet or even corporate IT
systems; many have not been hardened
against security threats
The US Department of Homeland
Security found that energy companies
reported 198 incidents of suspected
cyber threats in 2011—a fourfold

increase over 2010.1 Our own research
bears that out. In PwC’s Global State
of Information Security® Survey 2013,
we found that 17% of oil and gas
respondents reported 10 to 49 security
incidents in the last 12 months, a
42% rise over 2011. What’s more,
11% reported 50 or more incidents, a
decline from last year but up sharply
over previous years.

Figure 1: Global State of Information Security® Survey 2013
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Do not know

The real cyber threat: People

The key in developing a strategy
for dealing with cyber attacks is
knowing that cyberspace itself is
not the threat—it’s just a fast and
interconnected tool used by flesh-andblood people who want to steal your
sensitive information or harm your
operations. Depending on individual
motivation, each adversarial group has
its own sophisticated techniques for
obtaining targeted information.

Nation-states conducting
IP theft, espionage and
possibly preparing for war
Nation-states’ intelligence, security,
and military services bring the most
sophisticated and best-resourced
tools to cyber intrusions against the
energy industry. Many countries
use cyber tools to clandestinely

collect proprietary technologies,
information on business deals, and
similar sensitive data owned by private
companies. According to a 2011
report by the US Office of the National
Counterintelligence Executive, China
and Russia are major players in
economic spying, and both countries
are keenly interested in energy.2
Some leading military powers are also
developing cyber warfare capabilities
that aim to take down the IT systems of
opposing armies and supporting civilian
infrastructure in the event of conflict.
Because modern armed forces’ mobility,
logistics, and communications systems
would all crash without reliable sources
of energy, it is likely many energy firms’
networks have already been penetrated
by cyber intrusions that are, in effect,
military reconnaissance probes.

Office of the National Counterintelligence Executive, Foreign Spies Stealing US Economic Secrets in
Cyberspace: Report to Congress on Foreign Economic Collection 2009-2011, October 2011
2
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Not all cyber intruders are state-sponsored, of course, nor do all threats originate
outside the organization. Some intruders may be disgruntled employees, former
employees, or other insiders.

Malicious insiders
Employees, consultants, and other
trusted partners with authorized
access to information have unique
potential to use that access to inflict
harm, including industrial espionage,
sabotage, or unauthorized disclosure
of information. Insiders can act alone,
or under the influence or direction
of one of the other threat actors, and
they are often motivated by revenge or
financial factors. Indeed, oil and gas
respondents to PwC’s annual security
survey reported that current employees
comprise the most cited likely source of
security incidents (40%).

Hacktivists seeking to
expose and embarrass
Energy companies are also targeted by
“hacktivists” protesting environmental
and similar issues. By “hacktivists,” we
mean persons—acting alone or in a
group—who seek unauthorized access
to computer files or networks in order
to further social or political ends.3
Here’s a telling example: Last summer
Anonymous, a loosely associated
hacktivist group, attacked top
multinational oil companies to voice
dissatisfaction with drilling in the
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Arctic. The group was able to access
and publish approximately 1,000 e-mail
addresses of company accounts.4 No
doubt this was the sort of incident that
led oil and gas respondents to PwC’s
annual security survey to report that
hacktivists were the second most likely
source of security incidents (32%),
topped only by current employees.

Opportunistic criminals
Transnational criminal enterprises
focus on stealing customer information,
identities, payment data, and other
sensitive information, which can be
quickly converted for financial gain.
Such groups may also pilfer funds
via unauthorized wire transfers
and other “cash-outs,” as well as
sensitive corporate secrets. A unique
vulnerability of energy companies could
be efforts by organized gangs to “hijack”
technology infrastructures for extortion.

One intrusion, multiple
actors
In many cases responsibility for
particular cyber security incidents cuts
across the categories outlined above.
In particular, intelligence services,
hacktivists, and criminal groups often
seek a malicious insider to help target
their intrusions.

http://oxforddictionaries.com/definition/english/hacktivist?q=hacktivist
Wired Threat Level blog, Oil Companies Spring a Leak, Courtesy of Anonymous, July 16, 2012
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Cyber weapons of choice

The most dangerous cyber intruders tailor their exploits to leverage IT
integration in oil and gas exploration,
production, refining, and distribution
and transmission. Particularly vulnerable are companies with integrated
process control and SCADA systems
that are exposed to corporate networks
and Internet-facing TCP/IP protocol.
Sophisticated, persistent cyber
viruses—such as Stuxnet, Flame,
Night Dragon and Shamoon, to
name a recent few—can infiltrate an
organization’s TCP/IP networks and
provide a beachhead for access to
sensitive data and control systems.
In many cases, these breaches lie in
wait for the most opportune time to
attack. They are particularly pernicious
because they may go unnoticed for
months, allowing them plenty of time
to exfiltrate a variety of data.

Spear phishing
Today’s “spear phishing” campaigns
are sophisticated and convincing, and
have become the cyber attack weapon
of choice. By “spear phishing,” we
mean the act of creating some form of
communication that appears, to the
unsuspecting user, to be legitimate and
that asks the recipient to click links or
supply credentials such as e-mail user
names and passwords.
Spear phishing often works quite
well, especially as the most dangerous
perpetrators now avoid obvious
mistakes in drafting English and in
formatting their mimicry of the sorts
of messages typical of the targeted
organization. In 2011, for instance, the
Night Dragon attacks included social
engineering and spear phishing to
target global energy companies. The
end-result of these successful attacks,
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Bottom line? Security
is only as strong as
the weakest link—and
that’s often employees
and executives who are
not adequately trained
in security threats and,
in particular, spear
phishing techniques.

which a leading security software
vendor says originated in China, was
exfiltration of e-mail and other sensitive
documents from top executives.
Similarly, the US Computer
Emergency Response Team (CERT)
recently uncovered a series of cyber
intrusions targeting a number of
natural gas pipeline companies.
Attackers employed a sophisticated
spear-phishing campaign that sent
convincing e-mail messages to key
personnel within the companies.5
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ICS-Cert Monthly Monitor, April 2012
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Cloud on the horizon
Another risk vector of attack comes
from the cloud. Today, one-third of
oil and gas respondents to PwC’s
annual security survey say they use
some form of cloud computing. As
companies modernize their technology
infrastructure, this number is sure to
rise—and with it, the threat of security
incidents. Organizations that do not
ensure that cloud providers comply
with their security policies—and many
do not—put themselves at considerable
risk for breaches and worse.

The energy industry’s unique
IT security challenges
Integrated energy companies, whether
they are utility providers or upstream
oil and gas operations, face myriad
challenges to information security.
Perhaps none is greater than the
imperative to provide always-on
service. Availability is paramount
since energy and power services are
the linchpin of any nation’s critical
infrastructures, and if there’s a tradeoff to be made between availability
and security, security is likely to lose.

The far-flung—and often rugged—geographic
locations of energy producers also present huge
challenges in logistics, as well as requirements
for compliance with stringent health, safety, and
environmental regulations.

Extreme environments
Firms involved in exploration and
exploitation of energy resources must
operate over vast expanses and in
seemingly impossible environments—
above the Arctic Circle and on the
sub-sea floor, for example. This means
that connected technology assets
are necessary to assure a wide range
of essential services. These include
health, safety, and environment (HSE)
monitoring; real-time off-shore security
video from rigs to the sea-bottom floor,
including down-hole instrumentation;
drilling control systems; not to mention
supply-chain logistics. Many of these
processes are managed by industrial
control systems.
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Energy companies thus face the
challenge of developing and deploying
secure operating environments and
incident-response plans for their
“connected technology assets” to reduce
or mitigate the potential risks of cyber
threats, intellectual property (IP) theft,
and network attacks. At a minimum,
instituting and exercising a cyberincident response plan will enable those
responsible for responding to attacks to
test their processes and procedures—
much like an energy company tests
its business continuity and disaster
recovery plans.

Stringent regulations
As threats intensify and evolve,
so too do compliance standards
and requirements. In the US, for
example, oil and gas companies are
likely to face increased scrutiny on
disclosure of non-privacy-related
breaches because of new Securities
and Exchange Commission guidance.
Although the guidance creates no new
reporting obligations, it indicates that
either a failure to gain an accurate
understanding of cyber risks prior to an
incident or an inability to understand
the nature, scope, and impact of a cyber
incident as it is unfolding can expose an
organization to significant regulatory
and litigation challenges.

IP assets at risk
Today, many cyber intrusions target
the valuable intellectual property (IP)
of energy companies. Knowledge of the
location and size of oil and gas fields,
as well as how to efficiently extract
these energy resources, is increasingly
valuable, as is the IP that describes
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these capabilities. Accordingly, energy
companies face the challenge of
protecting energy exploration data, as
well as their operational and business
strategies. Another important class
of IP assets involves clean energy
technology development, since
reduction of carbon dioxide and other
emissions is fast becoming a revenueproducing business opportunity.

Technology concerns
Like no other industry, the energy
sector’s aging systems and infrastructure should be serious concerns. Many
energy companies must grapple with
an outdated technology infrastructure
that is not interoperable and often
needs replacement. Among energy
companies, and even petrochemical
refining companies, some infrastructure has reached the end of its usable
life and is effectively obsolete.
Another technology concern is the lack
of back office integration. In many
oil and gas ecosystems, disparate
systems support specific devices and
channels of communications that are
not integrated with the back office.
Integrating the field and the back
office is a complex, time-consuming
endeavor that often requires guidance
from technology specialists.
As a result, energy companies are
looking to reduce costs by outsourcing
a broader range of services than ever
before. PwC’s annual information
security survey found that 34% of
oil and gas respondents say they
outsource some or all of their security
safeguards, up from 19% in 2008.
Outsourcing can cut operational costs,

but it also can introduce new security
risks to operations, business continuity,
regulatory compliance, and data
confidentially.

security policies. Only 51% of oil and
gas respondents to PwC’s security
survey, for instance, said they have a
mobile device security strategy in place.

Despite the escalation of cyber threats,
many energy companies have yet to
safeguard their operations networks,
the data transmitted on them, and
applications that access the data. In
fact, PwC’s annual security survey
found that fewer than half (47%) of
oil and gas respondents said they have
a program in place to monitor for and
respond to Advanced Persistent Threats
(APTs), which constitute today’s most
dangerous long-term risks.

While mobility promises concrete
productivity gains, energy companies
face unique usability issues. The
industry has historically employed a
comparatively high proportion of older
workers, who may be uncomfortable
with this type of technology and with
portable devices. They will require
training—and a good deal of patience.
Conversely, tech-savvy employees
entering the energy workforce will
bring their own set of challenges. These
younger workers have grown up using
smart phones and tablets to access
information, email and applications.
They will expect to use them in the
workplace, too—and that can create an
easier entrée for cyber attackers.

At the same time, energy companies are
rushing to adopt new technologies like
the smart grid, mobile solutions, and
wireless connectivity. Unfortunately,
many organizations deploy these
technologies before implementing

Figure 2 Global State of Information Security® Survey 2013
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Prospering in the new cyber
security environment
This paper has sketched a series of
unsettling portraits: Of the people
trying to penetrate your IT systems,
the cyber weapons they may use,
and the challenges unique to the
energy sector. These are serious
problems, but they also represent
a serious opportunity. Today’s
Chief Information Security Officers
(CISOs) have a unique chance to
develop business-focused security
controls based on the premise that an
organization’s network, data, users,
or customers have already been—or
will soon be—compromised. Doing
so will require a different way of
thinking, however.

Central to this new mind-set is a risk-based
management strategy that fuses elements of
counterintelligence, the identification of critical
information and its access patterns, and an
understanding of the organization’s vulnerabilities
and its adversaries’ objectives.
While there is no failsafe method to
ensure absolute security in this new
model of cyber defense, the CISO and
security team can take action to create a
realistic security program that enables
the organization to prepare for and
quickly detect attacks, and safeguard
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its most valuable data and operations.
Consider it an opportunity to lead
the organization toward a new era of
security and competitive advantage.

Take charge of your cyber
security
Successful energy companies in this
environment will leave no doubt as to
who is responsible for the organization’s
cyber security and other security.
Although cyber security programs
are typically executed by a Chief
Information Officer, CISO or Chief
Security Officer, the overall corporate
executive leadership team must be
committed to cyber security as a
business imperative. Energy companies
that embed security into strategic
decision-making across the business
are better able to recognize current
and future security risks, navigate the
threat landscape in pursuit of business
opportunities, and allocate security
resources more effectively.
Moreover, these successful companies
will not only have a clear vision of how
cyber security increases the company’s
value, but they’ll able to clearly explain
their cyber security strategy to all
stakeholders: shareholders, investors,
employees, regulators, and others.

An effective security strategy is a critical element to
achieving innovation and growth. We can help you
get there.

Know what you need to know security strategies account for both the
A leading cyber security strategy
includes knowing how an adversary
regards your organization. It also factors in the fact that the cyber-threat
landscape changes daily. The threats,
described above vary based on where
you do business, how you conduct business, and whom you do business with.
Energy companies also need to know
precisely what their cyber security
strategy is protecting. Too many
companies try to protect everything
and, in doing so, they may leave their
most valuable assets vulnerable.
Understanding both your threat
landscape and your critical corporate
assets is essential to a strong and
resilient cyber security strategy.
Effective cyber security also requires
a culture shift. Everyone in the
organization needs to know what they
are protecting, why they are protecting
it, and what their role is in protecting it.
Another key element is understanding
whether your company has a secure enterprise ecosystem. Corporate assets—
and corporate vulnerabilities—no longer reside behind a company fence, or
even a company firewall. Energy companies’ supply chain, service providers
and strategic partners, employees, and
customers are all interconnected—and
are becoming more so. Effective cyber

risks and the opportunities these interconnected relationships represent.

Have a smart, proactive
action plan
An effective cyber security plan is both
threat-based and asset-based. That is,
sound security resource investments
are predicated on informed risk
assessments, rather than compliance
requirements alone. Energy companies
that do this right will have a business
that’s competitive in the marketplace.
Companies that do it wrong—or do
nothing at all—may not have a business
to worry about in the future.
Moreover, this integrated security
strategy is a pivotal part of the
company’s business model. Security
should not be viewed as just a
technology-focused cost center that’s
bolted on after business strategies
are enacted. Competitive energy
firms leverage their security model
at all levels of business. They also
consider the full scope of security—
cyber, physical, personnel, technical,
and non-technical—in creating and
protecting business.
A public-private partnership strategy
is another element of effective cyber
security. The increased government
focus on corporate cyber security—not
just in the US but around the world—is

a challenge, but we believe it’s also an
opportunity. Strong energy companies
seek out the right opportunities to
collaborate with government agencies.
They also recognize that information
sharing is not a one-way street.
Successful companies implement a
security information sharing plan that
encompasses enterprise ecosystems,
industry peers, cross-industry groups,
and government agencies.

Informed, proactive,
secure—and ahead of
the market
To sum up, energy companies with
successful cyber security strategies will
focus on three key areas:
• Prioritizing corporate resources
and protecting those things that
are valuable to both you and your
adversaries.
• Proactively implementing cyber
security practices that not only
protect their business, but also put
them ahead of the pack in the global
marketplace.
• Effectively engaging with policy
makers and regulators, and
preparing to answer inquiries
concerning current and future cyber
security initiatives.

PwC

11

PwC can help you embed security into strategic decisionmaking processes across your business ecosystem,
rather than isolating it to simply secure the boundaries
of your enterprise. Drawing upon our deep experience
in security, we can help your organization build new
capabilities necessary to deal with constantly evolving
cyber threats, and show you how to prepare for those
seeking to eliminate your competitive edge. Ask us, and
we can provide you with more details on the way leaders
play a better game and how their moves are relevant to
your organization.
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