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Defending yesterday
While organizations have made significant security
improvements, they have not kept pace with today’s
determined adversaries. As a result, many rely on yesterday’s
security practices to combat today’s threats.

Financial Services
Key findings from The Global State of
Information Security® Survey 2014
September 2013

Compliance is not enough as threats advance
faster than security.
The results of The Global State of Information Security®
Survey 2014 show that financial services companies are
spending more on information security than ever before and
have improved many of their security practices. Our research
indicates that regulatory compliance is still a significant
driver of security spend in the industry. Yet incidents
continue to occur as a result of unprecedented attacks,
ranging from distributed denial of service to advanced
persistent threats (APTs).
Why is this happening? We believe most organizations are
defending yesterday, even as their adversaries look to exploit
the vulnerabilities of tomorrow.
Sophisticated intruders are bypassing traditional perimeter
defenses to perpetrate dynamic attacks that are highly
targeted and difficult to detect. Many use well-researched
phishing exploits that target top executives or key customers.
PwC

38%
of financial services
respondents say
complex, rapidly
evolving, and
sophisticated
technologies such as
high-frequency trading
systems pose a
“significant challenge”
for the future success of
their organization’s
information security.
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Gain advantages with an evolved approach
to security
“You can’t fight today’s threats with yesterday’s
strategies,” says Gary Loveland, a principal in
PwC’s security practice. “What’s needed is a new
model of information security, one that is driven by
knowledge of threats, assets, and the motives and
targets of potential adversaries.”
To be effective, security should move beyond
compliance and be aligned with the business—and
championed by the CEO and board—to emphasize
threat awareness, asset protection, and motives of
opponents. Security risks, including evolving
cybersecurity threats, should be seen as a critical
business risk that may not always be preventable,
but can be managed to acceptable levels, similar to
how credit losses are managed.
In this new model of information security,
knowledge is power. Seize it.
PwC

The new realities of
cyber threats
Disappearing boundaries: Cyber threats
destroy or dissolve boundaries, making
attribution or legal action very difficult.
Shrinking cost and effort: The cost of
developing and launching cyber
campaigns is decreasing drastically,
making them easily scalable and
customizable.
Cheap and easy intelligence: Accessible
24/7, socially connected networks
provide a rich source of data and an easy
attack platform.
Far-reaching impact: Attack profiles
and targets have matured to impact
brand, reputation, intellectual
property, and the bottom line.
September 2013
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A global, cross-industry survey of business and IT executives

The Global State of Information Security® Survey 2014, a worldwide study by PwC,
CIO magazine, and CSO magazine, was conducted online from February 1, 2013 to
April 1, 2013.
• PwC’s 16th year conducting the online survey, 11th with CIO and CSO magazines
• Readers of CIO and CSO magazines and clients of PwC from 115 countries
• More than 9,600 responses from executives including CEOs, CFOs, CIOs, CISOs,
CSOs, VPs, and directors of IT and security
• More than 40 questions on topics related to privacy and information security
safeguards and their alignment with the business
• Thirty-nine percent (39%) of respondents from companies with revenue of
$500 million+
• Thirty-six percent (36%) of respondents from North America, 26% from Europe,
21% from Asia Pacific, 16% from South America, and 2% from the Middle East
and Africa
• Survey included 993 respondents from the financial services industry
• Margin of error less than 1%; numbers may not add to 100% due to rounding
PwC
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Demographics

Financial services respondents
by region of employment
Middle
East &
Africa
3%

North
America
42%
Asia
Pacific
22%
Europe
24%

South
America
10%

Financial services respondents
by company revenue size

IT & Security
(Other)

Large
(> $1B
US)
41%

Medium
($100M $1B US)
23%

Financial services respondents by title

Do not
know
14%
Small
(< $100M
US)
21%

Nonprofit/Gov
/Edu 1%

Compliance, Risk,
Privacy
IT & Security
(Mgmt)
CEO, CFO, COO
CISO, CSO, CIO,
CTO

28%
15%
23%
15%
18%

(Numbers reported may not reconcile exactly with raw data due to rounding)
PwC
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Section 2
Confidence in an era of advancing risks
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79% of respondents say their security activities are effective,
a decline of 5% over last year.
Confidence is still high in the C-suite*, with 86% of CEOs saying they believe their security
program is effective. Across all respondents, however, confidence dropped 5% over last
year, likely a result of today’s enhanced threat environment. In fact, for the first time, the
OCC has ranked cyber threats as a major factor heightening banks’ operational risks.1
Executive confidence in effectiveness of security activities (somewhat or very confident)

83%

79%

All respondents
2012

79%

86%

CEOs

91%

91%

87%
75%

CIOs

84%

92%

87%

70%

COOs

CFOs

CISOs

2013

* CEOs, CFOs, and COOs
1

Office of the Comptroller of the Currency, Semiannual Risk Perspective, Spring 2013
Question 39: “How confident are you that your organization’s information security activities are effective?” (Respondents who answered
“Somewhat confident” or “Very confident.”) Question 1: “My job title most closely resembles”
PwC
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53% of respondents consider themselves “front-runners,”
ahead of the pack in strategy and security practices.
More than half of financial services respondents say they have an effective strategy in
place and are proactive in executing the plan. About one in four (26%) say they are better
at getting the strategy right than executing the plan.
Front-runners
53%

Strategists
26%

Tacticians
Firefighters

13%

8%

We have an effective strategy in
place and are proactive in
executing the plan

We are better at "getting the
strategy right" than we are at
executing the plan

We are better at "getting things
done" than we are at defining
an effective strategy

We do not have an effective
strategy in place and are
typically in a reactive mode

Question 27: “Which statement best characterizes your organization’s approach to protecting information security?”
PwC
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The share of IT budget has held steady, but as overall IT
spending has increased, security budgets have also expanded.
As illustrated below, security’s share of IT spend has held constant at approximately 3.5%
in recent years. As overall IT budgets have recovered from post-financial crisis lows,
however, spending on information security has increased in tandem.
Percent of IT budget spent on security

3.9%
3.3%

2009

2010

3.5%

2011

3.6%

2012

3.5%

2013

Question 7: “What is your organization's total information technology budget for 2013?” Question 8: “What is your organization’s total
information security budget for 2013?”
PwC
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Section 3
Today’s incidents, yesterday’s strategies
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Financial services respondents are detecting significantly
more security incidents.*
The average number of detected incidents increased by 169% over last year, evidence of
today’s elevated threat environment and perhaps respondents’ improved ability to
identify incidents. Average total financial losses have increased significantly over 2012,
which is not surprising given the cost and complexity of responding to threats.
Average number of security incidents in past 12 months
4,628

1,957

1,720

2011

Do not
know
18%

Do not
know
15%

Do not
know
8%

2012

2013

* A security incident is defined as any adverse incident that threatens some aspect of computer security.
Question 18: “What is the number of security incidents detected in the past 12 months? Question 22A: “Estimated total financial losses as a
result of all security incidents.
PwC
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The constantly evolving cyber-threat landscape is driving
the increase in security incidents.

Lines between the threats are blurring

The marked increase in the number of detected incidents, in our view, is likely driven by
the changing cyber-threat landscape. As the digital channel in financial services continues
to evolve, cybersecurity has become a business risk, rather than simply a technical risk.

PwC

Motivators

Threat vectors

Impact

Nation-states

• Global competition
• National security
• Fraud

• Targeted, long-term cyber
campaigns with strategic focus
• Insider
• Third-party service providers

• Loss of intellectual property
• Disruption to critical
infrastructure
• Monetary loss
• Regulatory

Cyber criminals

• Illicit profit
• Fraud
• Identify theft

• Individual identity theft
• Data breaches and intellectual
property theft
• Insider
• Third-party service providers

•
•
•
•
•

•
•
•
•

• Opportunistic vulnerabilities
• Insider
• Third-party service providers

• Destabilize, disrupt and
destroy cyber assets of
financial institutions
• Regulatory

• Targeted organizations that
stand in the way of their cause
• Insider
• Third-party service providers

•
•
•
•
•

Cyber terrorists/
individual
hackers

Hacktivists

Ideological
Political
Disenfranchised
Malicious havoc

• Political cause rather than
personal gain
• Ideological

Loss of identity
Monetary loss
Intellectual property loss
Privacy
Regulatory

Disruption of operations
Destabilization
Embarrassment
Public relations
Regulatory
September 2013
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Financial services respondents report a significant increase
in data loss as a result of security incidents.
Compromise of employee and customer records remain the most cited impacts,
potentially jeopardizing an organization’s most valuable relationships. Also significant:
Loss or damage of internal records almost doubled over 2012.
Impact of security incidents
34%

34%
25%

24%
17%

23%

15%
12%

Customer records
compromised or
unavailable
2012

Employee records
compromised

Identity theft
(client or employee
information stolen)

Loss or damage
of internal records

2013

Question 22: “How was your organization impacted by the security incidents?” (Not all factors shown.)
PwC
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While attacks backed by nation-states make headlines,
financial services firms are more often hit by other outsiders.
Only 6% of financial services respondents report security incidents perpetrated by foreign
nation-states. Hackers and organized crime pose a much more likely danger.

Estimated likely source of incidents (outsiders)
Hackers

36%

Organized crime

20%

Competitors

11%

Activists/ activist groups/ hacktivists

11%

Terrorists

9%

Foreign entities/ organizations

9%

Foreign nation-states

6%

Question 21: “Estimated likely source of incidents” (Not all factors shown.)
PwC
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Insiders, particularly current or former employees, are cited
as a source of security incidents by most financial services
respondents.
It’s the people you know—current and former employees, as well as other insiders—who
are most likely to perpetrate security incidents.

Estimated likely source of incidents (insiders)
Employees
Current employees

33%

Former employees

25%

Trusted advisors
Current service providers/consultants/contractors

18%

Former service providers/consultants/contractors

12%

Suppliers/business partners

12%

Information brokers

9%

Question 21: “Estimated likely source of incidents” (Not all factors shown.)
PwC
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Section 4
A weak defense against adversaries

PwC
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Respondents have not fully implemented technologies and
processes that can provide insight into today’s risks.
Security safeguards that monitor data and assets are less likely to be in place than
traditional “block and tackle” security. The types of tools below—behavioral profiling and
safeguards against APTs, in particular—can provide ongoing intelligence into ecosystem
vulnerabilities and dynamic threats.
Security safeguards currently in place
74%
55%

58%

58%

61%

65%

66%

Assetmanagement
tools

Centralized
data store

46%

Behavioral
profiling
and monitoring

Protection/
detection
solution
for APTs

Security
Use of virtualized
information
desktop
and event
management
technologies

Data loss
prevention
tools

Active
monitoring/
analysis of
security
intelligence

Question 14: “What process information security safeguards does your organization currently have in place?” Question 15: “What technology
information security safeguards does your organization currently have in place?” (Not all factors shown.)
PwC

September 2013
19

Mobility has generated a deluge of business data, but
deployment of mobile security has not kept pace.
Smart phones, tablets, and the “bring your own device” trend have elevated security risks.
Yet financial services companies’ efforts to implement mobile security do not show
significant gains over last year, and continue to trail the growing use of mobile devices.
Initiatives launched to address mobile security risks
50%
45%

Mobile security strategy

44%
44%

Mobile device-management software
Protection of corporate e-mail and calendaring on employeeand user-owned devices

40%
41%

Strong authentication on devices

36%
41%
34%
33%

Ban of user-owned devices in the workplace/network access

Use of geolocation services
2012

N/A
16%

2013

Question 16: “What initiatives has your organization launched to address mobile security risks?” (Not all factors shown.)
PwC
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Almost half of respondents use cloud computing, but they
often do not include cloud in their security policies.
While 46% of financial services respondents use cloud computing—and among those who
do, 53% report better security—only 18% include provisions for cloud in their security
policy. SaaS is the most widely adopted cloud service, but PaaS shows growth.
Type of cloud service used
73%

72%

46%

47%
29%

Software-as-a-Service (SaaS)
2012

Infrastructure-as-a-Service (IaaS)

34%

Platform-as-a-Service (PaaS)

2013

Question 32: “Which of the following elements, if any, are included in your organization’s security policy?” Question 42: “Does your organization
currently use cloud services such as Infrastructure-as-a-Service (IaaS), Software-as-a-Service (SaaS), or Platform-as-a-Service (PaaS)?”
Question 42A: “What type of cloud service does your organization use?” Question 42C: “What impact has cloud computing had on your
company’s information security?” (Not all factors shown.)
PwC
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Regulatory compliance remains the top driver of security
spending for financial services respondents.
Compared with other industries, financial services respondents prioritize regulatory
compliance as a driver for security spending. That’s not surprising in a highly regulated
industry, but a security model centered on existing compliance standards may not
adequately address today’s evolving security threats.
Drivers of information security spending
44%

Regulatory compliance

30%
40%

Business continuity/disaster recovery

30%
39%
42%

Economic conditions

38%

Company reputation

30%
38%

Internal policy compliance

30%
34%

Change and business transformation

Financial services respondents

29%
All respondents

Question 35: “What business issues or factors drive your company's information security spending?” (Not all factors shown.)
PwC

September 2013
22

Section 5
Preparing for the threats of tomorrow

PwC
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Respondents rank evolving technologies and third-party
standards as significant challenges to security.
Complex technologies such as high-frequency trading systems are a top concern among
financial services respondents.

Top challenges to information security
Rapidly evolving, sophisticated, and complex technologies
such as high-frequency trading systems

38%

Security protocols/standards of third-party vendors

36%

Monitoring and addressing new threats and vulnerabilities

33%

Heightened security threats from outside the country

33%

Ability to protect personally identifiable customer information

33%

Clear guidance from regulators on security standards
Disaster preparedness systems/protocols for security breaches
Employee training

30%
29%
26%

(Asked only of financial services respondents) Question 4: “Please state the degree to which the following are challenges for the future success
of your organization’s information security efforts?” (Respondents who answered “Significant challenge”) (Not all factors shown.)
PwC
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Leaders* are enhancing capabilities in ways that show
security is a business imperative—not just an IT challenge.
Aligning security with business needs, setting standards for external partners, and
improving communications show leaders, in particular, are rethinking the basics of security.
Security policies and safeguards currently in place: All respondents vs. leaders
87%

83%
73%

75%
66%

Security strategy aligned Standards for external
with business needs
partners, customers,
suppliers, vendors
All financial services respondents

73%
65%

A senior executive
who communicates the
importance of security

64%

A centralized
security information
management process

73%
59%

Cross-functional
team coordinates/communicates security issues

Financial services leaders

* We define leaders by the following criteria: Have an overall information security strategy; employ a CISO or equivalent who reports to the CEO, CFO, COO, CRO, or legal
counsel; have measured and reviewed the effectiveness of security within the past year; and understand exactly what type of security events have occurred in the past year.

Question 14: “What process information security safeguards does your organization currently have in place?” (Not all factors shown.) Question 29:
“Does your organization have a senior executive (CEO, CFO, COO, etc.) who proactively communicates the importance of information security to
the entire organization?”
PwC
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What business imperatives and processes will financial
services respondents prioritize over the next 12 months?
Some of the highest priorities include enhanced security for mobile devices and social
media.
Over the next 12 months, organization will increase spending for:
Mobile device security enhancements/applications

58%

Data-protection enhancements

55%

Social media security enhancements

50%

Internal security infrastructure enhancements

50%

Hacker detection and prevention
Internal testing of potential breach threats/fraud

49%
46%

Increased encryption (internal and external)

45%

Employee security training/education

45%

New authentication methods

44%

Monitoring and testing of third-party security partners/vendors

44%

(Asked only of financial services respondents.) Question 3: “Please indicate whether your organization will increase or decrease spending on
information security over the next 12 months for?” (Not all factors shown.)
PwC
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55% of respondents collaborate with others to improve
security, leveraging a powerful tool.
Compared with other industries, a higher percentage of financial services firms report they
collaborate with others to advance security and better understand the threat landscape.
Some, however, remain hesitant to share information, and that can impede security.
Reasons for not collaborating on information security
Do not want to draw attention to potential weaknesses

33%

Are concerned that a competitor would use
such information to market against us

28%

No one competitor is considerably
more advanced than others

27%

Distrust our competitors

Larger organizations with more financial resources
would use collaboration to their advantage

21%

17%

Question 41: “Does your organization formally collaborate with others in your industry, including competitors, to improve security and reduce the
potential for future risks?” Question 41A: “Why doesn’t your organization collaborate with others in the industry to improve security and reduce
the potential for future risks?” (Not all factors shown.)
PwC
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More money and an actionable vision are needed to
overcome obstacles to advancing security.
This is critical because effective security requires an adequate budget that is aligned with
future business needs, as well as the support of top executives.

Greatest obstacles to improving the strategic effectiveness of the company’s IS function
Insufficient capital expenditures

24%

Lack of an actionable vision or understanding of how future
business needs impact information security

24%

Absence or shortage of in-house technical expertise

23%

Poorly integrated or overly complex information and IT systems

22%

Leadership: CEO, President, Board, or equivalent

19%

Lack of an effective information security strategy

19%

Insufficient operating expenditures

18%

Leadership: CISO, CSO, or equivalent

16%

Leadership: CIO or equivalent

16%

Question 28: “What are the greatest obstacles to improving the overall strategic effectiveness of your organization’s information security
function?”
PwC
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Effective security also demands that organizations align
policies and spending with business objectives.
This year, more financial services respondents say security policies and spending are
aligned with business goals. This suggests they are starting to understand that security is
an integral part of the business agenda—and can contribute to bottom-line benefits.
Level of alignment with organization’s business objectives (somewhat or completely aligned)

87%
Security policies
88%

83%
Security spending
86%

2012

2013

Question 33: “In your opinion, how well are your company’s security policies aligned with your company’s business objectives?” Question 34:
“In your opinion, how well is your company’s spending aligned with your company’s business objectives?”
PwC
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Section 6
The future of security: Awareness to Action

PwC
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The fundamental safeguards you’ll need for an effective
security program.
Effective security requires implementation of numerous technical, policy, and people
safeguards. Based on a regression analysis of survey responses and PwC’s experience in
global security practices, the following are 10 key strategies.
Essential safeguards for effective security

1

A written security policy

2

Back-up and recovery/business continuity plans

3

Minimum collection and retention of personal information, with physical access restrictions
to records containing personal data

4

Strong technology safeguards for prevention, detection, and encryption

5

Accurate inventory of where personal data of employees and customers is collected,
transmitted, and stored, including third parties that handle that data

6

Internal and external risk assessments of privacy, security, confidentiality, and integrity of
electronic and paper records

7

Ongoing monitoring of the data-privacy program

8

Personnel background checks

9

An employee security awareness training program

10
PwC

Require employees and third parties to comply with privacy policies
September 2013
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Leading security practices for financial services companies.
Security is a board-level business imperative
Advance your security strategy •
and capabilities.
•

An integrated security strategy should be a pivotal part of your business model; security is no longer simply
an IT challenge.
You should understand the exposure and potential business impact associated with operating in an
interconnected global business ecosystem.

Board and CEO drive security
governance.

•
•

Security risks are operational risks and should be reviewed regularly by the board.
Strong support and communication from the board and CEO can break down traditional silos, leading to
more collaboration and partnerships.

Strong multi-party governance
group should manage security
risk.

•

An executive with direct interaction with the CEO, General Counsel and Chief Risk Officer should lead
security governance.
Security governance group should include representatives from legal, HR, risk, technology, security,
communications, and the lines of business.
The cybersecurity governance group should meet regularly (monthly or quarterly) to discuss the current
threat landscape, changes within the organization that impact risk levels, and updates to remediation
programs and initiatives.

•
•

Security threats are business risks
Security program is threatdriven and assumes a
continuous state of
compromise.

•
•
•
•
•

Ensure cooperation among
third parties.

PwC

•

Security risks are among the top 10 operational risks.
Adopt the philosophy of an assumed state of compromise, focusing on continuous detection and crisis
response in addition to traditional IT security focus of protection and mitigation.
Security risks include theft of intellectual property, attacks on brand, and social media.
You should anticipate threats, know your vulnerabilities, and be able to identify and manage the associated
risks.
Focus on your adversaries: who might attack the business and their motivations.
Proactively make certain that suppliers, partners, and other third parties know—and agree to adhere to—
your security practices.

September 2013
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Leading security practices for financial services companies
(cont’d).
Protect the information that really matters
Identify your most valuable
information.

•

Know where these “crown jewels” are located and who has access to them.

•

Allocate and prioritize resources to protect your valuable information.

Establish and test incident-response plans
Incident response should be
aligned at all levels within the
organization.

•

Incident response should integrate technical and business responses.

•

Response is aligned at all levels by integrating the technical response (led by IT) and business response
(led by business with input from legal, communications, the senior leadership team, and HR).

Security incident response should •
be tested using real-world
scenarios.
•
•

Improve planning and preparedness through table-top simulations of recent industry events and likely
attack scenarios.
Frequently conduct table-top simulations.
Response to various attack scenarios and crisis should be pre-scripted in a “play book” format.

Gain advantage through Awareness to Action
Security is driven by knowledge,
an approach we call Awareness
to Action.

PwC

•

All activities and investments should be driven by the best-available knowledge about information assets,
ecosystem threats and vulnerabilities, and business-activity monitoring.

•

Organizations should create a culture of security that starts with commitment of top executives and
cascades to all employees.

•

Organizations should engage in public-private collaboration with others for enhanced threat intelligence.
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For more information, please contact:
US IT Security, Privacy & Risk Contacts
Gary Loveland
Principal
949.437.5380
gary.loveland@us.pwc.com
Mark Lobel
Principal
646.471.5731
mark.a.lobel@us.pwc.com

US Financial Services Contacts
Joe Nocera
Principal
312.298.2745
joseph.nocera@us.pwc.com
Shawn Connors
Principal
646.471.7278
shawn.joseph.connors@us.pwc.com
Andrew Toner
Principal
646.471.8327
andrew.toner@us.pwc.com

Or visit www.pwc.com/gsiss2014
to explore the data and
benchmark your organization.

Christopher Morris
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617.530.7938
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