
Oversupply and lower commodity 
prices aren’t the only serious 
challenges facing the oil and gas 
industry. In 2015, organizations 
reported a 93% rise in detected 
information security compromises. 
On average, oil and gas businesses 
reported more cybersecurity 
incidents than any other industry, 
according to The Global State of 
Information Security® Survey.

Among this global surge in 
compromises, oil and gas businesses 
understand that they should treat 
cybersecurity as an operational 
imperative—on par with health, 
safety and environmental efforts—
to better manage risks. To do so, 
many are adopting cloud-based 
platforms for cybersecurity services, 
advanced authentication and Big 
Data analytics. The vast majority 
also has implemented risk-based 
security frameworks such as ISO 
27001 and the NIST Cybersecurity 
Framework to help guide their 
overall cybersecurity practices. And 
significantly more said they share 
threat intelligence with others. 

Another measure of progress is a 
willingness to invest in information 
security. Despite tightening budgets, 
respondents boosted their information 
security investments by 10% in 2015. 

Survey respondents said benefits 
of Big Data analytics include a 
better understanding of external 
and internal threats, and enhanced 
visibility into user behavior and 
anomalous network activity. For many 
organizations, these benefits can help 
curtail theft of “hard” intellectual 
property like exploration data, drilling 
technologies and refinery processes, 
which increased dramatically in 
2015. Enhanced visibility of network 
traffic and user behavior can help 
businesses monitor for data leakage. 
Another benefit organizations usually 
cite is the ability to identify and 
respond to a breach in progress. 

Gearing up for the Internet 
of Things
Oil and gas companies understand 
that the Internet of Things (IoT) 
will bring new opportunities to 
advance exploration and production 
capabilities, operations and 
customer engagement. Similar to the 
convergence of operational technology 
(OT) systems with information 
technology (IT) systems, the IoT will 
very likely expand cybersecurity risks. 

Already, compromises of these systems 
are on the rise: In 2015, exploits of 
components like OT systems and 
embedded devices soared more than 
50%. To address these risks, 61% of 
oil and gas companies said they either 
have a security strategy for IoT in 
place or are currently implementing 
one. And more than two-thirds of 
respondents have established a single, 
central cybersecurity function that is 
responsible for corporate IT systems 
as well as connected field assets, 
a significant gain over last year. 

Cybersecurity in the cloud
Cloud computing is now the norm 
in the oil and gas industry: More 
than three-quarters of respondents 
said they are on the cloud, a 
51% increase over last year. 

The cloud also has emerged as a 
sophisticated tool for cybersecurity 
safeguards. This year, 64% of 
organizations said they use cloud-
based cybersecurity services such as 
real-time monitoring and analytics, 
advanced authentication and end-
point protection. These services 
can help businesses detect and 
respond to the rising number of 
compromises attributed to third-
party business partners, which 
often have trusted access to a 
company’s networks and data. 

Big Data gets bigger 
Oil and gas companies rank the use of 
real-time data analytics for activities 
like drilling and asset maintenance as 
a strategically important investment. 
We also saw a significant increase 
in the number of respondents that 
use Big Data to help model for and 
identify cybersecurity threats. 
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While employee and customer records remain the 
top targets of cyberattacks and continue to increase, 
theft of hard intellectual property soared in 2015.

60%

As detected incidents continue to increase, 
businesses are investing in core safeguards to better 
defend their ecosystems. Oil and gas respondents 
had the following safeguards in place or plan to 
implement them in the next 12 months.

10%

In 2015, the number of detected security incidents 
skyrocketed 93% over the year before.

93%

Have an overall 
security strategy

78%

Conduct threat 
assessments 

65%

Have security baselines/-
standards for third parties

65%

Have a CISO in 
charge of security 

71%

Active monitoring/analysis 
of security intelligence 

62%

Employee security 
training & awareness 

74%

Many organizations are implementing strategic initiatives— 
such as cloud-based cybersecurity and Big Data analytics—
to improve security and reduce risks. 

The number of respondents who attributed security 
incidents to current employees dropped significantly over 
the year before, while those who cited current service 
providers/consultants/contractors increased.
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25% Continuing two years of increases in security 

spending, respondents raised their information 
security budgets by 10% in 2015. 
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