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Opting in:  
How to win employee partners  
in mobile data analytics

Knowledge is power, or rather, data is power. Today’s data analytics 
capabilities, combined with the huge number of smartphones utilised by the 
modern workforce, represent a huge opportunity for companies to build a 
better, smarter talent pool. But for most employees, the idea of an employer 
collecting data from their smartphones might just be a little too much like the 
Orwellian ‘Big Brother watching you.’ So, how can companies successfully 
convince their workforce that data gathering can benefit them? The key to 
success is ensuring that employees don’t feel like they are under surveillance; 
that they believe they are being given valuable tools to succeed. Whatever the 
approach, employees must trust that when their data is being collected and 
analysed, it is being done for them, not to them.
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For many people, the idea of a 
company collecting data about what 
they do on their smartphones is 
scary, especially if that company is 
their employer. Under surveillance, 
they fear, employers will track where 
they are at all times, monitor their 
efficiency at every turn, or even view 
and erase personal data on their 
personal phones. 

But such concerns can dissipate 
when people are presented with the 
reality of mobile data collection and 
analysis: it is often the smartphone 
users themselves who benefit most. 

Enter Sarah. Sarah is a smart phone 
user for both business and personal 
applications. Various companies 
use mobile-data analytics to study 
how Sarah uses data-based apps 
on her smartphone, whether that 
is getting directions, looking up 
restaurant reviews, or checking in for 
a flight. Consumer companies then 
respond to Sarah with information, 
services, or offers customised for 
her. For example, Sarah just used her 
phone to check-in for a flight, then, 
a few minutes later, her search and 
mapping app responds by suggesting 
a taxi company that can pick her up in 
two hours and get her to the airport 
on time. Then, even more common, 
she uses a restaurant review app to 
search for Italian restaurants nearby 
and when she next checks one of her 
social media accounts, there is an 
advertisement for a nearby eatery 
offering a discount. 

If the benefits to Sarah are compelling 
enough, she will volunteer her data 
to companies, particularly when she 
is given the chance to decide which 
data gets shared and how. The more 
privacy settings she can control, 
the more confident she becomes in 
providing more of her data. We see 
that value exchange daily on the 
consumer front. More and more, 
people are opting in. 

This value exchange is generally 
understood when applied to 
consumers, but what about employee 
mobile data? Companies should take 
that lesson to heart as they embark 
on a still nascent, though perhaps 
more powerful, application of mobile 
data analytics: hiring, training and 
engaging effective employees. 

Firms that wish to reap the growing 
rewards of using mobile data 
analytics to build a better workforce 
should study the lessons learned 
through its use with consumers. They 
must get buy-in from their employees 
for any mobile usage monitoring 
and make them partners in the 
endeavour. Employees can’t feel like 
they are under surveillance; they 
must believe they are being given 
valuable tools to succeed. 

This isn’t just a ruse; Sarah is also 
an employee. Employees do stand 
to gain from tracking and analysing 
their mobile usage data. The goals for 
companies using such data—increased 
employee loyalty and engagement, 

more effective recruiting and better 
management—are all based on 
greater satisfaction among employees 
and potential employees. 

The challenge is that valuable 
employee data comes 24 hours a day, 
so monitoring it can seem particularly 
invasive. Long gone are the days 
when Sarah was an employee eight, 
10 or even 12 hours a day. Now, with 
the help of her smartphone, Sarah 
may do work anytime, anywhere. 
And, likewise, as much as we may not 
want to admit it, hours at the office 
are no longer exclusively reserved for 
work. Sarah checks one of her social 
media accounts during the day, posts 
photos to an online mobile photo 
sharing site and takes a quick break 
to watch a short video. In work and 
in play, at the office and at home, our 
smartphones have become extensions 
of ourselves, almost always by our 
sides. They are our ‘digital avatar.’ 

Tracking and analysing mobile 
data usage is about understanding 
this total view of the employee. It is 
not about monitoring what Sarah 
does in her private life, but rather 
understanding how she operates in 
her work life, 24 hours a day, and 
how to make that more efficient. 
It is not about catching Sarah 
ducking out of work early to buy 
her daughter a birthday present; it’s 
about understanding the tools she 
uses to do research in the middle of 
the night before a big presentation. 
No one understands better than 

Leveraging mobile data to meet a company’s particular needs can help 
cultivate the best employees and give them the tools they need to thrive.
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employees that the line between 
work and personal life has all but 
disappeared. Mobility data can help 
their employers understand the same. 

It is a challenge indeed, but one well 
worth the effort. Leveraging mobile 
data to meet a company’s particular 
needs can help cultivate the best 
employees and give them the tools 
they need to thrive. 

But first, they must opt-in.

Surveillance vs. sharing 
Study after study has shown that 
employees under greater monitoring 
feel greater stress. They feel watched, 
tracked, spied on, which could 
possibly lead to less productive 
employees. That can, in turn, 
put pressure on otherwise good 
supervisor-employee relations. 

A recent PwC pulse survey1 found 
that the majority of employees 
surveyed assume that company-
provided devices are moderately 
monitored by their employer. And 
they expect that aberrations in 
websites visited or device usage 
patterns will be reported. 

But just because they expect it, 
doesn’t mean they like it. 

Younger respondents in our survey 
said they are more comfortable 
having their mobile usage data 
collected by commercial entities 
and/or the government than by their 
employer. The older a respondent, 
the more likely that he or she would 
be comfortable having their data 
collected by their employer. Still, 
respondents overall were not very 
comfortable with the idea. 

To overcome this hurdle and get 
employee buy-in, companies will 
have to address how mobile data 
gets collected and used. Survey data 
shows employees are more likely 
to opt in to a programme that uses 

Source: PwC pulse survey conducted in April, 2015.

Source: PwC pulse survey conducted in April, 2015.

Figure 1: Comfort level of data collection by age
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aggregate data to improve company-
wide efficiency, rather than one 
that monitors and enforces at the 
employee level. At the same time, 
employees are also more likely to 
participate in a programme that 
offers personalised solutions to 
improve individual performance.

Understanding that a data collection 
programme will help them in 
the long term builds buy-in, but 
employees also respond to specific 
incentives when it comes to opting in. 

In our survey, while greater than 
half of respondents said they were 
hesitant to opt-in to a programme 
where employers gather and utilise 
mobile data, certain factors could 
increase the likelihood employees 
would opt in. The top three were 1) 
Improvements to job performance, 
2) Improvements to company, and 3) 
How data is collected and used. 

Another big challenge companies 
will face in capturing mobile data 
is the trend towards bring your 
own device (BYOD) programmes. 
Employees expect employers to 
have access to more information 
on a company-owned device, and 
they are more comfortable with 
employers monitoring data on a 
company-owned laptop. They are 
uncomfortable with employers 
monitoring their personally owned 
mobile devices that they may use for 
business purposes. 

Employees may even be unwilling to 
install a work email or other work-
related app onto their personal device 
if they know it means their employer 
can track them or their data.

The survey respondents indicated 
that they were least comfortable if 
the employer was tracking their usage 
on their personal device they paid for 
and used for business purposes. They 
were significantly more comfortable 
if the device was a company-issued 
phone or if the plan was paid by the 
company for a BYOD.

And for those employees who use a 
company-provided device exclusively, 

Figure 3: Monitoring comfort level by device
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Source: PwC pulse survey conducted in April, 2015.

Figure 4: Likelihood of an employee purchasing a personal device if their 
employer started tracking personal activities on an enterprise device
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Source: PwC pulse survey conducted in April, 2015.

they would be more likely to 
purchase a separate personal phone 
if their employer had access to mobile 
data usage through their company-
provided device. The PwC survey 
found that a majority of employees 
today use their company-provided 
phone as their only mobile device 
for business and personal use. If they 
learned that their usage was being 
tracked, nearly half of employees 

surveyed would purchase a separate 
personal phone. Word travels fast 
around employee populations. The 
first time an employee is disciplined 
for inappropriate use of a phone or 
website, the company may have a 
harder time convincing employees 
they are only tracking at the 
aggregate level to improve overall 
performance.
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Privacy protected? It depends on where you are

As company leaders debate how and 
when mobile data should be used, so 
too do lawmakers across the globe. 
Whilst, in most cases, legislative 
regulations have been no more 
restricting than public perception 
already is, understanding the legal 
discussion provides additional 
perspective on how to approach a 
mobile data strategy. 

Privacy laws, namely monitoring 
and tracking employee devices, 
vary widely country to country, and 
even state to state, from virtually 
non-existent in some developing 
countries to quite comprehensive 
in the European Union (EU), 
Canada and China, according to 
Forrester Research. In places they 
do exist, the broadest goal is to 
protect personal data, such as social 
security numbers, birth dates or 
other identifiable information. 
Some countries also protect data 
considered ‘sensitive,’ such as 
political or religious affiliations, 
marital status, sexual orientation 
and health history. The goal is to 
ensure personal data doesn’t get into 
the wrong hands—from identity 
thieves to insurance underwriters  
to prejudiced employers.

Amongst developed countries, the 
United States has some of the more 

lenient privacy laws, focusing largely 
on protection of health history, 
through the Health Insurance 
Portability and Accountability Act 
(HIPAA), and personal data, through 
laws meant to prevent identity theft, 
according to a recent paper on data 
privacy from Pillsbury Winthrop 
Shaw Pittman LLP. 

However, data protection in the 
United States is constantly evolving 
as lawmakers react to public calls for 
greater privacy. And absent federal 
laws specifically addressing employee 
privacy, a few states have stepped 
up adding additional privacy or 
notification requirements. 

The EU has generally taken privacy 
protection a step further. There, 
personal data privacy is considered 
a fundamental right, according to 
the Pillsbury paper. In some EU 
countries, companies aren’t just 
required to notify employees about 
the collection and use of their 
personal data, they must get their 
permission to use it. 

Member countries are guided by the 
EU’s Data Protection Directive in their 
adoption of privacy regulations, but 
the policy is non-binding, so actual 
laws and regulations in the EU vary 
by country. This could soon change, 

though. The European Commission 
is in the process of unifying data 
protection through the General Data 
Protection Regulation, expected to be 
passed some time in 2015, according 
to the SANS Institute.2 Firms doing 
business internationally should consult 
with attorneys with regional expertise 
to ensure compliance. 

To overcome some of these hurdles, 
companies can agree to stronger 
protections, such as limiting the use of 
personal data to necessary purposes, 
notifying employees when personal 
data is being collected and how it will 
be used, allowing opportunities for 
employees to opt-out or opt-in, limiting 
transfer of personal data to third 
parties, and appropriately protecting 
data from security breaches.

Rather than being viewed as hurdles, 
companies should be doing precisely 
those things anyway, in order to 
preserve a collaborative environment 
with their employees. 

If you are part of a multi-national 
company you will have difficulty 
implementing a single approach across 
multiple territories. Any multinational 
rolling out a tracking programme 
should conduct an assessment of their 
obligations territory by territory.

http://www.sans.org/reading-room/whitepapers/legal/generation-firewalls-employee-privacy-global-enterprise-35467
http://www.sans.org/reading-room/whitepapers/legal/generation-firewalls-employee-privacy-global-enterprise-35467
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Forrester Research highlights the regional differences around the world 
regarding regulation and enforcement of privacy laws. 

Source: http://heatmap.forrestertools.com/, Forrester Research, August 2015

Most restricted

No legislation or no information Government surveillance may impact privacy

Restricted Some restriction Minimal restrictions Effectively no restrictions



Opting in: How to win employee partners in mobile data analytics Communications Review   6

Perception and 
proportionality 
The fundamental struggle at the 
heart of most privacy laws is how 
to balance what a company gains 
through data collection and what the 
employee (or member of the public) 
loses in privacy. In the EU, that 
tradeoff is known as proportionality. 

And regardless of what lawmakers 
conclude, companies should 
have this same debate internally. 
Regulations aside, the larger factor 
firms must consider and manage 
with the use of mobile usage data 
is how employees, and the public, 
perceive such actions. If the goal is 
to improve employee efficiency and 
build loyalty, firms must take great 
care not to establish programmes 
that do precisely the opposite. 

It is a big hurdle—consumers are very 
concerned about privacy on their 
devices. According to the TRUSTe 
Consumer Confidence Index,3 85 
percent of consumers have privacy 
concerns about using mobile apps—
and that number is growing. 

Employees must trust that when their 
data is being collected and analysed, 
it is being done for them, not to them. 
They have to have a sense that they 
are part of an initiative to better their 
performance and achievement, and 
then be given the ability to determine 
if they want to participate and how. 

Enterprise can begin by justifying the 
need for data. 

That shouldn’t scare companies away. 
Before they even attempt to win 
employee buy-in, companies should 
already have a deep understanding of 
what mobile data they need and how 
they plan to leverage it. Companies 
typically achieve this understanding 
by conducting an inventory of their 
personal data and mapping the flows 
of that data. There is an infinite 
amount of data available and it can 
easily become unmanageable. Just 
because something can be monitored 
and quantified, doesn’t mean it 
should be. Companies should focus 
on solutions to their particular needs 
and consider only the most relevant 
metrics.

And those metrics must not only 
present company-wide solutions, 
but also bring benefits to employees 
so they are willing to give up their 
privacy and opt-in. The more direct 
the employee benefits, the more 
information employees may be 
willing to share. As described above, 
surveys suggest employees are 
willing to share more information 
if mobile data analytics is done on 
a more anonymous level where 
the information can be used in a 
broad context and is not directly 
tied to them. But at the same time, 
employees stand to gain the most 
personal benefit from analytics 
directly related to them. Employees 

don’t just want to know the seven 
habits of highly effective people, 
they want to know the seven habits 
of highly effective people in their 
company in their particular business 
with their skillset. And in exchange 
for such direct engagement, they 
may be willing to allow access to 
their mobile data that reveals their 
behaviours and preferences.

Many employees are likely 
comfortable making such decisions. 
They do it all the time as consumers. 
Consumers willing to share their 
location data with a mapping app 
can get specific travel times to their 
destinations, or even advice on when 
to leave for the airport. Those willing 
to take it to the next level and share, 
for example, shopping histories 
coupled with location data with 
certain shopping apps are rewarded 
with special insights on sales and 
where to find deals. And those willing 
to go so far as to share their financial 
transactions with a banking app can 
get insight on insurance, credit cards 
and mortgage deals that might be a 
great fit for them. 

The fact is, people are realising more 
and more that revealing behavioural 
and preference information to 
commercial organisations often 
makes their lives easier, according to a 
survey by the Pew Research Center.4 
Asking them to do the same for their 
employers is a natural transition. 

Employees must trust that when their data is being collected and 
analysed, it is being done for them, not to them.

https://www.truste.com/resources/privacy-research/us-consumer-confidence-index-2014/
http://www.pewinternet.org/2014/12/18/future-of-privacy/
http://www.pewinternet.org/2014/12/18/future-of-privacy/


Opting in: How to win employee partners in mobile data analytics Communications Review   7

How to get there 
Companies must openly and 
honestly provide their employees 
the information they need to make 
a calculated decision whether to 
opt-in to a mobile data analytics 
programme.

They should create a value exchange, 
demonstrating the benefits of their 
data analytics based on the discussion 
above, and publish it often. Whilst 
the merit of such programmes should 
be intrinsic, because some of the 
benefits are longer-term, companies 
can consider adding immediate 
bonus incentives for opting-in. 

Companies must also develop an 
Acceptable Use Policy for the use 
of technology and collected data. 
The policy should be developed 
in consultation with attorneys 
from each country and region they 
operate in and should detail what 
is being collected, how and why it 
is being used, how it is being stored 
and for how long. It should also 
provide an explanation of how an 
employee can access his or her own 
data—a key detail in giving the 
employee a sense of ownership in 
the endeavour. Companies should 
publish their policies and make 
them readily available to employees. 
Global companies should consider 
whether to have one firm-wide policy 
that meets legal regulations of all 
countries they operate in, or various 
policies based on the laws and social 
norms of individual countries. 

Above all, companies must give 
employees control over which of 
their smartphone data is accessed 
by requiring them to opt-in to 
programmes. 

Particular consideration should be 
made for BYOD policies and as firms 
develop mobile data programmes, 
they should evaluate their BYOD 
policies as a whole. As mentioned 
above, what employees are willing to 
share from company-owned devices 
will likely differ significantly from 
what they are willing to share from 
personal devices they use for work. 
Research indicates that employees 
are very concerned about company 
control and loss of privacy under 
BYOD programmes. Many employees 
are unaware of how much of their 
privacy is at stake when they 
participate in such programmes. 
And when they learn that their 
employer can potentially track their 
whereabouts on weekends, see the 
Tinder app they installed, and even 
delete personal photos, they grow 
concerned. While this may be the 
default security policy under BYOD 
programmes, companies should 
consider what is truly necessary for 
them to access. 

Though companies may be tempted 
to do so, they should not use data 
to monitor employees or enforce 
workplace rules. Not only could they 
find themselves in violation of the 
privacy laws of some countries, they 
also risk jeopardising the efficiency 
and loyalty gains they worked hard 

to achieve if employees perceive 
themselves as under surveillance. 

Finally, if employees are worried about 
their data in their employers’ hands, 
they are even more worried about it 
in an outsider’s hands. Companies 
must put all appropriate safeguards 
in place to protect mobile behavioural 
and preference information from any 
security breach. 

Win-win solution 
Getting employee buy-in for a mobile 
data analytics programme isn’t 
necessarily easy, but it is worth it, for 
the company and the employee. 

Sarah, the employee, is never really 
off the clock. She has 24 hours in a 
day, and she may be working at some 
point in 20 of them. To understand 
how she does her job, and provide 
opportunities for her to do it better, 
Sarah’s company needs to have the 
total view of her work. Mobile data 
analytics gets it a long way there. 

For the company, leveraging that data 
results in a better, smarter workforce. 

For Sarah, the benefits may be even 
greater. Instead of just being engaged 
with colleagues and supervisors 
a few times a day at most, mobile 
data analytics allows for a more 
comprehensive understanding of all 
Sarah does, and how she does it. It 
allows her to be more valued, better 
understood and, most importantly, 
better provided with the tools she 
needs to excel. 

1 PwC pulse survey, conducted in April 2015. Respondents were global and numbered around 150. 

2 The SANS Institute, Next Generation Firewalls and Employee Privacy in the Global Enterprise, 21 September 2014.  
http://www.sans.org/reading-room/whitepapers/legal/generation-firewalls-employee-privacy-global-enterprise-35467

3 TRUSTe, TRUSTe Privacy Index 2014 Consumer Confidence Edition, 2014.  
https://www.truste.com/resources/privacy-research/us-consumer-confidence-index-2014/

4 Rainie, Lee and Anderson, Janna; The Pew Research Center, The Future of Privacy, 18 December 2014.  
http://www.pewinternet.org/2014/12/18/future-of-privacy/

Endnotes

http://www.sans.org/reading-room/whitepapers/legal/generation-firewalls-employee-privacy-global-enterprise-35467
https://www.truste.com/resources/privacy-research/us-consumer-confidence-index-2014/
http://www.pewinternet.org/2014/12/18/future-of-privacy/
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