
Digital Revolution Summit

The future of security and
privacy in an IoT world

As part of the Mobile World Congress, held in

Barcelona in February 2017, PwC hosted its

second annual Digital Revolution Summit, a

one-day conference on the promise and perils

of the digital age. The event included a panel

discussion on the challenges of maintaining

security and privacy at a time when the

Internet of Things promises to create an

explosion of sensitive data over public and

private networks all over the world.

The central insight, on which all the panelists

were agreed is that securing the IoT requires

an entirely new approach. No longer is it a

matter of creating a secure perimeter around a

specific network to keep intruders out. The

IoT will soon be essentially ubiquitous, and

thus presents a very different security

problem—one that will dramatically affect how

to determine identity and maintain privacy as

well.
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Security

The internet, and just as important, the rapidly growing multitude of connected devices,

has forced a dramatic change in how people and companies perceive security. The long-

standing “bolt-on” approach doesn’t work in an age when people expect fewer barriers

to information, and IoT networks must operate fast, and freely.

Instead, security must function like a utility, working holistically, as a platform fully

integrated into the network. This, of course, will require a new level of “intelligent

sharing,” in which the network itself learns to monitor and manage any insecure

activity.

Identity

In a world of ubiquitous, machine-to-machine networks, the concept of identity, too,

must change. Cumbersome passwords and complex security keys are simply too slow to

keep up with the demands for real-time exchange of data. The process of knowing, and

trusting, who’s who—and perhaps more important, what’s what, in an M2M

environment connecting 20 or 30 billion devices—must take place at the network level

itself. This will require significant advances in machine learning, if networks are to be

brought up to the level of intelligence required.

Privacy

How these new models of network security and identity will affect the notion of privacy

going forward is uncertain. Certainly, the very concept of privacy is undergoing change

as well, especially among younger generations and those in developing countries;

expectations of complete personal privacy are declining—even as criminal assaults on

personal data are on the rise, and must be fully guarded against.

Protecting personal data at the source is difficult enough. But managing this task in a

world in which more and more personal data is shared—not just consciously, by their

owners, but automatically, through their many devices—becomes vastly more complex.

Here, too, the notion of “intelligent sharing” at the network level will be key.

The challenge to the security community is clear: to build into networks the utility-like

intelligence to maintain secure connectivity, accurately authenticate identity, and

manage the proper level of privacy—while ensuring the high level of information sharing

needed to drive economic growth.

Three Key Points

1. Security in the Internet of Things must be built directly into
networks, using a platform-based, utility model.

2. The network itself must become sufficiently intelligent to manage
identity authentication and the secure sharing of information.

3. Security and privacy in the age of the IoT can be assured only by
applying artificial intelligence and machine learning to the
problem.


