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A need for new thinking by the Financial 
Services industry

Time to change tack

Global Economic Crime Survey 2016 –
Financial Services industry insights

53% 
of Financial Services respondents 
increased spending on compliance 
over the last 24 months

46% 
have suffered economic crime in the 
last 24 months

35% 
stated that economic crime had high 
or medium impact on relationships 
with regulators 

29% 
of economic crimes in Financial 
Services organisations were 
committed by internal perpetrators
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$70.2bn
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average

of respondents
reported experiencing
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last 24 months

New regulation stemming 
from the financial crisis 
cost the six largest US 
banks $70.2 billion by the 
end of 2013.
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Up from

We have been performing a global survey of economic crime since 2001, and 
despite significantly increasing investment in compliance and being 
continuously under the scrutiny of regulators in that time, 46% of respondents 
in the Financial Services industry reported being victims of economic crime in 
the last 24 months, an increase from 45% reported in 2014. 

Our Financial Services insights combines results for the Banking & Capital 
Markets and Insurance sectors. It remains difficult for Financial Services 
organisations to join the strategic dots across the growing volume, 
sophistication and variety of economic crime. 16% of those that reported 
experiencing economic crime had suffered more than 100 incidents, with 6% 
suffering more than 1,000. Not only are the direct losses from these incidents 
higher than in other sectors, but in the regulated world, it is the costs of 
remediation and compliance that are staggering.

Tackling economic crime and proving positive intent to regulators has often 
meant more spending on compliance. 53% of respondents reported that 
spending on fighting economic crime was increasing – a trajectory that shows 
no sign of stopping. However, spending significantly more has not meant less 
economic crime. Our survey found that Financial Services organisations place 
more value on relations with regulators than any other group – including their 
employees and business partners. But this focus and investment has failed to 
deliver better relationships with 50% of respondents having undergone 
regulatory inspections or experienced enforcement action in the last 24 
months.

Even if further spending could deliver better relationships and results – 
Financial Services also faces a global shortage of sufficiently skilled and 
experienced compliance professionals, particularly in areas such as Anti-
Money Laundering and Counter-Terrorist Financing (‘AML-CFT’) compliance, 
to help understand and manage the interconnected risks of economic crime. 
So what is the answer? Our advice to Financial Services organisations is to 
focus on efficiency and effectiveness, not just activity.

Spending should be targeted where it can make the biggest difference. For 
sophisticated global institutions, this means automating labour-intensive 
processes, improving the quality and accessibility of information and 
evaluating new, more effective technological detection methods. 33% of our 
respondents revealed that data quality still can restrict compliance with 
anti-money laundering regulations. Financial Services organisations need 
strategic financial crime risk assessment frameworks to make sure policies 
and compliance programmes target the areas of greatest risk. And the best 
way to tackle financial crime is by embedding the latest strategies and 
technology into day-to-day operational decision making. And, to combat the 
stark fact that 29% of economic crime is committed by internal perpetrators, 
organisations must also continue to invest in creating corporate cultures 
based upon strong shared purpose and values.

New thinking is needed to make investment in compliance deliver more 
value and to tackle economic crime.
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How can we help?

We have in-depth knowledge of regulatory guidelines and best practices for the use of technology systems to tackle economic 
crime. We can help to assess risk across business areas and develop monitoring process to mitigate risk. Our expertise includes:

•	 Holistic risk overviews to enable fact-based decision making

•	 Supporting technology vendor assessment and selection

•	 Assessment of completeness, accuracy and quality of business data

•	 Optimising technology systems through testing, validation and automated feedback

•	 Developing interactive reports incorporating data visualisation

These are four key technologies all Financial Services organisations should be aware of in order to protect and 
grow their business:

Big data analytics – as well as being used to 
maintain real-time surveillance of the millions 
of messages Financial Services organisations 
generate each day, big data analytics is also being 
used to understand evolving external and internal 
security risks, monitor user behaviour and 
network activity. The risk of cybercrime now tops 
the list of frauds the respondents to our economic 
crime survey think most likely to occur in the next 
two years. And this concern is well placed. Some 
cyber professionals predict breaches that could 
result in ‘extinction level events’ costing billions 
of dollars and irretrievably damaging reputations. 
Giving information security specialists greater 
visibility to risk in a business context improves 
their capability to detect and respond to 
threats. Building up patterns of behaviour using 
techniques such as machine learning can help 
organisations build a predictive capability to 
prevent attacks before they occur.

Blockchain – Financial Services organisations 
are exploring how Blockchain could transform 
the way they trade and manage back-office 
operations – to name just two applications. They 
recognise that this technology could transform 
their capabilities in some areas – offering ways 
to process transactions more efficiently, securely, 
and more reliably.

Biometrics – Financial Services is built on 
trust and key to that trust is ensuring that 
people are who they say they are. To maintain 
trust and reduce the risk of fraud without 
onerous authentication processes, Financial 
Services organisations have commercially 
exploited biometrics that allow customers to 
access their accounts using voice and facial 
recognition. However, Jin Woong-Sup, Head 

of the Korea Financial Supervisory Service, has 
recognised there is “incredible operating and 
reputational risk if [banks] they fail to effectively 
control their customers’ bio-information and 
imaging records.” 11

Advanced IT security – The increasing 
prevalence of cyber-crime also highlights the 
need for focus on technology that protects 
business integrity. 37% of Financial Services 
respondents stated that they were affected by 
cyber-crime in the last 24 months. Cyber-crime 
continues to facilitate and converge with other 
types of financial crime and organisations will 
increasingly need to tackle both risk together.

11 http://www.yonhapnews.co.kr/bulletin/2016/05/03/0200000000AKR20160503050200002.HTML?from=search
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