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you just do it yourself?  

Overview 

On December 5, 2013, the Federal Reserve Board (“FRB”) issued its Guidance on Managing 
Outsourcing Risk (“Guidance”). The Guidance applies to financial institutions supervised by the FRB, 
including bank and savings and loan holding companies (and their nonbank subsidiaries), state 
member banks, and US operations of foreign banking organizations.  

The Guidance highlights potential risks arising from the use of third-party service providers and 
describes the elements of an appropriate program for managing those risks. The Guidance defines 
“service provider” broadly to include all entities that have entered into a contractual relationship with 
a financial institution. As such, it addresses the same types of risks that the Office of the Comptroller 
of the Currency (“OCC”) recently addressed in its Bulletin 2013-29.1  

Because they address the same types of risk, it is no surprise that both issuances communicate the 
common regulatory expectation that risk management processes and controls must be commensurate 
with the level of risks presented by the third-party relationship, and that outsourcing an activity does 
not relieve the board or senior management from their responsibilities to manage the associated risks. 

What makes the FRB Guidance different from the OCC Bulletin, however, is that the FRB takes a less 
detailed and less prescriptive approach than the OCC does, which is consistent with the wider variety of 
organization types that the FRB supervises. This means that FRB-supervised institutions have more 
flexibility in how they apply the Guidance. On the flip side, FRB-regulated institutions bear a greater 
burden of determining how to develop and maintain a third-party risk management program that will 
meet the FRB’s standard of effectiveness, which will likely require dialogue with the regulator. The most 
successful banks will be those that exercise that flexibility to develop and maintain risk management 
processes that meet both the regulator’s expectations and the bank’s needs. 

This Financial Services Regulatory Brief provides background information on the Guidance, 
describes key similarities and differences between the FRB Guidance and the OCC Bulletin (please see 
the Appendix for a detailed side-by-side comparison), and offers our view on how FRB-supervised 
institutions should respond to the flexibility the Guidance provides.   

                                                             
1 OCC Bulletin 2013-19 applies to national banks and federal savings associations. For analysis of the OCC’s 
Bulletin, see PwC’s Financial Services Regulatory Brief, Managing third-party relationships: It’s complicated 
(November 2013). 

http://www.pwc.com/us/en/financial-services/regulatory-services/publications/occ-third-party-relationships.jhtml
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Background  

The Guidance was issued as an attachment to 
Supervisory Letter SR 13-19/CA 13-21, released by the 
FRB’s Division of Banking Supervision and Regulation, 
and its Division of Consumer and Community Affairs. 
The Guidance builds on the FFIEC Outsourcing 
Technology Services Booklet (2004), which remains in 
effect. 

Both the FRB Guidance and OCC Bulletin demonstrate 
supervisory concerns around the risks arising from 
relationships with third-parties.2 Financial institutions 
have increasingly relied on outside service providers to 
perform or support various functions, and although 
regulators are not seeking to discourage the trend, they 
are sending the message that financial institutions must 
understand and manage the risks associated with such 
relationships. As described in our prior regulatory brief 
analyzing the OCC Bulletin,3 we see the current 
regulatory focus on managing third-party risks as arising 
from a combination of (1) regulators’ experience 
observing the consequences of firms failing to manage 
those risks (including instances resulting in enforcement 
actions), and (2) lessons learned from identifying and 
addressing interdependencies in the resolution and 
recovery planning process. 

Key similarities and differences  

Both agencies expect risk management processes and 
controls to be commensurate with the risks associated 
with the activity being performed by a third-party, and 
both emphasize that boards and senior management 
retain responsibility for managing those risks. The 
issuances have similar but not identical broad definitions 
of “third-party” and covered activities. They also have 
similar (but not identical) descriptions of the major 
elements of a risk management program, the criteria for 
identifying areas for increased focus, and the risks to be 
addressed.  

Despite their similarities, the two issuances take very 
different approaches: the OCC Bulletin is more 
prescriptive and detailed than the FRB Guidance. For 
example, the OCC Bulletin specifies various types of 
board involvement that OCC expects in the oversight of 
third-party relationships, particularly for “critical 
activities.” In contrast, the FRB Guidance requires only 
that the board approve policies governing the use of 
service providers and does not otherwise specify any 
particular board involvement.  
                                                             
2 The Consumer Financial Protection Bureau’s Bulletin 2012-
03, Service Providers, similarly demonstrates recognition of 
risks, particularly compliance risk, arising from relationships 
involving reliance on third parties. 
3 See note 2.  

This difference in approach is consistent with differences 
in the nature of each regulator’s supervised institutions. 
The OCC Bulletin is directed to a narrower set of 
organization types and, therefore, is able to provide a 
greater level of specificity. The FRB Guidance, on the 
other hand, applies to a broad range of organization 
types because of the different types of entities the FRB 
regulates. For example, detailed guidance appropriate to 
bank holding companies may not be appropriate for state 
member banks.  

A second difference is that the FRB Guidance focuses on 
several areas that do not receive as much attention in the 
OCC Bulletin. For example, the FRB Guidance includes 
“incentive compensation review” as a separate element 
of third-party risk management programs, while the 
OCC Bulletin only briefly addresses incentive 
compensation as sub-elements of due diligence and 
contract negotiations. Also, the following additional risks 
are noted by the FRB Guidance but do not receive 
comparable attention in the OCC Bulletin: (a) risks 
associated with using service providers to perform 
certain suspicious activity reporting functions, (b) 
engaging foreign-based service providers, (c) 
outsourcing work that has traditionally been performed 
by internal auditors to independent public accounting 
firms and other outside professionals, (d) outsourcing 
various risk management activities, such as aspects of 
interest rate risk and model risk management, and (e) 
country risk.  

Filling in the blanks: operationalizing 
the Guidance’s standards and 
flexibility  

Because the FRB Guidance is less detailed than the OCC 
Bulletin, it presents a challenge to FRB-supervised 
institutions by requiring them to fill in the blanks. 
However, it also creates the opportunity for each 
institution to tailor its risk management processes to its 
organizational structure and to the unique risks of its 
own third-party relationships.  

The process of conforming risk management processes 
to new regulatory guidance will tend to involve four 
distinct areas of focus: board and senior management, 
existing third-party relationships, risk management 
processes, and strategic analysis.4 The key difference in 
this case will be the greater level of judgment required to 
put in place a risk management program that is 
“commensurate with” the risks of the bank’s outsourcing 
strategy and its specific outsourcing relationships.  

                                                             
4 For insights into additional steps that may be appropriate, see 
PwC’s Financial Services Viewpoint, Significant Others: How 
financial institutions can effectively manage the risks of third-
party relationships (September 2013). 

http://www.pwc.com/us/en/financial-services/publications/viewpoints/third-party-vendor-risk-management.jhtml
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Appendix: Detailed comparison of FRB and OCC third-party issuances  

This appendix quotes directly from the FRB’s and OCC’s issuances, except for portions below that are italicized or 
bracketed which paraphrase the issuances’ text. 

Subject FRB Guidance OCC Bulletin 

Scope of 
institutions 
covered 

• State-chartered banks that are members of the 
Federal Reserve System  

• Bank and savings and loan holding companies and 
their nonbank subsidiaries  

• US operations of foreign banking organizations 

• National banks  
• Federal savings associations 

Application to 
community 
banks 

A community banking organization may have critical 
business activities being outsourced, but the number 
may be few and to highly reputable service providers. 
Therefore, the risk management program may be 
simpler and use less elements and considerations. 

A community bank should adopt risk 
management practices commensurate with 
the level of risk and complexity of its third-
party relationships. A community bank’s board 
and management should identify those third-
party relationships that involve critical 
activities and ensure the bank has risk 
management practices in place to assess, 
monitor, and manage the risks. 

Overarching 
regulatory 
objective 

A financial institution’s service provider risk 
management program should be risk-focused and 
provide oversight and controls commensurate with the 
level of risk presented by the outsourcing 
arrangements in which the financial institution is 
engaged. 

A bank should adopt risk management 
processes commensurate with the level of risk 
and complexity of its third-party relationships. 

Responsibility 
as non-
transferrable 
to third-parties 

The use of service providers does not relieve a 
financial institution’s board of directors and senior 
management of their responsibility to ensure that 
outsourced activities are conducted in a safe-and-
sound manner and in compliance with applicable laws 
and regulations. 

A bank’s use of third-parties does not diminish 
the responsibility of its board of directors and 
senior management to ensure that the activity 
is performed in a safe and sound manner and 
in compliance with applicable laws. 

Third-parties 
covered 

For purposes of this guidance, “service providers” is 
broadly defined to include all entities [i.e., bank or 
nonbank, affiliated or non-affiliated, regulated or non-
regulated, or domestic or foreign] that have entered 
into a contractual relationship with a financial institution 
to provide business functions or activities.  

A third-party relationship is any business 
arrangement between a bank and another 
entity, by contract or otherwise. 

Activities 
covered 

The … guidance addresses the characteristics, 
governance, and operational effectiveness of a 
financial institution’s service provider risk management 
program for outsourced activities beyond traditional 
core bank processing and information technology 
services. Further, this guidance applies to all service 
provider relationships regardless of the type of bank 
activity that is outsourced.5 
 
In addition to traditional core bank processing and 
information technology services, financial institutions 
outsource operational activities such as accounting, 
appraisal management, internal audit, human 
resources, sales and marketing, loan review, asset and 
wealth management, procurement, and loan servicing. 

Third-party relationships include activities that 
involve outsourced products and services, 
use of independent consultants, networking 
arrangements, merchant payment processing 
services, services provided by affiliates and 
subsidiaries, joint ventures, and other 
business arrangements where the bank has 
an ongoing relationship or may have 
responsibility for the associated records ... 
 
Third-party relationships generally do not 
include customer relationships. 

                                                             
5 The statements in this particular paragraph were made in the letter that accompanied the FRB Guidance (i.e., Supervisory 
Letter SR 13-19/CA 13-21), rather than in the FRB Guidance itself.  
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Subject FRB Guidance OCC Bulletin 

Criteria for 
determining 
areas of 
greatest risk-
management 
focus 

[A service provider risk management program] should 
focus on outsourced activities that:  
• Have a substantial impact on a financial 

institution’s financial condition,  
• Are critical to the institution’s ongoing operations, 
• Involve sensitive customer information or new bank 

products or services, or  
• Pose material compliance risk 

[T]he OCC expects more comprehensive and 
rigorous oversight and management of third-
party relationships that involve critical 
activities—significant bank functions (e.g., 
payments, clearing, settlements, custody) or 
significant shared services (e.g., information 
technology), or other activities that:  
• [C]ould cause a bank to face significant 

risk if the third-party fails to meet 
expectations 

• [C]ould have significant customer impacts 
• [R]equire significant investment in 

resources to implement the third-party 
relationship and manage the risk 

• [C]ould have a major impact on bank 
operations if the bank has to find an 
alternate third-party or if the outsourced 
activity has to be brought in-house 

Elements of a 
risk 
management 
program 

While the activities necessary to implement an 
effective service provider risk management program 
can vary based on the scope and nature of a financial 
institution’s outsourced activities, effective programs 
usually include the following core elements: 
• Risk Assessments 
• Due Diligence and Selection of Service Providers  
• Contract Provisions and Considerations 
• Incentive Compensation Review 
• Oversight and Monitoring of Service Providers 
• Business Continuity and Contingency 

Considerations 

An effective third-party risk management 
process follows a continuous life cycle for all 
relationships and incorporates the following 
phases: 
• Planning 
• Due diligence and third-party selection 
• Contract negotiation 
• Ongoing monitoring 
• Termination 
• Oversight and accountability 
• Documentation and reporting 
• Independent reviews 

Risks to be 
addressed 

The use of service providers to perform operational 
functions presents various risks to financial institutions. 
Some risks are inherent to the outsourced activity 
itself, whereas others are introduced with the 
involvement of a service provider. If not managed 
effectively, the use of service providers may expose 
financial institutions to risks that can result in regulatory 
action, financial loss, litigation, and loss of reputation. 
Financial institutions should consider the following risks 
before entering into and while managing outsourcing 
arrangements: 
• Compliance risks  
• Concentration risks  
• Reputational risks  
• Country risks  
• Operational risks  
• Legal risks 

Use of third-parties reduces management’s 
direct control of activities and may introduce 
new or increase existing risks, specifically:  
• Operational Risk 
• Compliance Risk 
• Reputation Risk 
• Strategic Risk 
• Credit Risk 
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Subject FRB Guidance OCC Bulletin 

Elements of 
due diligence 
and third-party 
selection 

The overall due diligence process includes a review of 
the service provider with regard to: 
• Business Background, Reputation, and Strategy  
• Financial Performance and Condition  
• Operations and Internal Controls 

The bank should consider the following during 
due diligence: 
• Strategies and Goals 
• Legal and Regulatory Compliance 
• Financial Condition 
• Business Experience and Reputation 
• Fee Structure and Incentives 
• Qualifications, Backgrounds, and 

Reputations of Company Principals 
• Risk Management 
• Information Security 
• Management of Information Systems 
• Resilience 
• Incident-Reporting and Management 

Programs 
• Physical Security 
• Human Resource Management 
• Reliance on Subcontractors 
• Insurance Coverage 
• Conflicting Contractual Arrangements with 

Other Parties 

Board duties Policies governing the use of service providers should 
be established and approved by the board of directors, 
or an executive committee of the board ...  
[Where a service provider seeks to contractually limit 
its liability, the] board of directors and senior 
management of a financial institution should determine 
whether the proposed limitations are reasonable when 
compared to the risks to the institution if a service 
provider fails to perform. 

Substantial new board duties, particularly as 
to critical activities, across the third-party 
relationship life cycle, including within the 
phases of:  
• Planning  
• Due diligence and third-party selection  
• Contract negotiations  
• On-going monitoring  
• Oversight and accountability 
• Independent review 

Treatment of 
country risk 

Country risks arise when a financial institution engages 
a foreign-based service provider, exposing the 
institution to possible economic, social, and political 
conditions and events from the country where the 
provider is located. 

Country or sovereign exposure [may also give 
rise to credit risks]. To the extent that a bank 
engages a foreign-based third-party, either 
directly or through subcontractors, the bank 
may expose itself to country risk. 
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Subject FRB Guidance OCC Bulletin 

Treatment of 
resilience 

Financial institutions should also consider the 
resiliency and adaptability of the service provider’s 
business model as factors in assessing the future 
viability of the provider to perform services. 

In the course of performing due diligence, a 
bank must:  
• Assess the third-party’s ability to respond 

to service disruptions or degradations 
resulting from natural disasters, human 
error, or intentional physical or cyber 
attacks. 

• Determine whether the third-party 
maintains disaster recovery and business 
continuity plans that specify the time 
frame to resume activities and recover 
data. 

• Review the third-party’s 
telecommunications redundancy and 
resilience plans and preparations for 
known and emerging threats and 
vulnerabilities, such as wide-scale natural 
disasters, distributed denial of service 
attacks, or other intentional or 
unintentional events. 

• Review the results of business continuity 
testing and performance during actual 
disruptions. 

Subcontractor 
risk 

If agreements allow for subcontracting:  
• The same contractual provisions [that apply to the 

third-party] should apply to the subcontractor.  
• Contract provisions should clearly state that the 

primary service provider has overall accountability 
for all services that the service provider and its 
subcontractors provide.  

• Agreements should define the services that may 
be subcontracted, the service provider’s due 
diligence process for engaging and monitoring 
subcontractors, and the notification and approval 
requirements regarding changes to the service 
provider’s subcontractors.  

• Agreements should include the service provider’s 
process for assessing the subcontractor’s financial 
condition to fulfil contractual obligations. 

• Financial institutions should pay special attention 
to any foreign subcontractors, as information 
security and data privacy standards may be 
different in other jurisdictions. 

Extensive, detailed requirements for 
managing subcontractor risk across third-
party relationship life cycle, including within 
the phases of:  
• Planning 
• Due diligence and third-party selection 
• Contract negotiations 
• On-going monitoring 
• Oversight and accountability 
• Independent review 
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