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Rethinking contingency planning for an increasingly interconnected world

Highlights

Increased supply chain complexities require a broader scope of contingency planning.

Increasing outsourcing of IT creates new requirements around data recovery.

A BCM certification process, under way at the Department of Homeland Security, is likely to set standards.

While emergency management remains core, BCM is evolving as a risk management tool that can build the resiliency of business.

A wave of disruptions—among them the Arab Spring, the Japan tsunami, and the European debt crisis—afflicted businesses worldwide in 2011. To endure in the face of these and other shocks, companies must do more than just get back on their feet swiftly after a crisis strikes. They must also secure their long-term resiliency.

Yet one recent PwC survey revealed that many companies lack this capability. For example, 33% of respondents reported having no business continuity plan in place for a severe natural resource shortage affecting their business. And 35% said they had no such plan for political unrest or war.1

Business continuity management (BCM) should allow companies to address the risks stemming from the interdependencies basic to running a business today. And savvy enterprises continually update their BCM strategies to keep pace with changes in their business and operating models that could expose their business to new risks.

Why BCM deserves a fresh look:

	1.   Board committees are seeking resiliency strategies as recent disruptions highlight their companies’ vulnerabilities.

	2.   Many companies’ disaster plans are designed by information technology (IT) or centered on IT, leaving other business operations, facilities, people, and third- party dependencies exposed.

	3.   Businesses continue to migrate toward externally provided functions such as IT, procurement, order intake, and accounting. Therefore, companies’ BCM strategies must include contingency planning for major disruptions at service providers.

	4.   A business becomes particularly vulnerable when its suppliers haven’t implemented a sound BCM strategy.



At a glance

The road to resiliency

Many organizations have only started building their BCM capabilities. How far along are yours?




		  
		 
		STAGE 0



		  
		 
		Ad hoc reactions to crises



		Risk management
		 
		Few risk management processes are implemented



		Governance over response and recovery  
		 
		Few or no structures are in place



		Crisis communications
		 
		No formal plan exists



		Talent management
		 
		Minimal training is provided



		 
		 



		  
		 
		STAGE 1



		  
		 
		Codification of best practices



		Risk management
		 
		Processes are implemented separately by functions



		Governance over response and recovery  
		 
		Structures are implemented separately by functions and business units



		Crisis communications
		 
		Separate plans are implemented for functions, business units



		Talent management
		 
		Training and consistent job descriptions are provided



		 
		 



		  
		 
		STAGE 2



		  
		 
		Resiliency across functions



		Risk management
		 
		Project costs and schedules are adjusted by risk



		Governance over response and recovery  
		 
		Governance is coordinated across functions



		Crisis communications
		 
		Plans are shared across functions



		Talent management
		 
		Experienced talent is actively sourced



		 
		 



		  
		 
		STAGE 3



		  
		 
		Proactive enterprise resilience



		Risk management
		 
		Processes are integrated across the enterprise



		Governance over response and recovery  
		 
		Governance is institutionalized across the enterprise, with C-suite accountable



		Crisis communications
		 
		Enterprise has one overarching plan



		Talent management
		 
		Talent is actively sourced, with demonstrated results for resilience- related duties



		 
		 



		  
		 
		STAGE 4



		  
		 
		Extended resiliency across the partner value network



		Risk management
		 
		Processes are integrated across the network



		Governance over response and recovery  
		 
		Probability, cost, and impact are assessed across the network



		Crisis communications
		 
		Plans are integrated across the network



		Talent management
		 
		Resilience training across the ecosystem is led by resilience experts





These are four of several dimensions on which you can evaluate your organization’s BCM readiness for a more interconnected world.



01—Reassessing risk management strategies

Preparedness for disruptions could be improved, indicate CEO responses

Regarding the following low-probability, high-impact events, how would you describe your organization’s business continuity plans?
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A disaster today packs a lot more punch than it did in the past. With the increased use of outsourcing in recent years, supply chains have grown longer and more complex, and companies have become more interconnected. As company interdependence has risen, so has vulnerability to a catastrophic event. This “domino effect” was on full display in 2011, when the Japan earthquake and tsunami in March and the Thai floods in October forced shutdowns of local computer and auto factories and disrupted supply chains worldwide.

A more comprehensive approach to managing risk

BCM is about making sure your organization is prepared to survive a catastrophic event that is either man-made or natural, either a one- time episode or a series of events. It is based on four pillars:

	•    Emergency response: Facilitate and organize employer and employee actions during workplace emergencies. Activate safety procedures to protect all personnel and visitors.

	•    Disaster recovery: Restore business system software, hardware, IT infrastructure services, and data during an incident.

	•    Business continuity: Recover and sustain business functions critical to maintaining an acceptable level of operation during an incident.

	•    Contingency plan: Address hazard-specific issues that require special treatment or thought processes.

We worked with electronics companies to strengthen their BCM capabilities after events in Japan and Thailand severely disrupted their supply chains.

Integral to these efforts was a materials crisis room, which companies set up to diagnose which critical supply chain links were vulnerable as the impact of the disaster reverberated worldwide.

Effective contingency planning tracks the depen- dencies in interconnected businesses. Under such a plan, a business does the following:

	1.   Sets minimum thresholds that trigger reallocation of available staff resources to critical functions, as well as changes to services or functions.

	2.   Identifies other triggers such as reductions in productivity or revenue to activate a contingency plan.

	3.   Improves remote access infrastructure.

	4.   Properly sets customer expectations about response time and reduced service capabilities.

	5.   Understands how external service providers are prepared to meet their service level commitments in the event of a catastrophe.



02—Addressing IT risks

Are you prepared to tackle cloud-based risks?

A starter list of items to discuss with your cloud provider




		If you’re using the cloud for...
		 
		You’ll need to manage risks to...



		Software-as-a-Service (SaaS)
		 
		Incidents



		 
		 
		Service-level agreements



		Infrastructure-as-a-Service (PaaS)
		 
		Dashboard and reporting



		 
		 
		Change



		Perform-as-a-Service (PaaS)
		 
		User interface



		 
		 
		License agreements



		Business Process-as-a-Service (BPaaS)
		 
		Metering and usage



		 
		 
		Capacity planning





Over time, companies have ceded direct control over much of their IT operations. Today, many organizations have consolidated data centers, shifting key applications and data storage from the desktop along the way. Others have outsourced those operations or moved them into the cloud.

As a result, companies have grown increasingly reliant on enterprise systems and network technologies. A disruption to these systems can prove catastrophic for a business, as well as its partners. When the bulk of a company’s workforce no longer has experience with offline, work-around solutions, as is increasingly the case, and the technology managed by an external service is disrupted through glitches such as a network failure, the result is a perfect storm.

Factors to focus on

	•    The untethered employee: The advent of flexible working environments, as well as mobile devices like smartphones and tablets has freed many employees from the office. Wireless applications, as a result, are handling core functions like order placement. Companies must ask: Are the wireless equipment and applications we use designed to function without network connectivity for extended periods of time? Can we still meet minimum levels of customer service without network connectivity?

	•    Outsourced data centers and automation: The firm running your data center may have outsourced the operations or the help desk to another service organization—in which case your data is yet another step removed, and that much more vulnerable. While service level agreements include a certain amount of protection, some may not sufficiently cover a company’s data needs during a major disruption. If a company outsources automation functions as well, it should get an understanding of the potential complications and mitigate those deemed most critical.

	•    The cloud: Use of cloud services—whether to manage software, IT infrastructure, IT platforms, or business processes—introduces another source of risk to a company’s data. Disciplined management is key for protecting these assets.2



03—Raising the bar: emerging BCM standards

Benefits to organizations that undergo a BCM certification process




		Potential for reduced insurance premiums
		 
		A thorough assessment by the BCM program leader and an insurance adviser of an organization’s preparedness for the potential impacts of an interruption can help determine the right amount of coverage, potentially reducing businessinterruption insurance premiums



		Increased supply chain/service chain reliability
		 
		A company’s reliability can be an advantage when competing for business or meeting contractual obligations



		Decreased legal liability
		 
		Increased preparedness may mitigate certain litigation risks



		Benchmarking
		 
		BCM programs can be compared and monitored by using certification criteria





In the US, nearly 85% of the critical infrastructure—including transportation, banking, and utilities— is owned by the private sector. Damage to that infrastructure presents a systemic threat to the US economy.

Most global organizations have disaster recovery plans in place. But the quality varies widely. Across industries, we find BCM programs that are limited to data backup and storage methods, with no real plans for backup assets and facilities. Then there are BCM programs with no provisions for facilities and technology in the form of dedicated or shared hot sites.

New guidelines in development

Acting on this concern, the US government is setting cross-industry guidelines. One program, known as the Voluntary Private Sector Preparedness Accreditation and Certification Program, or PS-Prep, will set leading practices in BCM and as a result, further drive standardization.

The Edison Electric Institute (EEI) is leading the way. In conjunction with the Department of Homeland Security, the EEI is creating the first sector-specific PS-Prep framework guide. The EEI PS-Prep working group, which comprises 19 power and utilities companies, is developing a program consisting of five crisis/incident management plans:

	•    Operational procedures

	•    Communications and warning

	•    Facilities

	•    Crisis communications and public information

	•    Finance and administration

BCM for biodefense

New BCM standards are also being formulated to deal with biodefense and public health risks. To respond more effectively to natural and man-made threats—whether an outbreak of cholera or an anthrax attack—organizations should take a more proactive approach than traditional biosurveillance programs.

A new paradigm, biosituational awareness (BSA), is more comprehensive in nature, covering not only the outbreak of a biological event but also the evolution of that threat over time. This approach allows authorities to develop more effective containment and treatment measures—and ultimately to save more lives. The adoption of BSA has the potential to greatly enhance the efficacy of BCM programs.



04—Building long-term resiliency

Lessons learned from 2010–2011 disruptions

Which of the following actions, if any, did you complete as a result?

For respondents who indicated their businesses were affected ‘to a great extent’ or ‘to some extent’ by the following events in 2010–2011: weak US recovery, European financial crisis, Japanese earthquake and tsunami, and Arab political conflicts
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You can’t prepare for every risk that’s out there—try to do so, and the costs would be overwhelming. So you need to focus on the threats with the greatest potential impact.

The supply chain deserves special attention. The risk of disruptions is endemic to any global supply chain. Yet, according to the Aberdeen Group, only 50% of companies polled have full-fledged supplier management programs in place.3

A few companies have revisited their supply chain strategies to make them more flexible and agile. Knowing that the loss of access to just one critical component can have an exponential impact on production—and, ultimately, revenues—companies built in safeguards.

Businesses need to understand their supply chains’ reliance on vendors of critical components. Consider the following questions, for example:

	•    Who are your vendors’ key vendors, and what risks does an interruption in their businesses pose to yours?

	•    Have you identified alternate outsourcing providers if the primary provider’s contingency planning is less mature?

	•    Do your service-level agreements with vendors ensure that your service needs will be met?

A cross-functional agenda for updating BCM plans in your organization

Business leaders have realized that they cannot plan for every event. Instead of focusing on causes and calculating the probabilities of various risks, they’re now focused on the consequences of disruptions to their business.

When businesses focus on preparing to respond to consequences, they’re able to take a more strategic and actionable approach. Outcome- focused discussions necessarily involve people in strategy, operations, risk management, crisis management, and business continuity management, among others. By contrast, a focus on assessing the likelihood of particular risks tends to remain theoretical and in the domain of risk managers.

When evaluating your BCM strategy for this more interconnected world, explore these questions:

	•    Does your organization’s existing BCM strategy adequately address your exposures? What kinds of consequences should you prepare for?

	•    Does the BCM strategy address long-term resiliency, as well as short-term survival?

	•    Does your strategy encompass outsourced IT/ business processes, your facilities, and key third parties?

	•    Has your IT organization made correct assumptions about what to cover on behalf of the business? Has IT overly designed recovery capabilities—or has it prioritized its investments?

	•    Would BCM certification enable you to lower your premium for business insurance?



Endnotes

1 PwC, 2011 APEC CEO Survey: The Future Redefined, September 2011, p. 21

2 PwC, 10Minutes on the Cloud, June 2010

3 “State of Supplier Management,” Aberdeen Group, April 2011



Upcoming
10Minutes topics

Adjusting to changes triggered by the Eurozone crisis

As countries work through their sovereign debt problems, the Eurozone is changing and will likely emerge from the crisis looking quite different. The crisis is a matter of survival for some, but it affects any company that does business in Europe. This 10Minutes discusses an array of actions companies should consider to better manage risks and exploit opportunities.

Toward a more flexible supply chain

Volatility has become a fact of life in today’s business landscape. Yet, after years of global expansion, many companies’ supply chains are brittle, unable to respond to frequent fluctuations in demand and supply. This 10Minutes explores strategies companies can deploy to make their supply chains more agile and adaptable.



How PwC
can help

To have a deeper discussion about business continuity, please contact:

Phil Samson

Leader, US Business Continuity

Management practice

PwC

Phone: 214 754 7269

Email: phil.samson@us.pwc.com

Marissa Michel

Manager, Advisory

PwC

Phone: 202 316 5089

Email: marissa.o.michel@us.pwc.com

Clarence Chen

Principal, Advisory

PwC

Phone: 650 743 5149

Email: clarence.h.chen@us.pwc.com

Todd Warren

Director, Risk Assurance

PwC

Phone: 678 419 1499

Email: todd.warren@us.pwc.com

Tell us how you like 10Minutes and what topics you would like to hear more about by e-mailing your comments to 10Minutes@us.pwc.com

Download and experience the 10Minutes series with enhanced multimedia on your iPad. Look for “PwC 10Minutes” in the iTunes App store.
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