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Cybersecurity is
now a persistent
business risk

It’s a trend that will likely

continue, according to Sean

Joyce, PwC principal and former

deputy director of the FBI. “I

think we will see the DOJ and

FBI continue to pursue an

aggressive strategy against

nation-state actors that cause

the US economy,” says Joyce.

Cyber risks: A severe and
present danger
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And the risks go
beyond devices

The New

York Times The Financial Times

Indeed, regulators around the world

are beginning to more proactively

address cyber risks.
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Cybersecurity
services market
is expanding

Figure 1

Year-over-year growth, 2013–2014

The Wall Street Journal
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Against this backdrop of elevated risks,

regulation, and market activity, we

present the results of this year’s survey.
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continue to soar

per day, every day

Continued year-
over-year rise
is no surprise

The Global State of

Information Security®

Survey 2015
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Total number of detected incidents
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Figure 3

Detected security incidents by company
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Figure 4

2013–2014
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Figure 5

2013–2014

Financial losses
increase apace

“Financial losses may now

include remediation for

monitoring of external customer

impacts, as opposed to just

operational distruptions inside

says Boni.
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Nation-states,
hackers, and
organized crime
groups are the
cybersecurity
villains that
everybody
loves to hate

Ì¸» °»®½»²¬¿¹» ±º ®»­°±²¼»²¬­ ©¸±

¶«³°»¼ ±ª»® îðïíò

Employees are the most-cited
culprits of incidents

It’s a risk that PwC’s Joyce has

experience with the [Chelsea]

Manning and Snowden leaks,

and with managing one of the

leading insider program’s within

the intelligence community,

I have seen that organizations

sometimes overlook the threat

from within their own business

ecosystem,” says Joyce. “The

effects can be devastating.”
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Figure 6

Sources of security incidents, 2013–2014
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High growth

crimes

It’s a growing concern for many

organizations, according to Lisa

J. Sotto, a partner of the legal

specializes in cybersecurity and

privacy issues. “I have seen a huge

increase in the number of nation-

state attackers who are seeking

attacks by organized crime rings

also appears to be at an all-time

high, and the level of organization

and infrastructure of these crime

rings is unprecedented.”
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In response, law-enforcement

agencies across the world are

beginning to band together

according to cybersecurity

attorney Woods. “There has

been an increased cross-border

recognition of the need for more

coordinated law-enforcement

efforts to identify incidents

caused by organized crime,” he

says. “I think this will accelerate

in the coming years through

organizations like Interpol.”

Ì¸·­ §»¿®ô ¿»®±­°¿½» ¿²¼ ¼»º»²­»

®»­°±²¼»²¬­ ®»°±®¬»¼ ¿ çéû

·²½®»¿­» ·² ¸¿®¼ ×Ð ¬¸»º¬ ¿²¼ ¿

êêû ¶«³° ·² ­±º¬ ×Ð ½±³°®±³·­»�

¸·¹¸»® ¾§ º¿® ¬¸¿² ¿²§ ±¬¸»® ­»½¬±®ò

Ì¸·­ §»¿®ô ïëû ±º ­«®ª»§ ®»­°±²¼»²¬­ ½·¬»¼

±®¹¿²·¦»¼ ½®·³» ¿­ ¿ ­±«®½» ±º ·²½·¼»²¬­ô «° º®±³

ïîû ´¿­¬ §»¿®ò Þ§ ®»¹·±²ô ¬¸»º¬ ¾§ ±®¹¿²·¦»¼

½®·³·²¿´­ ©¿­ °¿®¬·½«´¿®´§ ¸·¹¸ ·² Ó¿´¿§­·¿ øíëû÷ô

×²¼·¿ øîîû÷ô ¿²¼ Þ®¿¦·´ øïèû÷ò



18Û³°´±§»»­ ¿®» ¬¸» ³±­¬ó½·¬»¼ ½«´°®·¬­ ±º ·²½·¼»²¬­

Ù´±¾¿´´§ô ëçû ±º ®»­°±²¼»²¬­

­¿§ ¬¸»·® ±®¹¿²·¦¿¬·±²­� »¨»½«¬·ª»­ 

¿®» ©±®®·»¼ ¿¾±«¬ ¹±ª»®²³»²¬

­«®ª»·´´¿²½»ò Ý±²½»®²­ ¿®»

³¿®µ»¼´§ ¸·¹¸»® ·² Ý¸·²¿ øçíû÷ô

×²¼·¿ øèíû÷ô ¿²¼ Þ®¿¦·´ øééû÷ò

Domestic
intelligence:
A new source
of concern

Ì¸» ·­­«»­ ¬¸¿¬ ³±­¬ ©±®®§ »¨»½«¬·ª»­á

Ì¸» °®·ª¿½§ ±º °»®­±²¿´ ¼¿¬¿ô °±¬»²¬·¿´ ´»¹¿´

®·­µ­ô ¿²¼ ´±­­ ±º ·²¬»´´»½¬«¿´ °®±°»®¬§ò



Organizations
are undoubtedly
worried about
the rising tide of
cybercrime

As incidents rise, security
spending falls
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Another explanation could be that

more targeted security practices

has enabled organizations to

strategically optimize spending.

“I think we are heading toward

a paradigm shift in the way we

spend on information security,”

says Fernando Camarotti, chief

Vale, a global metals and mining

company based in Rio de Janeiro.

“In the past, the big spending

projects tended to lock down all

the data, but that’s no longer

seen as effective. In addition to

traditional information security

controls for the entire company,

that needed to be protected.

When you do that, the security

investment can be more effective

and much smarter.”

Figure 7
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“The typical CIO or CFO will spend money when there is

documented proof a problem may result in real hurt,” says Boni

quantify the business impact of new technologies and unknown

threats. Organizations must be very judicious about every

nickel they spent on information security.”
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Yet they have not been as quick

to ensure the security of these

connected devices.
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Figure 8
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Security
practices must
keep pace with
constantly
evolving threats
and security
requirements

Declines in fundamental
security practices
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Effective security awareness will require adequate funding, but perhaps

more importantly it also will demand a commitment to maturity, says

and natural gas utility based in Houston. Accelerating investments

is not enough” he says. “You have to mature your organization, your

people, and your technologies, and that can be a more restraining

factor than the availability of capital.”
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We know because we asked:
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While we found
declines in
some security
practices, we
also saw gains
in important
areas

Gains in select security
initiatives
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As incidents
continue to
proliferate
across the globe,
it’s becoming
clear that cyber
risks will never
be completely
eliminated

Evolving from security to cyber
risk management
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It also can help guide spending on information security. “There is

a lot of uncertainty in return on investment for security. Companies

often do not know if they are doing a good job,” says Boni. “There

is no generally accepted accounting procedure equivalent for baseline

cybersecurity. Over time, the NIST standard should help create a

common language and framework to help companies understand

if they’re doing a good job with their information security

investments and programs.”

2929% 25%
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The Global State of
Information Security®
Survey 2015 is a
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¿²¼ Ý±«²¬»®º»·¬ Ü±½«³»²¬­ô º±® ±ª»® üïôððð

Ð»® Ü±­­·»®ô Ö«´§ ïëô îðïí

ìî ÎßÒÜ Ý±®°òô Ó¿®µ»¬­ º±® Ý§¾»®½®·³» Ì±±´­

¿²¼ Í¬±´»² Ü¿¬¿ô îðïì

ìí Ð©Ýô ïê¬¸ ß²²«¿´ Ù´±¾¿´ ÝÛÑ Í«®ª»§ô

Ö¿²«¿®§ îðïí

ìì Ð©Ýô É¸§ §±« ­¸±«´¼ ¿¼±°¬ ¬¸» Ò×ÍÌ

Ý§¾»®­»½«®·¬§ Ú®¿³»©±®µô Ó¿§ îðïì

ìë îðïì ËÍ Í¬¿¬» ±º Ý§¾»®½®·³» Í«®ª»§ô ½±ó

­°±²­±®»¼ ¾§ ÝÍÑ ³¿¹¿¦·²»ô ÝÛÎÌ Ü·ª·­·±²

±º ¬¸» Í±º¬©¿®» Û²¹·²»»®·²¹ ×²­¬·¬«¬» ¿¬

Ý¿®²»¹·» Ó»´´±² Ë²·ª»®­·¬§ô Ð©Ýô ¿²¼ ¬¸»

ËÍ Í»½®»¬ Í»®ª·½»ô Ó¿®½¸�ß°®·´ îðïì
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Contacts by region

Andrew Gordon

Steve Ingram

Floris Ampe

Edgar D’Andrea

Salim Hasham

Ramesh Moosa

Kenneth Wong

Christian Kjaer

Mads Nørgaard Madsen

Philippe Trouchaud

Derk Fischer

Wilfried Meyer

Sivarama Krishnan

Yaron Blachman

Fabio Merello

Maki Matsuzaki

Naoki Yamamoto

Taha Khedro

Waddah Salah

Erwin de Horde

Gerwin Naber

Otto Vermeulen
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Pierre Dalton

Mark Telfer

Sidriaan de Villiers

Sung-Bae Cho

Jae Hyeong Joo

Elena Maestre

Javier Urtiaga Baonza

Emil Gullers

Jacob Henricson

Thomas Koch

Jan Schreuder

Burak Sadic

Richard Horne

Grant Waterfall

David Burg

Sean Joyce

Mark Lobel

Adrian Van Hest

Tom Remberg

Rafal Jaczynski

Piotr Urban

Christopher Gould

Vincent Loy

Kok Weng Sam
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