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Albania - Draft law “On e-government”

On 22.10.2021 the draft law on e-government was published for public
consultation.

This draft law is a novelty of the Albanian legislation since so far online
services in Albania have not been regulated through a specific law. This
draft law is also in line with Article 103 of the Stabilization and Association
Agreement, European principles, and the principle of fair and free
competition.

This draft law aims to define the rights, obligations and responsibilities of
public authorities and private entities in respecting electronic security
standards, defining rules for the establishment and provision of
e-government services in the Republic of Albania and the access,
processing and recording of information electronically.

The authority responsible for Electronic Certification and Cyber Security for
public services will be NITA - National Information Technology Agency,
which will serve as the creator and administrator of the service
infrastructures, systems, portals, trusted services, and registers, as certifiers
and cyber security monitor, as well as contributing to the drafting of policies
and action plans in the field of ICT.

Meanwhile, the government interaction platform for providing e-government
services will be e-Albania. In this platform every citizen can log in through
the ID and password set by the person himself. In the draft law, such a way
of identification is introduced with the concept of Sinle sign on - the unique
scheme of user identification.

The provision of e-government services in the territory of the Republic of
Albania by public authorities and private entities, according to this draft law,
is guided by the principle of security, legality, and the principle of protection
of the public interest.

The most important innovation of this law is related to the creation of a joint
stock company "DgTech", for the provision of services in the field of
Technology and Information to individuals and legal entities, public
authorities, and private entities. This company is established and operates
according to the provisions of the law "On traders and companies", as
amended and monitored and supervised by NITA. Private entities operating
in the field of information technology may own shares but not more than 49
(forty-nine) % of the total number of shares.

Finally, this law provides favorable provisions for foreigners, through the
e-residence system, which is the ICT system, which enables foreign
nationals to apply for virtual residence in the Republic of Albania, gain the
right to open a business in the Republic of Albania without the need for
physical presence.
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Mé 22.10.2021 éshté publikuar pér konsultim publik projektligji pér
geverisjen elektronike.

Ky projektiligj €shté njé risi né legjislacionin shqiptar duke gené se deri mé
tani né Shqipéri shérbimet online nuk kané gené te rregulluara népérmjet
njé ligji t& caktuar. Ky projektligj éshté gjithashtu né pérputhje me Nenin 103
té Marréveshjes sé& Stabilizim Asocimit, parimet Evropiane dhe parimin e
konkurrencés sé drejté dhe té liré.

Ky projektligj synon té pércaktojé té drejtat, detyrimet dhe pérgjegjésité e
autoriteteve publike dhe subjekteve private né respektimin e standarteve té
sigurisé elektronike, pércaktimin e rregullave pér krijimin dhe ofrimin e
shérbimeve té qeverisjes elektronike né Republikén e Shqipérisé si dhe
aksesin, pérpunimin dhe protokollimin e informacionit né rrugé elektronike.

Autoriteti pérgjegjés pér Certifikimin Elektronik dhe Siguriné Kibernetike pér
shérbimet publike do té jeté AKTI - Agjencia Kombétare e Teknologjisé sé
Informacionit, i cili do té€ shérbejé si krijues dhe administrues i
infrastrukturave té shérbimeve, sistemeve, portaleve, shérbimeve té
besuara dhe regjistrave, si certifikues dhe monitorues i sigurisé kibernetike,
si dhe si kontribues né hartimin e politikave dhe planeve té veprimit né
fushén TIK.

Ndérkohé, platforma geveritare e ndérveprimit pér ofrimin e shérbimeve té
geverisjes elektronike do té jeté e- Albania. Né kété platformé ¢do qytetar
mund té logohet népérmjet ID- sé dhe fjalékalimit t€ caktuar nga veté
personi. Né projektligj, njeé ményré e tillé identifikimi njihet me konceptin e
Sinle sign on - skema unike e identifikimit t& pérdoruesve.

Ofrimi i shérbimeve té geverisjes elektronike né territorin e Republikés sé
Shqipérisé nga autoritetet publike dhe subjektet private, sipas kétij
projektligji, udhéhiget nga parimi i siguris€, ligjshmérisé dhe parimi i
mbrojtjes sé interesit té publikut.

Risia mé e madhe e kétij ligji ka t& béje me krijimin e njé shoqgérie aksionare
“‘DgTech”, pér ofrimin e shérbimeve né fushén e Teknologjisé dhe
Informacionit ndaj personave fiziké dhe juridiké, autoriteteve publike dhe
subjekteve private. Kjo shoqgéri, krijohet dhe funksionon sipas
parashikimeve té ligjit “Pér tregtarét dhe shoqérité tregtare”, i ndryshuar dhe
monitorohet e mbikéqyret nga AKTI. Subjektet private qé ushtrojné aktivitet
né fushén e teknologjisé sé informacionit mund té zotérojné aksione por jo
mé shumé sé 49 (dyzeté e nénté) % té numrit total t&€ aksioneve.

Sé fundmi, ky ligj parashikon dispozita favorizuese edhe pér té huajt,
népérmjet sistemit e-rezidenca qé éshté sistemi TIK, gé i mundéson
shtetasve té huaj té aplikojné pér rezidenceé virtuale né RSH, pér té pérfituar
té drejtén e hapjes sé njé biznesi né RSH pa géné nevoja e paraqitjes
fizike.
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Kosovo - Draft Law on the Protection of Trade Secrets

On 26.11.2021, Kosovo’'s Government has approved the draft law on the
Protection of Trade Secrets (hereinafter the “Law”).

Based on the need for institutional establishment in order to protect trade
secrets in the domestic and foreign market, the elimination of potential
barriers, ensuring consumer protection, and the development of the
Industrial Property Area of Kosovo in accordance with all relevant
international requirements, the Ministry of Industry, Entrepreneurship and
Trade, respectively the Industrial Property Agency has proposed the
issuance of the Law on Protection of Trade Secrets.

The law on the protection of trade secrets which will be in line with EU legal
acts as (EU) Directive 2016/943 of the European Parliament of 8 June 2016
on the protection of undisclosed know-how and business information (trade
secrets) against their unlawful acquisition, use and disclosure (OJ L157, p.
1, 15.6.2016).

This draft law is one of the priorities of the Government of Kosovo, because
this legal act will be regulated, protected, and implemented in the benefit
and good of the public interest. Therefore, the Government of Kosovo has
decided that this legal act is one of the priority laws to be changed and it is
included in the Government Legislative Program for 2021.

Based on this law a trade secret will be considered the information which
meets all of the following requirements: (i) it is secret in the sense that it is
not, as a body or in the precise configuration and assembly of its
components, generally or readily accessible to persons within the circles
that normally deal with the kind of information in question; (ii) it has
commercial value because it is secret; (iii) it has been subject to reasonable
steps under the circumstances, by the person lawfully in control of the
information, to keep it secret.

This law will also regulate the cases when the acquisition of the trade secret
will not cause violation of the provisions of the law. Acquisition of trade
secret is considered lawful when trade secret is obtained in any of the
following ways: (i) independent discovery or creation; (ii) observation, study,
disassembly or testing of a product or object that has been made available
to the public or that is lawfully in the possession of the acquirer of the
information who is free from any legally valid duty to limit the acquisition of
the trade secret; (iii) exercise of the right of workers or workers'
representatives to information and consultation in accordance with Union
Law and national laws and practices; (iv) any other practice which, under
the circumstances, is in conformity with honest commercial practices..

Measures, procedures, and remedies against the unlawful acquisition, use
and disclosure of trade secret will be initiated before the competent court.
The right to demand for damages and legal actions for the measures,
procedures and lawsuits provided for violation of trade secrets terminates
when the six-year (6) term expires from the moment when the holder of
trade secret is informed of the violation or damages and related to the
person responsible for compensation.

This law will also regulate the penalties that will be imposed to the persons
who violate provisions of this law regarding the trade secrets. The penalties
will includes fines that will vary from EUR 500 to EUR 15.000.
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Mé 26.11.2021, Qeveria e Kosovés ka miratuar Projektligjin pér Mbrojtien e
Sekreteve Tregtare (né tekstin e métejmé “Ligji”).

Bazuar né nevojén pér ngritien institucionale me qéllim té€ mbrojties sé
sekreteve tregtare né tregun vendor dhe té jashtém, eliminimin e barrierave
té mundshme, sigurimin e mbrojties sé konsumatorit si dhe zhvillimin e
sferés sé pronésisé industriale t&€ Kosovés né pérputhje me té gjitha
kérkesat relevante ndérkombétare, Ministria e Industrisé, Ndérmarrésisé
dhe Tregtisé, respektivisht Agjencia pér Pronési Industriale ka propozuar
nxjerrjen e Ligjit pér Mbrojtjen e Sekreteve Tregtare.

Ligji pér mbrojtien e sekreteve tregtare do té jeté né pérputhje me aktet
ligjore t& BE-sé, si Direktiva (BE) 2016/943 e Parlamentit Evropian e datés
8 gershor 2016 mbi mbrojtjen e njohurive té pazbuluara dhe informacionit té
biznesit (sekretet tregtare) kundér blerjes, pérdorimit dhe zbulimit té
paligjshém té tyre (OJ L157, f. 1, 15.6.2016).

Ky projektligj éshté njé nga prioritetet e Qeverisé sé Kosovés, sepse ky akt
ligjor do te rregullohet, mbrohet dhe zbatohet né dobi dhe t& miré té interesit
publik. Prandaj, Qeveria e Kosovés ka vendosur gé ky akt ligjor té jeté njé
nga ligjet prioritare pér t'u miratuar dhe pérfshihet né Programin Legjislativ
té Qeverisé pér vitin 2021.

Né bazé té kétij ligji, sekret tregtar do té konsiderohet informacioni i cili i
plotéson té gjitha kérkesat e méposhtme: (i) €shté njé fshehtési né kuptimin
gé, si trup ose konfigurim preciz dhe bashkim i pérbérésve té tij, nuk éshté
pérgjithésisht ose lehtésisht i gasshém pér personat brenda qarqeve gé
zakonisht merren me llojin e informatés né fjalé; (ii) ka vleré tregtare sepse
éshté sekret; (iii) i éshté nénshtruar hapave té arsyeshém sipas rrethanave,
nga personi qé né ményré té ligishme e kontrollon informatén, pér ta
mbaijtur até sekret.

Ky ligj do té rregullojé edhe rastet kur marrja e sekretit tregtar nuk do té
shkaktojé shkelje té dispozitave té ligjit. Marrja e Sekretit Tregtar
konsiderohet i ligishém kur sekreti tregtar fitohet me ndonjé nga ményrat e
méposhtme: (i) zbulimi ose krijimi i pavarur; (ii) Vrojtimi, studimi, ndarja ose
testimi i njé produkti ose objekti gé éshté véné né dispozicion pér publikun
ose qé éshté né posedim té ligijshém té marrésit t& informacionit i cili éshté i
liré nga ¢do detyrim i viefshém ligjor qé té kufizojé marrjen e sekretit tregtar;
(i) ushtrimi i té drejtés sé punétoréve ose pérfagésuesve té punétoréve pér
informim dhe konsultim né pérputhje me ligjet dhe praktikat kombétare; (iv)
¢do praktiké tjetér, e cila, sipas rrethanave, éshté né pérputhje me praktikat
e ndershme tregtare.

Té gjitha masat, procedurat dhe mjetet juridike kundér fitimit, pérdorimit dhe
zbulimit té paligjshém té sekretit tregtar do té iniciohen para gjykatés
kompetente. E drejta pér té kérkuar démshpérblim dhe veprime juridike pér
masat, procedurat dhe padité e parashikuara pér shkeljen e sekretit tregtar
parashkruhet kur skadon afati gjashté vjecar (6) nga momenti kur mbajtési i
sekretit tregtar éshté njoftuar pér shkelien ose démin dhe lidhur me
personin pérgjegjés pér kompensimin.

Gjithashtu, me kété ligj do té rregullohen edhe gjobat pér ata qé shkelin
dispozitat e kétij ligji lidhur me sekretin tregtar. Kéto gjoba do té fillojné nga
EUR 500 deri né EUR 15.000.
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Kosovo - Law on Electronic Identification and Trust
Services in Electronic Transactions

On 06.12.2021, Kosovo Assembly has approved the law on Electronic
Identification and Trust Services in Electronic Transactions (hereinafter the
“LaW”)_

This is a very important law by which will be regulated the following issues:
(i) the identification method and electronic identification schemes (ii) the
conditions on the use of electronic signature, electronic seal, electronic time
stamp and equipment for creating them; (iii) Electronic registered delivery
service for judicial proceedings (iv) conditions for issuing and using qualified
certificates for service certification and website authentication; (v) trust
services in electronic transactions and electronic documents.

This Law will fully in line with Regulation (EU) No. 910/2014 of the
European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal
market and repealing Directive 1999/93/EC.

The supervisory authority, responsible for the implementation of the
provisions of this law will be the Ministry of Information Technology and
Communication in cooperation with the Information and Privacy Agency.

With the implementation of this law will be created easier opportunities in
various transactions between businesses, individuals, etc.

The natural or legal persons or a natural person as a representative of a
legal person will be identified by Electronic Identification. All legal and
natural persons will be equipped with Digital Identity Portfolio ensuring
trusted and uninterrupted access to public and private services inside and
outside the country.

This law will also regulate electronic signature. The use of electronic
signature will impact and will have many benefits. By using an electronic
signature additional printing, scanning and mailing of paper will be avoid.
Electronic signatures are typically used in PDF documents, such as
contracts or orders.

According to this law a qualified electronic signature shall have the
equivalent legal effect of a handwritten signature

The advanced electronic signature must: (i) be uniquely linked to the
signatory; (ii) be capable of identifying the signatory; (iii) use data to create
an electronic signature, which is under the sole control of the signatory; (iv)
be linked to the data that it signs, in a way that would detect any
subsequent change in them.

It is also worth mentioning that according to this law, the advanced
electronic signature, based on an electronic certificate issued by each EU
member state, will be recognized as an advanced electronic signature in
Kosovo.

Electronic Seal is one of the issues that will be regulated by this law. The
electronic seal will have the same legal value as the traditional seal. A
qualified electronic seal shall be considered the advanced electronic seal
created by a qualified device for electronic seal and is based on a qualified
electronic certificate.

Further, this law will define the legal effects and admissibility of electronic
documents as evidence in legal proceeding.

The three main benefits that this law will bring are (i) increased contract
speed; (ii) enhanced security, and (iii) lower transaction costs.
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Me 06.12.2021, Kuvendi i Kosoves ka miratuar ligjin “Pér Identifikimin
Elektronik dhe Shérbimet e Besuara né Transaksionet Elektronike” (kétu e
tutje “Ligji”).

Ky éshté njé ligj shumé i réndésishém me té cilin do té rregullohen ¢éshtjet
si né vijim: (i) ményra e identifikimit dhe skemat e identifikimit elektronik; (ii)
kushtet e pérdorimit t&€ nénshkrimit elektronik, vulés elektronike, vulés
elektronike kohore dhe té pajisjeve pér krijimin e tyre; (iii) shérbimet e
regjistruara elektronike pér procedurat gjygésore; (iv) Kushtet e Iéshimit dhe
pérdorimit té certifikatave té kualifikuara pér certifikimin e shérbimeve dhe
autentifikimin e fages sé internetit; (v) shérbimet e besuara né transaksionet
elektronike dhe dokumentet elektronike.

Ky ligj do té jeté plotésisht né pérputhje me Rregulloren (EU) Nr. 910/2014
té Parlamentit Evropian dhe té Késhillit t& datés 23 Korrik 2014 mbi
identifikimin elektronik dhe shérbimet e besuara pér transaksionet
elektronike né tregun e brendshém e cila e ka shfugizuar Direktivén
1999/93/EC.

Autoriteti mbikéqyrés pér zbatimin e dispozitave té ketij ligji do té jeté
Ministria e Teknologjisé sé& Informacionit dhe Komunikimit né bashképunim
me Agjenciné e Informacionit dhe Privatési.

Me zbatimin e kétij ligji do té krijohen mundési mé té lehta né transaksionet
e ndryshme gé do té krijohen ndérmjet bizneseve, individéve etj.

Personat fiziké ose juridiké ose njé person fizik si pérfagésues i njé personi
juridik do té identifikohen me Identifikimin Elektronik. Té gjithé personat
juridiké dhe fiziké do té pajisen me portofol té identitetit dixhital duke
siguruar akses té besueshém dhe té pandérpreré né shérbimet publike dhe
private brenda dhe jashté vendit.

Ky ligj do té rregullojé edhe nénshkrimin elektronik. Pérdorimi i nénshkrimit
elektronik do té ndikojé dhe do té keté shumé pérfitime. Duke pérdorur njé
nénshkrim elektronik do t& shmanget printimi shtesé, skanimi dhe postimi i
letrés. Nénshkrimet elektronike zakonisht pérdoren né dokumentet PDF, té
tilla si kontrata ose porosi.

Né bazé té kétij ligji, nj¢ nénshkrim elektronik i kualifikuar do té keté efektin
juridik té& barabarté me njé nénshkrim té shkruar me doré.

Njé nénshkrim elektronik i avancuar duhet: (i) té jeté i lidhur né ményré
unike me nénshkruesin; (ii) té jeté né gjendje té identifikojé nénshkruesin;
(iii) t& pérdoré té dhénat pér té krijuar njé nénshkrim elektronik, i cili éshté
nén kontrollin e vetém té nénshkruesit; (iv) té jeté i lidhur me té dhénat gé ai
nénshkruan, né njé ményré qé do té zbulonte ¢do ndryshim t&€ mévonshém
né to.

Gjithashtu vlen té ceket se sipas kétij ligji, nénshkrimi elektronik i avancuar,
i bazuar né njé certifikaté elektronike té léshuar nga c¢cdo shtet anétar i
BE-sé&, do té njihet si nénshkrim elektronik i avancuar edhe né Kosové.

Vula Elektronike éshté gjithashtu njé nga ¢éshtjet qé do té rregullohet me
kété ligj. Vula elektronike do té keté té njéjtén vleré ligjore si vula
tradicionale. Njé vulé elektronike e kualifikuar do té€ konsiderohet vula
elektronike e avancuar e krijuar nga njé pajisje e kualifikuar pér vulosje
elektronike dhe bazohet né njé certifikaté elektronike té kualifikuar.

Mé tutje, ky ligj do té pércaktojé efektet juridike dhe pranueshmériné e
dokumenteve elektronike si prové né procedurat gjygésore.

Tre pérfitimet kryesore qé do té sjellé ky ligj jané (i) rritja e shpejtésisé sé
lidhjes kontratave; (ii) siguri e shtuar, dhe (iii) kosto mé té uléta té
transaksioneve.
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