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What is the training about?

The training is aimed at preparing organizations to handle
cybersecurity incidents and minimise damage. It covers
both, organizational and technical aspects, and it is based
on IST Cybersecurity Incident handling guide (NIST.SP.800-
61), as well as practical experience of the trainers of
handling real incidents.

The training covers roles and responsibilities of the incident
response team (including roles of the top management).
From the technical standpoint the training covers
emergency security measures, and post-incident activities
aimed at cleansing organization’s systems, network and
Active Directory after an attack.

This includes elements of computer forensics and incident
investigation, including use of specialized tools such as
SIEM, IDS/IPS, Sandboxes (as well as use of freely
distributed SNORT and YARA tools).

Whom is the training for?

The training is aimed at members of the management team
and technical staff that will be involved in preparing for and
handling of security incident

The team typically includes CEO, Head of Risk, IT, Security,
Operations, Internal Communications and PR, Internal
Audit, as well as key technical staff

The first 1.5 hours are aimed the team as a whole, including
top management. During this session we cover organization
aspects of incident handling

The rest of the training (5-6 hours) cover technical
measures, including containment and eradication of
intruders from the IT systems of your organization.

Benefits of this training

Improve readiness of your organization to handle
cyber attacks

Minimize damage of an attack

Develop list of initiatives necessary to improve
cybersecurity at your company

Who is delivering the training
The training is delivered by internationally-certified
ISACA and PwC experts with practical experience of
handling cyber incidents:

Alexey Yankovski, CISM, CSX Fundamentals,
President, ISACA Kyiv Chapter

Konstantin Romansky, CISA, Director, PwC
Vitaliy Veselskiy, Director Innovations, ISACA Kyiv
Chapter

Anastasiya Konoplyova, CISA, Director IT Audit,
ISACA Kyiv Chapter.

Contact information to register for the training or get more information

Alexey Yankovski

+38-050-315-79-95
a.yankovski@isaca.org.ua
WWW.isaca.org.ua
https://www.facebook.com/Kyiv.ISACA

Konstantin Romansky
+38-044-354-04-04
konstantin.romansky@ua.pwc.com
WWW.pwc.com/ua




