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Communication

Efficient communication and information management are
essential for effective emergency response and rescue activities
of effected people:

Key Information:
QO Situational information and safety information

O Response and recovery plan & procedures
O Emergency contact information or Call Tree
O Impact on business

Target Audience:
All employees and associated stakeholders

Effected customers, suppliers and business partners
Effected businesses reachable

External response organizations (e.g. Government & Non-
Profit Agencies)

Media and general public

Critical Data & Information

Examples of Critical Information:
Legal documents (e.g. Contracts)

Financial and insurance information

Key operation information (e.g. Master data and business
specifications)

Key stakeholders information (e.g. Employee, customer and
supplier lists)

Technical document (e.g. Blueprints, engineering plans)
Trade Secrets (e.g. product design or formulas)

Sensitive documents (e.g. Personnel or medical files)
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Procedures for Protecting Critical Data & Information:
Backing up via system and arrange off-site storage for
critical data

Labeling clearly and storing in environmental-proof
containers (fire, water, toxic, pressure, impact etc.)

Arrange for sufficient disaster recovery system/site
Increasing security of computer facilities

Arranging for back ups of essential resources

(e.g. Power, human resources, hardware and software)
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Emergency Management Guidelines

Preparation & Safety

Basic Security Measures:

Evacuation Planning:

a
Q

Q

Establish central emergency management team
Establish a clear chains of command and succession
hierarchy

Establish specific evacuation procedures

Evacuation Routes & Shelters:

Q

a
a
a

Designate primary and secondary evacuation routes &
shelters

Ensure all exits and routes are clearly marked

Install emergency lighting and easy accessible routes &
shelters maps

Ensure evacuation routes, exits and shelters are sufficient
to accommodate all personnel, recue & recovery teams

Rally Points & Accountability:

Q
a

Rescue & Recovery

Establish and communicate rally points or shelters
Obtaining an accurate account of personnel after the
evacuation to rally points or shelters

During an Emergency:
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Provide assistance to effected employees & family

Track and manage the injured, lost and deceased
Provide shelter & basic sustenance for the effected (e.g.
Food, water, medicine, transportation)

Providing locations and maps of shelter, rescuer and
medical posts

Managing crucial financial processes

Recover spare equipment and parts and make necessary
repairs

Putting backup equipment in place and online
Providing for backup power and backup communications
Document and share incidents and update situation
information

Q

a
a
a

Close all doors and windows and construct temporary
barriers with available material

Contain leakage and breach of structure using available
appropriate material (e.g. Sorbent pads, containers etc.)
Close containers containing important information and
remove all valuables (e.g. File cabinets, cash registers)
Turning off utilities as appropriate (e.g. Electricity)

Property Protection

Temporary Facility Shutdown:

<+Simple Shutdown: turning off equipment, lock down
facilities and activating alarms

< Full Scale Shutdown: work with operation heads to
establish emergency shutdown procedures., identifying:

Q

Q

Q

Q

The conditions that would warrant a full scale shutdown,
who can initiate the shutdown and who will carry out
shutdown procedures

Ensure the backup of all critical information, data and
document

How the shutdown would affect the remaining operations
and what actions must be taken to compensate

Amount of time, skills and personnel required to shutdown
and restarting safely

Suggested Measures for Flood:

Q
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Build floodwalls or barriers with strong, water tight
material such as concrete blocks, bricks or bags of sand to
create safe zone for people

Block all water ways and opening to prevent water from
coming in (e.g. drains, sewer lines)

Seal and reinforcing walls to withstand force of water and
prevent seepage

Constructing floodwalls or levees outside the facility to
keep flood waters away

Elevate equipment and facilities that are particularly
susceptible to water damage using strong structures such
aswalls and construction material
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