FATF Inter-agency Working Group — 21 June 2007

FATF-COMPLIANCE REVIEW: RESPONSE TO

STAKEHOLDER COMMENT ON AML PROPOSALS

PART 1 - INTRODUCTION

Purpose of this paper

1.

This paper is the response from the FATF Inter-agency Working Group
(the Working Group)® to industry stakeholders who commented on the
second and third FATF Discussion Documents released by the Ministry
of Justice in June 2006 and October 2006 respectively.?

The purpose of the paper is to provide feedback to stakeholders that
made submissions on the above documents. This paper does not
address all the proposals outlined in the second and third FATF
Discussion Documents. Instead it focuses on those proposals that were
the subject of submissions or where further changes have been
considered by the Working Group.

Further comment is sought where the deliberations of the Working Group
have led to modifications to the earlier proposals. Some of the changes
are intended to address problems or make improvements identified by
stakeholders. Other changes are intended to address problems or make
improvements identified by the Working Group. Information is also
sought on the impacts of the proposals for reporting entities and their
customers.

Comments received on this paper will inform the development of detailed
proposals for Ministers’ consideration and submission to Cabinet for final
policy decisions and approval to draft legislation. It is proposed to seek
final Cabinet policy decisions, and approval to draft legislation, in late
2007 with a view to a Bill being enacted by the end of 2008.

Once a Bill has been introduced to Parliament it is normal practice for it
to be referred to a Parliamentary Select Committee where stakeholders
and the public will have a further opportunity to make submissions before
it is passed into law.

! The Working Group is comprised of the following agencies: Ministry of Justice, Ministry of
Economic Development, Treasury, State Services Commission, Reserve Bank, Ministry of Foreign
Affairs and Trade, Department of Internal Affairs, Customs.

2 The discussion document released in June 2006 is Anti-Money Laundering And Countering The
Financing Of Terrorism: New Zealand’s Compliance With FATF Recommendations, Second
Discussion Document. The discussion document released in October 2006 is Anti-Money Laundering
And Countering The Financing Of Terrorism: Supervisory Framework, Third Discussion Document.
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Terminology

For the purposes of this paper, the term “AML” means anti-money laundering
and countering the financing of terrorism.

Responses

6.

Responses are invited on the issues outlined in this paper. The Working
Group will accept written and electronic responses. It would be
appreciated if hard copies could be accompanied by an electronic
version. Please forward your response to:

The FATF Inter-agency Working Group
Ministry of Justice

P.O Box 180

Wellington

ATTN: Cindy O’Brien

The email address is: fatf.iwg@justice.govt.nz

Due Date

7.

Responses are required by 5.00pm on Thursday 12 July 2007.

Official Information Act and Privacy Act Requirements

8.

The contents of any responses will be subject to the provisions of the
Official Information Act 1982 and the Privacy Act 1993. If the Ministry
receives a request for information contained in a response, it will be
required to consider release of that information, in whole or in part, in
accordance with the terms of those Acts.

In providing your response, please advise if you have any objections to
the release of any information contained therein, and if you do object, the
parts of your response you would wish withheld along with the grounds
for withholding under these Acts. Your views will be taken into account
in making any decision whether to withhold or release the information
requested.
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PART 2 - INSTITUTIONAL AND LEGISLATIVE
ARRANGEMENTS

Legislative Arrangements

10. The Working Group previously identified three options for legislative
arrangements:

Option 1 -  atwo tiered model comprising an Act and regulations;

Option 2 -  a two tiered model comprising an Act, regulations and
deemed regulations (rules);

Option 3-  a three tiered model comprising an Act, regulations and
mandatory industry guidance material.>

11. Most submitters favoured Options 2 and 3. Having considered
submissions, the Working Group proposes the following legislative
arrangements based on Option 1:

I. There would be a new AML Act administered by the Ministry of
Justice. It would eventually replace the Financial Transactions
Reporting Act 1996 (the FTRA) but during the first stage of the
AML reforms, it would operate alongside the FTRA. Reporting
entities earmarked for coverage in the second stage of the
reforms would remain under the coverage of the FTRA during
the first stage;

il. In general, AML obligations would be prescribed in the AML Act
and its regulations. Some terrorist financing obligations would be
prescribed in the Terrorism Suppression Act 2002;

iii. AML Supervisors and the FIU would issue non-enforceable
guidance material focussed on ‘how’ to achieve compliance;

V. While the Working Group considers that for the most part, the
legislative arrangements outlined above will be effective, it is still
considering whether there are any circumstances in which it
would be necessary or desirable for any of the AML Supervisors
to issue enforceable obligations through some form of
subordinate legislation.

12. The reasons for the Working Group’s preference are as follows:
I The nature of FATF requirements: The core requirements on

reporting entities to undertake customer due diligence, monitor
transactions, report suspicious transactions and put in place

3 Anti-Money Laundering And Countering The Financing Of Terrorism: New Zealand’'s Compliance
With FATF Recommendations, Second Discussion Document, pl14.
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AML and CFT policies and procedures are generally common to
all reporting entities. What can vary by entity and sector,
however, is the ‘how to achieve compliance with FATF
requirements including provision for a risk based
implementation;

Consistency:  While strongly favouring sector Rules or
enforceable codes of practice, submitters generally
acknowledged the potential for inconsistency under either
Options 2 or 3. Such inconsistency could lead to some entities
having commercial advantages over other similar entities. The
Working Group shares this concern and on reflection, does not
consider that its proposals for facilitating consistency across
sectors under Options 2 or 3 would be as effective as an
overarching approach to AML regulation;

Efficiency: During the consultation process, the overlap of
products and services offered across the various sectors has
become more apparent to the Working Group. It no longer
considers that there will be as great a need for sector variances
in relation to enforceable obligations as originally envisaged. It
seems likely that under Options 2 and 3, there would be
considerable duplication in the various sectors’ Rules or Codes,
which would be inefficient and potentially confusing;

Quality control: Under the revised proposals, Parliamentary
Counsel would draft the AML regulations. This process
guarantees a certain level of quality control of the delegated
legislation that would have been less certain under Option 2,
where departments could have had the Rules drafted in-house,
or Option 3, where departments would have drafted enforceable
codes in-house;

Ability of industry to self-regulate or co-regulate: The
Working Group remains of the view that Option 3 can only work
if the sectors are conducive to self or co-regulation. Some
sectors lack the industry cohesion necessary. It would be
costly, inefficient and unwieldy to have a mix of enforceable
codes and default regulations for those sectors unable to
produce codes.
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Institutional Arrangements

Requirements to regulate and supervise

13.

14.

15.

The Working Group previously proposed that:

The Registrar of Companies would register reporting entities and
carry out negative assurance checks.*

It also noted that FATF Recommendation 23 required that:

directors and senior management of financial institutions subject to
the Core Principles be evaluated on the basis of “fit and proper”
criteria including those relating to expertise and integrity”

and that this requirement would be dealt with through the Review of
Financial Products and Providers.® That review is now complete and this
requirement is covered in the recently-announced regulatory
requirements to be imposed on registered providers. Those requirements
will also subject beneficial owners and holders of controlling interests, as
well as directors and senior managers, of all registered providers to
negative assurance checks. The detail of those requirements can be
found in the Review of Financial Products and Providers cabinet papers
that are published on the Ministry of Economic Development’s website at
www.med.govt.nz

Submitters were generally supportive of the registration and licensing
proposals outlined in Part 6 of the third FATF Discussion Document.
The Working Group considers that this proposal should be subject to
revisions and clarifications as outlined below.

Registration and supervision of non-deposit taking lenders and money
changers and money value transfer services

16.

17.

One submitter queried whether the proposals are intended to cover non-
deposit taking lenders who are not mentioned in any of the FATF
discussion documents and who are not covered by any market conduct
or prudential regulation requirements imposed through the Financial
Products and Providers regulatory reforms. It notes that this group is not
currently regulated by the Reserve Bank or the Securities Commission
and considers that it should remain unsupervised unless qualitative
assessment is required under Recommendation 23.

The Working Group considers that this group is caught by the
Recommendation 23 negative assurance requirements but not the

* Anti-Money Laundering And Countering The Financing Of Terrorism: Supervisory Framework,
Third Discussion Document, p 28.

® Above n4, p11.

® Above n4, p12.
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18.

19.

qualitative assessment requirements as these are limited to entities
covered by BASEL or IOSCO Core Principles, neither of which covers
non-deposit taking lenders. It further considers that this finding is equally
applicable to money changers and money value transfer services.

The Working Group notes that non-deposit taking lenders and money
changers and money value transfer services will be registered on the
Companies Office register of financial providers and that they will be
subject to negative assurance tests. Any proposals, if necessary, for
qualitative assessments or other further requirements would be
addressed separately.

The Working Group notes that its proposed treatment of money
changers and money value transfer services (registration and negative
assurance testing but no competency testing) is consistent with the
approach taken in other FATF-member jurisdictions.

Role of trustees

20.

There was some concern expressed about the role of trustees in relation
to fit and proper licensing. The Working Group notes that under the
enhanced trustee supervisory framework for banks and some other
financial institutions, trustees will not be carrying out the fit and proper
qualitative assessments of office holders required under FATF
Recommendation 23.

Multi-Supervisor Model

21.

22.

The Working Group previously proposed a multiple AML / CFT
Supervisor Model under which:

I. The Reserve Bank would supervise prudentially-supervised
firms (Banks, Non-bank Deposit Takers and Insurers);

il. The Securities Commission would supervise securities firms;
iii. The Department of Internal Affairs would supervise casinos;

V. The FIU would retain oversight of suspicious transactions
reporting.”

It also indicated that discussions were underway with a further agency in
relation to the supervision of money/currency changing service
businesses and money value transfer service businesses, and that the
appropriate location for supervision of insurance businesses was still
under consideration.

’ Above n4, refer diagram on page 29.
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23.

24.

25.

The vast majority of submitters supported the multi-supervisor model
although there were concerns expressed regarding the potential for
regulatory arbitrage and the likelihood of some reporting entities being
subject to more than one supervisor depending on the mix of products
and services offered by the entity. Some submitters opposed to the
proposal doubted whether it could be justified on a cost benefit analysis
basis. There were also questions about the coverage of insurers and
whether insurers would be covered in the first stage of the two staged
implementation process.

The Working Group intends to develop the proposal for multiple
supervisors based on the assumptions below which reflect significant
changes to the earlier proposal:

AML Supervisors and areas of coverage

I. The Reserve Bank would supervise prudentially-supervised
firms (Banks, Non-bank Deposit Takers and Insurers);

il. The Securities Commission would be the AML Supervisor for
trustees, futures dealers, managed funds, other securities
issuers, other brokers and financial advisers;

iii. The Department of Internal Affairs (DIA) would be the AML
Supervisor for casinos, the Racing Board, money changers and
money value transfer services and non-deposit taking lenders.
DIA would also be the default Supervisor which means it would
cover any gaps not yet identified in coverage of the sectors
earmarked for the first stage of the reforms.

The revised model would address some of the concerns raised in
submissions as follows:

f  The expanded coverage of the Reserve Bank is consistent with
government decisions that the Reserve Bank will be the
prudential supervisor of banks, non-bank deposit takers and
insurers. It reduces the potential for cross over between the
banking and insurance sectors so that fewer entities would
potentially be subject to more than one supervisor. Insurers
would be covered in the first stage of AML implementation;

f  The expanded coverage of DIA would resolve the cross over
issue identified by one non-bank entity that offers pre-paid debit
cards, currency exchange and money transfer services. DIA
would cover that full range of products and services. That entity
and other non-bank entities offering the same products and
services would only be subject to supervision by DIA;

f The expanded coverage of DIA limits the number of supervisors
to three. (The third FATF Discussion Document floated the
possibility of a fourth supervisor for money changers and money
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26.

value transfer services.) It also provides for a default
supervisor;

' The Working Group is considering options for dealing with any
remaining cross over, including:

o Provision for a designated lead supervisor so that where an
entity is potentially subject to multiple supervisors, it will be
allocated a lead supervisor with whom it would solely or
primarily deal. The supervisors would have protocols in
place for handling reporting requirements, information flows
and on-site and off-site supervision in a manner that
minimises cost and inconvenience for the entity.

o Provision for entities to only be subject to one supervisor
regardless of their mix of products and services. A
disadvantage of this approach is that each supervisor could
end up supervising in areas where it has no comparative
advantage in relation to product or service knowledge and
expertise.

Submitter concerns about the relative cost benefit
advantages/disadvantages of a multi-supervisor approach versus a
single supervisor approach are being considered by the Working Group.
Because the requirements of AML supervision are different to those of
prudential and market supervision, and will make different demands on
supervisors, the Working Group will undertake an analysis to ensure the
benefits of the proposed multi-supervisor model exceed the costs before
it is recommended.

Two staged implementation of supervisory reforms

27.

28.

29.

The Working Group previously proposed:

To introduce the AML/CFT supervisory reforms in two stages. Only
financial institutions and casinos would be fully covered in the first
stage. Other DNFBPs would be brought fully into the supervisory
framework at a later stage (perhaps 1-2 years following initial
implementation).®

There was general comment regarding transitioning measures and the
need for more clarity around what is intended.

The intention of the Working Group proposal outlined in the third FATF
Discussion Document is that the Racing Board, designated non-financial
business providers (excluding Casinos) and jewellers would not be
included in the Bill proposed for consideration next year. That Bill would
only provide for financial institutions and casinos that will be covered in
the first stage of the reforms. A separate Bill would be introduced at a

8 Above n4, p23.
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30.

31.

later date to bring those other groups into the new AML regime once it
has become fully operative for financial institutions and casinos.

Under that proposal, the policy work for the groups covered in the
second stage will proceed on a later time line to that relating to financial
institutions and casinos.

The Working Group still favours the above proposal, for the reasons
outlined in the third FATF Discussion Document.

Functions and powers of AML Supervisors and the FIU

32.

33.

The Working Group is still developing proposals around the functions
and powers of the above competent authorities in view of the its revised
proposals for legislative and institutional arrangements.

It does not, however, propose any modification to its earlier proposal for
the FIU to have a production power. It notes the concern from several
submitters around this proposal and will take these concerns into
consideration as it progresses its work to consider the necessary powers
for the FIU and Supervisors.

AML/CFT Supervisory Framework

34.

35.

36.

37.

The Working Group previously proposed that:

An AML / CFT Advisory Group would provide oversight of the
supervisory framework °

Most of the submissions on this section of the third Discussion Document
focussed on the composition of the AML/CFT Advisory Group and the
involvement of industry in the development of legislation. The majority of
submitters on this issue thought that the Advisory Group should include
industry representatives, such as self-regulatory organisations. Some
submitters, however, supported the proposed membership of the
Advisory Group and did not think it should include industry
representatives.

The Working Group agrees that industry should have input into the
deliberations of the Advisory Group. It does not, however, favour
industry representation on the Advisory Group as that group will likely
share information that should remain within government.

The Working Group considers that the composition of the Advisory
Group should remain as outlined in the third FATF Discussion Document

° Above n4, p28.
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38.

but that its terms of reference should include a requirement to consult
industry.

One submitter commented that regulatory design principles posit that the
regulatory function should be kept separate from the enforcement
function and that accordingly, Supervisors should not be the lead agency
responsible for developing and reviewing policy. The Working Group
notes that under its revised proposal for legislative arrangements, the
Ministry of Justice, which will not have an enforcement function, will in
general be the lead agency for AML policy.

10
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PART 2 - REGULATORY FRAMEWORK

The Risk-Based Approach

39.

40.

41.

42.

43.

The Working Group previously proposed adoption of a risk-based
approach to implementing the FATF Recommendations. While
submitters expressed support for a risk-based approach both in the
obligations on reporting entities and in the supervisory approach, they
sought more information on how it might work in practice.

Specific concerns included the degree to which it could operate in
conjunction with prescribed minimum standards and the degree to which
reporting entities could minimise costs through being exempt from some
CDD requirements and/or being permitted to apply simplified CDD
measures.

In practice, a risk based approach could result in lesser application of
some CDD and other requirements in circumstances of proven low risk
and greater application in circumstances of high risk (including defined
circumstances such as those involving politically exposed persons and
correspondent banking). The circumstances under which a risk based
approach to implementation of FATF AML requirements are limited and
will require further work to define.

Any implementation of a risk based approach would require a significant
increase in risk monitoring and assessment at national, sector and
individual reporting entity levels.

The Working Group considers that there are two possible options for
developing a risk based approach to the implementation of FATF
recommendations. First, a “centralised” approach under which the
circumstances and methods of identifying risk in defined circumstances
would be prescribed in law, and second, a “devolved” approach under
which reporting entities would develop their own policies and procedures
to identify low and high risk circumstances in defined circumstances,
which would be audited and monitored by supervisors. Both approaches
would necessitate an increase in activity at national, sector and
institutional levels to monitor and identify risk as a basis for the risk
based allocation of resources by supervisors and reporting entities.

Centralised Model

44,

Under a centralised approach to risk management:
1 The law would prescribe the circumstances in which a risk

based approach to implementation of AML requirements would
be permitted;

11
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' The law would specify the measures to be taken by reporting
entities in response to different levels and types of risk. For
instance, it might specify additional identification and verification
requirements for high risk individuals or transactions. It might
also specify situations in which lesser CDD procedures might be
permitted for low risk customers and transactions;

f The law would provide for regulations, rules or guidelines that
would specify how reporting entities would assess and identify
risks;

f The law would provide for supervisors to monitor and enforce
reporting entities’ compliance with the above requirements.

Devolved Model

45. Under a devolved approach to risk management the law would provide a
framework for risk based implementation of some AML requirements in
specified circumstances. It would:

f Provide for outcomes, objectives and criteria to guide reporting
entities’ in their implementation of risk based AML requirements
and of supervisors in their monitoring and enforcement of reporting
entities’ compliance with AML / CFT requirements;

f  Require reporting entities to develop policies and procedures as a
basis for their risk based implementation of specified AML / CFT
requirements in defined circumstances such as re-verification of
existing customers;

! Provide for supervisors to audit the adequacy of reporting entities’
policies and procedures with reference to statutory outcomes,
objectives and criteria and their own assessment of risks specific to
the sector and individual reporting entities in it;

f Provide for supervisors to enforce requirements for reporting
entities to develop risk based policies, systems and procedures.

46.The Working Group considers that both approaches would need to
exist in conjunction with certain minimum requirements or absolutes
that are required by FATF and government. It also considers that a
combination of the two approaches is possible.

47.While both options would require a greater focus on risk assessment at
national, sector and individual reporting entity levels, the two options
would, however, have quite different implications for the roles and
functions of the FIU and Ministry of Justice, AML supervisors, industry
associations and reporting entities. The Working Group does not
consider the devolved approach to be a ‘low cost approach nor
suitable for all reporting entities as it requires:

f  greater capability at supervisor, sector and institutional levels;

12
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f  greater judgment by supervisors and reporting entities;

greater investment in policies, systems and processes by
reporting entities to assess risk and inform judgments on
management of risk;

1 greater interaction and collaboration between regulators, sectors
and institutions.

48. The devolved approach would therefore be better suited to well
resourced, mature and capable sectors and reporting entities and may
also cost more to implement.

49. The Working Group seeks comment on which options or combination of
options you consider would best suit your entity or sector and why.

Question: Approach to Risk Management

1. Do you prefer an approach to the identification and management of
high and low risks where either:

a. The legislation and regulations provide you with detailed
guidance on how low and high risk situations are to be
identified and managed; or

b. The legislation requires you to develop policies and
procedures for identifying and managing low and high risk
situations and in doing so you are audited and monitored by
supervisors against statutory criteria?

2. What are the reasons for your preference?

Customer Due Diligence
Anonymous accounts
50. The Working Group previously proposed that:

legislative clarity would be enhanced through the inclusion of an
express ban on anonymous accounts and accounts in fictitious
names subject to an allowance for numbered accounts where full
CDD is undertaken by the financial institution at senior level, and
customl%r details are available to the financial institution’s compliance
officer.

51. Submissions generally supported the proposal subject to the proviso that
short names, acronyms and other mechanisms used for administrative

19 Above n3, p26.
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52.

53.

ease should be permitted along with share clubs and other forms of
“descriptor” account titles, provided the identity and verification details of
customer/owners or those club members that are authorised to give
instructions are obtained.

The Working Group agrees with submitters. It considers that the earlier
proposal should be revised to include an allowance for the use of short
tittes and acronyms along with share clubs and other forms of descriptor
account titles in its policy proposals to ban the use of anonymous
accounts.

Further comment is sought on whether to proceed with the proposed
allowance for numbered accounts as the only submission to address this
issue opposed the proposal.

Question: Numbered Accounts

2.

3.

Do you support an allowance for numbered accounts?

What are the reasons for your preference?

Customer identification, verification and ongoing due diligence

54.

The Working Group previously proposed to extend the existing customer
due diligence obligations by introducing requirements in the legislative
framework for:

1. Re-verification where the financial institution has doubts about
the veracity or adequacy of previously obtained customer
identification data.

2. ldentification and verification of identity of all facility holders — no
matter the number of facility holders involved with any account
and no matter the type of account.

3. Identification (if not the facility holder) and the undertaking of
reasonable measures to verify the identity of beneficial owners.

4. Verification of the authority/power to act on behalf of the legal
person and/or arrangement.

5. Obtaining information on the purpose and intended nature of the
business relationship.

6. Conducting ongoing due diligence on the business relationship
and associated transactions to ensure consistency with the
person’s/institution’s knowledge of the customer.

7. Verification of identity when a person acts on behalf of another
person in relation to all transactions.

14
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55.

8. Not commencing a transaction and/or ending a business
relationship where identification and verification of identity
cannot be undertaken.

9. Extending the CDD obligations to non-cash transactions.
10. Retrospective application of CDD requirements to existing
customers subject to risk and materiality.™*

In general, the Working Group still supports the above proposals subject
to some revisions and clarification as set out below.

When must a reporting entity identify a customer?

56.

The Working Group proposes that a reporting entity must identify a
customer when:

(a) the reporting entity enters into a business relationship® with a
customer; or

(b) a customer conducts an occasional transaction of $10,000 or
more; or

(c) the reporting entity has suspicions about a money laundering
offence or a financing of terrorism offence; or

(d) the reporting entity has doubts about the veracity or accuracy of
the customer identification information it had previously
obtained.

Occasional transactions

S7.

58.

An occasional transaction is any transaction not conducted through an
account or facility that the customer has with the reporting entity. The
Working Group proposes that identification and verification requirements
would apply to occasional transactions of (or a series of occasional
transactions that together amount to) $10,000 or more regardless of the
mode of funds (cash and non-cash transactions would be covered).*®

Some submitters expressed concerns at extending the requirements for
occasional transactions to non-cash transactions (the Financial
Transactions Reporting Act limits the requirements to cash transactions).
It is clear, however, from the FATF Methodology and the Mutual
Evaluation Reports of countries including New Zealand and the United
States, that the customer identification requirements cannot be limited to
cash transactions.

1 Above n3, p33.
12 Includes opening an account or facility

3 Wire transfers are not covered by this proposal asfinal Cabinet policy decisions for implementing
the relevant FATF requirements have already been obtained.

15
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59. The Working Group does not consider that extending the requirement to
non-cash transactions would be onerous as it appears from discussions
with some industry stakeholders that for most non-cash occasional
transactions, identification and verification would previously have
occurred in the chain of financial relationships.

Question: Identification and verification requirements for non-cash
transactions

4. What (if any) would be the operational implications for your business
of extending the proposed identification and verification requirements
for occasional cash transactions of $10,000 or more to non-cash
transactions?

“On behalf of” transactions

60. There was some confusion among submitters about the requirements
relating to “on behalf of” transactions. It is not proposed to carry over the
FTRA concept of “on behalf of” transactions to the new AML legislation.
This concept has been superseded by the FATF Recommendation 5
focus on beneficial ownership. The requirements for identifying and
verifying beneficial owners are discussed on pages (insert numbers) of
this paper.

Removal of exemptions for term deposit facility holders and multi-party
facility holders

61. The Working Group is still proposing the removal of the exemptions from
identification requirements for (a) term deposit facility holders and (b)
non-principal multi-party facility holders where there are three or more
facility holders.

62. The Working Group considers that neither situation satisfies the FATF
criteria for exemption from identification requirements. It notes, however,
that under a risk based approach, if the transactions are in fact low risk
as posited by some submitters, simplified CDD measures may be
applicable.

16
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Question: Removal of exemptions for term deposit facility holders and
multi-party facility holders

5. What (if any) would be the operational implications for your business of
the proposal to remove exemptions for identification requirements for
term deposit facility holders and non-principal multi-party facility holders
where there are three or more facility holders?

Process for identifying customers

63. There are two stages in the identification process. First, the reporting
entity must obtain enough information to satisfy itself that it knows the
true identity of the customer and, when entering into a business
relationship, the purpose and nature of the relationship. This information
is commonly referred to as “know your customer” or “KYC” information.
Second, the reporting entity must verify the identity of that customer
using “reliable, independent source documents, data or information.”**

64. The KYC and verification requirements below are examples of measures
that the Working Group considers would be sufficient for low and
medium risk situations. Enhanced measures would be required in high
risk situations and simplified measures would be permitted in low risk
situations. Specific enhanced and simplified measures are yet to be
determined. It is proposed that they would be prescribed in regulations.

Natural Persons - KYC Requirements:

() legal name and any other names used (such as maiden name);
(i) residential address;

(ii) date of birth;

(iv) nationality/citizenship/residency;

(v) occupation, position held and/or name of employer;

(vi) an official personal identification number or other unique
identifier contained in an unexpired official document (e.g.
passport, identification card, residence permit, driving license,
IRD number);

(vii) beneficial ownership information (identity of the owner(s) of the
funds used by the customer if the customer is not the owner,
and identity of the beneficiary(ies) of the transactions carried out
by the customer if the customer is transacting on behalf of
someone else);*®

!4 Recommendation 5, FATF 40 Recommendations on Money Laundering, 2003.

13 The FATF definition of “beneficial owner” isthe “natural person(s) who ultimately owns or controls
a customer and/or the person on whose behalf a transaction is being conducted. It also incorporates

17
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(viii) intended purpose and nature of the business relationship.

Natural Persons — Verification Requirements

65.

66.

67.

68.

69.

The KYC information that must be verified at a minimum, is:

() name; and
(i) date of birth and/or residential address.

In addition, reasonable measures must be taken to verify the identity of
the beneficial owner where the customer is not the beneficial owner.
These measures have yet to be determined and will be prescribed in
regulations.

Verification by documentary and non-documentary means would be
permitted.

Examples of acceptable documentary verification, include:

1 Unexpired government-issued documents containing the
customer’s full name and photograph as well as the customer’s
date of birth or residential address (e.g. passport, driver's
license or firearms license);

' Where government-issued photo identification is not available,
an unexpired government-issued document without a
photograph but containing the customer’'s full name will be
acceptable if supplemented by another government-issued
document that contains the customer’s full name and date of
birth or residential address, or another document containing the
customer’s full name and date of birth or residential address that
meets the criteria prescribed in regulations.

Non-documentary verification would be permitted in circumstances
including where verification is not face to face or where customers would
be unreasonably disadvantaged through their inability to provide
sufficient documentary evidence of identification. Electronic verification
is an acceptable non-documentary verification measure. Other non-
documentary measures could include:

those persons who exercise ultimate effective control over a legal person or arrangement.” Under the
Working Group’s proposals, a reporting entity would be required to identify the beneficial owner
whenever it is required to identify the customer. For example, when entering into a business
relationship or conducting an occasional transaction of $10,000 or more. For natural persons, in some
situations a reporting entity will be on notice that the customer is not the beneficial owner. In the
absence of such notice, when entering into a business relationship or conducting an occasional
transaction, the reporting entity should ask the appropriate questions to determine whether the customer
isthe beneficial owner.
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70.

f  Visiting customers to ascertain whether they are residing at a
particular address;

] Checking references with other financial institutions;
Contacting referees.

Minimum standards for documentary and non-documentary verification
would be prescribed in regulations.

Legal Entities - KYC Requirements and verification

71.

72.

73.

74.

75.

For companies, partnerships and associations, at a minimum, the
following information should be obtained:

() the entity's name, legal form, registration number, place of
business, and registered address;

(i)  names of directors;

(i) names of beneficial owners holding over 25%;
(iv) nature and purpose of the business;

(v) details of account signatories.

For trusts, at a minimum, the following information should be obtained:

() Name of the trust,
(i)  Nature and purpose of the trust;
(i) Address and registered office (if any);

(iv) Name of the trustee(s), settlor(s) (including any persons settling
assets into the trust), any protector(s), beneficiary(ies), account
signatories, and any other persons who control (by veto or
otherwise) the trust assets, or the trustees;

(v) Details of account signatories.

Submitters queried the feasibility of identifying beneficiaries of
discretionary trusts. It would be sufficient to accept a description of the
class of beneficiaries in instances where individual beneficiaries cannot
be identified.

For mutuals/friendly societies, cooperatives and provident societies, the
principals to be identified would be those persons exercising control or
significant influence over the organisation's assets. This will often
include board members plus executives and account signatories.

For charities, clubs, and societies, the reporting entity should take
reasonable steps to identify and verify at least two signatories along with
the institution itself. The principals who should be identified would be
those persons exercising control or significant influence over the
organisation's assets. This will often include members of a governing
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76.

body or committee, the President, any board members, the treasurer,
and all signatories.

Submitters also sought clarity around the requirements for verifying the
beneficial owners of legal entities. The verification requirements for legal
entities and their beneficial owners are yet to be determined and would
be prescribed in regulations.

Question: Process for identifying customers

6.

What (if any) would be the operational implications for your business
of the proposed process to identifying customers?

Requirements when identity cannot be verified

77.

The Working Group intends to proceed with the proposed requirements
where identity cannot be verified. If satisfactory evidence of identity is
not produced to, or obtained by, a reporting entity, the reporting entity
must not proceed any further with the business relationship or the
transaction or must end the business relationship. If the reporting entity
is of the opinion that the matter is suspicious, it must also report the
matter to the FIU.

Question: Requirements when identity cannot be verified

7.

What (if any) would be the implications for your business and
customers of the proposed requirement not to proceed with a
business relationship or the transaction when identity cannot be
verified?

Existing Customers

78.

79.

The Working Group has through the consultation process received more
information from industry on the compliance burden for industry and
inconvenience to customers that resulted in some sectors through
requirements to re-verify the identity of existing customers. More clarity
was sought by submitters on the previous proposal to re-verify existing
customers subject to risk and materiality.

It considers that all reporting entities will need to adopt an approach
which ultimately ensures that all existing customers have been properly
identified. This means that the AML compliance programme would have
to include a risk-based process for assessing the veracity or adequacy of
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80.

the customer identification data held on existing customers. If a review
of the data finds that it is adequate to meet the new requirements, the
customer will not have to be subjected to re-verification. Where a review
identifies inadequacies, the customer will have to be subject to re-
verification.

The events that trigger re-verification on those customers will vary
between industries and could include when account documentation is
upgraded, when annual statements are produced, when dividends are
declared and when loans are renewed.

Question: Verification of existing customers

8.

9.

What (if any) would be the operational implications for your business
of proposed requirements to verify the identity of existing customers?

What would be appropriate circumstances to trigger the requirement
to re-verify the identity of existing customers?

Reliance on third parties to perform customer identification

81.

82.

The working Group previously proposed to:

(i) Include a requirement in the Act for financial institutions to take
certain measures when relying on third parties for CDD
purposes; and

(i) Provide in the legislative framework for requirements for
financial institutions to mitigate their exposure to money
laundering or to financing terrorism when relying on third parties
for due diligence. These requirements could be accompanied
by guidance material to assist reporting entities to develop
appropriate procedures.*®

Stakeholders, including securities, insurance, investment and savings
and financial services, raised concerns around their ability to rely on
financial institutions or other third parties to perform customer
identification and verification. There is also concern from “relied on”
entities about balancing the obligations so that the compliance burden
does not fall solely or too heavily upon the entity being relied upon.

1 Above n3, p 42.
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83. Concerns fell into two categories:

I The ability of one financial institution to rely on another financial
institution to perform the initial customer identification and
verification;

il. The ability of a financial institution to rely on a non-financial
institution to perform the initial customer identification and
verification.

Reliance on a New Zealand financial institution’

84.

85.

86.

87.

The Working Group considers that the minimum requirements that must
be met for a reporting entity to rely on a financial institution to perform
customer identification, include:

I The relied upon Fl is subject to the provisions of the AML
legislation and is adequately regulated and supervised;

il. The reporting entity must satisfy itself that the relied upon
financial institution will provide copies of identification
information and other relevant documentation to the reporting
entity on request;

iii. The reporting entity must immediately obtain from the third party
the necessary information concerning certain elements of the
customer due diligence process.

For the purposes of requirement (i), it would be sufficient for reporting
entities to check that the relied upon financial institution is listed on the
Companies Office register of financial product and service providers, as
financial institutions, including financial advisers, will not be registered
unless they meet these requirements.

The Working Group considers that the minimum measures for satisfying
requirement (i) would include a contract between the parties. It is,
however, considering whether alternative and/or additional measures
should be provided for as some submitters have expressed concern
about any requirement to contract with the relied upon institution.

Minimum measures for criterion (iii) have yet to be determined and will
be prescribed in regulations.

Reliance on other third parties

88.

The Working Group is of the view that a reporting entity should be able to
use agents, service providers or other third parties'® to carry out
customer identification. In doing so, however, the reporting entity would

1 The minimum requirements for reliance on a foreign financial institution have yet to be determined
and will be prescribed in regulations.
18 Examples include motor vehicle dealers and other retailers.
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89.

remain responsible for the third party’s compliance with the customer
identification requirements.

The reporting entity would have to ensure that the third party is following
the procedures the reporting entity would have to follow if it was doing
the identification and verification itself. It would have to provide for this
requirement in its AML compliance programme.

Question: Reliance on third parties to identify customers

10. Are the proposed conditions for allowing reporting entities to rely on

third party verification of customer identity reasonable and if not why
not?

Politically Exposed Persons (PEPS)

90.

91.

92.

The Working Group previously proposed to:

(i) Include requirements in the Act for financial institutions to put in
place appropriate risk management systems to determine if a
customer or a beneficial owner is a PEP and, if so, to perform
the enhanced due diligence measures outlined in
Recommendation 6 (a) to (d);

(i) Prescribe a PEP definition in the legislative framework that
includes domestic PEPs and the families and close associates
of PEPs;

(i) Provide sector-specific guidance on what constitutes appropriate
risk management systems, reasonable measures to identify the
source of wealth and funds, and appropriate monitoring.*®

In response to these proposals some submitters proposed that
Government should provide a list of PEPs to reporting entities. Earlier
concerns about subjecting domestic PEPs to the requirements were
reiterated along with concerns about scope and definition.

The Working Group proposes one revision to these proposals. It does
not intend to proceed with its earlier proposal to cover domestic PEPs in
the AML legislation. It notes that this position is consistent with recent
AML reforms and proposed reforms in like-minded jurisdictions which,
having ratified the UN Convention Against Corruption, have nevertheless
limited their AML coverage of PEPs to foreign PEPs.

% Above n3, p 36.
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Question: Politically Exposed Persons

11. What (if any) would be the operational implications for your business

of the proposed approach to the identification of politically exposed
parties?

Monitoring accounts and transactions

Ongoing due diligence

93.

94.

The Working Group previously proposed to extend the existing customer
due diligence obligations by introducing requirements in the legislative
framework for :

Conducting ongoing due diligence on the business relationship and
associated transactions to ensure consistency with the
person’s/institution’s knowledge of the customer.®

Submitters sought more information on how they would be expected to
meet this requirement. The Working Group proposes that AML
Supervisors should provide guidance for their sectors on how to comply
with these requirements. It considers that the earlier proposal should
proceed subject to this qualification.

Complex, unusual large transactions/unusual patterns of transactions

95.

96.

The Working Group previously proposed to:

Include a requirement in the legislative framework for financial
institutions to pay special attention to all complex, unusual large
transactions, or unusual patterns of transactions, that have no
apparent or visible economic or lawful purpose; that includes the
essential criteria outlined in provisions 11.1-11.3 of the
Methodology.**

Submitters sought more information on how they would be expected to
meet this requirement. The Working Group proposes that AML
Supervisors should provide guidance for their sectors on how to comply
with these requirements. It considers that the earlier proposal should
proceed to Cabinet subject to this qualification.

% Above n3, p 33.
2 Above n3, p 45.
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Record keeping and retention
97. The Working Group previously proposed to:

Extend the existing record-keeping obligations by providing in the
new Act for identity verification records and background
correspondence and files to be retained for at least five years after
the end of the business relationship.??

98. The Working Group intends to proceed with the record keeping and
retention proposals as follows:

Account opening/establishing business relations information
99. The minimum requirements would include:

I Account opening information must be retained for five years
after account is closed;

il. Reporting entities must retain, for a period of five years after the
account is closed or the business relationship has ended:

1 A description of any verification documents noting type,
identification number, place of issuance and, where
applicable, date of issuance and expiry. (Note: there is no
requirement to keep photocopies unless warranted under
the risk-based approach.);

A description of the method, and the results, of verification
measures;

1 Results of any substantive discrepancy discovered when
verifying identity.

Account files and business correspondence
100. The minimum requirements would include:

)l Reporting entities must retain account files and business
correspondence for a period of five years following the
termination of an account or business relationship (or longer if
requested by a competent authority in specific cases upon
proper authority).

Transaction records

101. The minimum requirements would include:

1 Reporting entities must retain all necessary records on domestic
and international transactions for five years following completion

2 Above n3, p 44.
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of the transaction (or longer if requested by a competent
authority in specific cases upon proper authority).

Question: Record Keeping

12. What (if any) would be the operational implications for your business

of the proposals for record keeping?

AML Compliance Programmes

102. The Working Group previously proposed to:

(i)

(ii)

Include a requirement in the Act for financial institutions to
develop AML/CFT programmes;

Provide for enforceable risk-based approval criteria in the
legislative framework.?®

103. The Working Group remains of the view that reporting entities should be
required to establish and maintain internal procedures, policies and
controls to prevent money laundering and terrorist financing and to
communicate these to their employees.

104.

It therefore proposes that reporting entities should implement AML
compliance programmes. The minimum requirements for each entity’s
programme would include:

l

The reporting entity must appoint a money laundering
compliance officer;

The programme must include staff training on AML regulatory
requirements as well as the entity’s internal policies, processes
and procedures;

The programme must provide for an independent audit
(“independent” means the audit must be carried out by an
external party or an internal party who is not involved with the
AML compliance staff) of matters including:

o Overall integrity of the AML compliance programme,
including policies, procedures and processes
0 Risk assessment;

o Adequacy of CDD policies, procedures and processes and
whether they are compliant with the entity’s internal
requirements;

o Staff training and whether staff follow entity’'s AML
procedures, policies and processes;

% Above n3, p 52.
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o  Transaction sampling;
0 STR procedures;
0 Adequacy of management information systems.

105. AML Supervisors would produce guidance for their sectors on how to
meet the above requirements.

Question: AML Compliance Programmes

13. What (if any) would be the operational implications for your business
of the proposal to have an AML compliance programme?

Competent Authorities to establish guidelines and provide
feedback

106. The Working Group previously proposed to:

() Include provisions in the Act requiring the competent authorities
to issue guidelines in accordance with Recommendation 25.

(i) Include provisions in the Act requiring the competent authorities
to provide feedback in accordance with Recommendation 25.%*

107. Submitters were generally comfortable with these proposals. In general,
the Working Group intends to proceed with its proposals for competent
authorities to issue guidelines and provide feedback, subject to
clarification that the proposals are limited to AML Supervisors and the
FIU.

Coverage

108. Submitters were generally supportive of the proposed scope of coverage
outlined in the second FATF Discussion document. The majority of
submitters also supported retention of the “transaction” (as opposed to
“activity) focus.

109. One submitter queried whether investment advisers would be excluded.
The Working Group proposes that investment advisers should be
included. They will be regulated through the Financial Advisers
regulatory regime but would still be subject to the AML legislation.

110. One submitter considers that coverage of accountants should be limited
to public accountants. The Working Group agrees with this

2 Above n3, p 57.
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111.

112.

recommendation and notes that it is consistent with FATF
Recommendation 12 criterion (d).

One submitter supports the proposed coverage provided it can still rely
on third parties such as car dealers and retailers to perform identify
verification. Under the Working Group’s proposals, it would be able to
use third parties provided it met the requirements proposed in relation to
reliance on non-financial institution third parties.

A financial institution submitted that if its pre-paid debit card was covered
under the new regime, retailers offering similar products should be
covered otherwise the financial institution would be operating at a
competitive disadvantage. The Working Group considers that pre-paid
debit or stored value cards are caught by the FATF “financial institution”
definition even if offered by a retailer that would not otherwise be classed
as a financial institution. It is considering whether those products should
be covered by the new AML regime and if so, an appropriate threshold to
avoid capturing pre-paid phone cards and other stored value cards
where the value stored is minimal.

Reporting Suspicious Transactions related to terrorism

113.

114.

115.

116.

117.

The Working Group previously proposed to “iinclude a requirement in the
new Act to report suspicious transactions relevant to the enforcement of
the Terrorism Suppression Act 2002 (The TSA)”.

One submitter agreed that the current operation of the reporting
requirements relating to suspected terrorist financing transactions is
confusing and requires clarification but was unsure whether the above
proposal would remove this uncertainty.

To provide greater certainty, the Working Group proposes to specify that
“relevant to the enforcement of the TSA” includes those terrorists and
terrorist organisations designated under the TSA and any other
individuals and/or organisation of whom the financial institution has direct
knowledge of carrying out terrorist acts.

This measure overcomes the risk of an all encompassing provision by
incorporating the knowledge/belief requirement associated with section 8
of the TSA. ltis likely to avoid the potential for defensive over-reporting
of suspicious transactions linked or related to terrorism or terrorism
financing.

There is a Bill to amend the TSA presently before Select Committee. It
proposes a new definition, “designated terrorist entities”, covering both
terrorist entities designated under the principal Act provisions and the UN
listed entities. (It will automatically apply the provisions of the TSA to
terrorists and terrorist organisations that are subject to the United
Nations (Sanctions) Regulations 2001. These regulations recognise
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terrorist designations once they are listed by the United Nations Security
Council.)

118. If the amendment proceeds, the TSA will provide a baseline of
designated terrorists and terrorist organisations for financial institutions
to be aware of in the course of business.

Countries that do not sufficiently comply with the FATF
Recommendations (requirements for overseas branches and
subsidiaries)

119. The Working Group previously proposed to:

Include obligations in the new legislative framework for financial
institutions to:

(@) require their foreign subsidiaries and branches to implement
New Zealand’s AML/CFT requirements to the extent practicable
in their host country; and

(b) require their foreign subsidiaries and branches to inform their
host country AML supervisor and New Zealand AML supervisor
when they are unable to comply with New Zealand’s AML/CFT
requirements because this is prohibited by host country laws,
regulations or other measures.

120. The Working Group is not recommending any modifications to the
proposal.

Question: Requirements for overseas branches and subsidiaries

14. What (if any) would be the operational implications for your business
of the proposals to require any foreign subsidiaries and branches to
implement New Zealand’s AML/CFT requirements to the extent
practicable in their host country?

Countries that do not sufficiently comply with the FATF
Recommendations (special attention to business
relationships and transactions)

121. The Working Group previously proposed to:
Include a requirement in the legislative framework for financial

institutions to enhance scrutiny for transactions involving countries
that do not or insufficiently apply the FATF recommendations.
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122. The Working Group is not recommending any modifications to the
proposal.

Question:

Special attention to business relationships and

transactions involving non-compliant countries

15. What (if any) would be the operational implications for your business
of the proposals to require enhanced scrutiny of transactions involving
countries that do not or insufficiently apply the FATF
recommendations

Shell Banks

123. The Working Group previously proposed to:

1.

Amend the Statement of Principles (BS1) to more explicitly
provide that shell banks are not permitted;

Provide in the Act for a prohibition against the establishment or
continuation of business relations with:

(@) banks registered in jurisdictions where they are not
physically present and are not affiliated with a registered
financial group subject to effective consolidated
supervision; or

(b) respondent financial institutions in a foreign country, if they
permit their accounts to be used by shell banks.

124. The Working Group is not recommending any modifications to the
proposal.

Question: Shell banks

16. What (if any) would be the operational implications for your business
of the proposed prohibitions on transactions involving shell banks?

Correspondent Banking

125. The Working Group previously proposed to:

1.

Include a definition of “correspondent banking” in the legislative
framework and a requirement for financial institutions to
undertake enhanced due diligence measures in relation to
cross-border correspondent banking and other similar
relationships;

30




FATF Inter-agency Working Group — 21 June 2007

2. Include requirements in the legislative framework for financial
institutions to mitigate their exposure to money laundering or to
financing terrorism in relation to cross border correspondent
banking.

126. The Working Group is not recommending any modifications to the
proposal.

Question: Correspondent Banking

17. What (if any) would be the operational implications for your business
of the proposals for enhanced due diligence measures in relationship
to cross-border correspondent banking?

New Technologies
127. The Working Group previously proposed to:

1. Include a requirement in the Act for financial institutions to take
specific and adequate measures when adopting new technology
or when establishing relationships etc in a non-face-to-face
situation;

2. Include requirements in the legislative framework for financial
institutions to:

1 Develop policies and practices to mitigate their exposure to
money laundering or to financing terrorism when adopting
new technology;

1 Develop policies and practices to mitigate their exposure to
money laundering or to financing terrorism when
establishing non-face-to-face business relationships.
Guidelines may indicate the types of supporting documents
that institutions may use for identifying the customer, and
may include the use of electronic verification;

3. Encourage appropriate government agencies to establish a
dialogue/protocol with electronic identity service providers to
ensure that their services meet certain standards of verification
and address security and privacy concerns;

4. Encourage appropriate government agencies to issue guidance
material on enhancing the security of financial services provided
over the internet and associated prudential requirements.

128. The Working Group proposes a number of modifications to this proposal.
129. 1t acknowledges the point made in submissions that electronic

verification is not the only possible means of verification in non face to
face transactions. It also considers that electronic verification ought not
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to be considered solely within the context of this FATF Recommendation
8. (In this paper, electronic verification is discussed as an acceptable
means of non-documentary verification in the “Customer Due Diligence”
section.) It does not intend to proceed with bullet point (3).

130. It also does not intend to proceed with bullet point (4) as it considers that
a proposal of this nature is more appropriately left to competent
authorities to pursue.

131. It considers that the requirements to develop policies and procedures as
outlined in bullet point (2) should be part of the AML Compliance
programme it proposes that each reporting entity should develop.

Question: New technologies

18. Do you consider the amended proposals relating to new technologies
to be reasonable and if not why not?

19. What (if any) would be the operational implications for your business
of the proposals relating to new technologies?

Casinos

132. The Working Group previously proposed to “provide for a transaction
threshold equivalent to $US/Euro 3000 for casinos”.

133. The Working Group is not recommending any modifications to this

proposal. It is still considering the impacts on the industry of any trans-
Tasman inconsistency in transaction thresholds.

General Issues

Privacy Impacts

134. An external privacy impact assessment has been commissioned to
assess the privacy impacts of the AML proposals. The Working Group
will work with the Office of the Privacy Commissioner to try and minimise
the privacy impacts of the proposals.

Transitioning

135. Transitioning arrangements, including implementation timing, have yet to
be determined.
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Trans-Tasman Consistency

136. Some submitters are concerned at the potential for inconsistencies
between the New Zealand and Australian AML regulatory regimes. The
Working Group is committed to minimising scope for any inconsistencies
between AML requirements with Australia that might result in
unnecessary compliance costs for reporting entities operating across the
Tasman. To this end the Working Group is of the view that its proposed
requirements for reporting entities are similar to those of Australia.

Question: Trans Tasman Consistency

20. Are there any specific differences between the Working Group's
proposed AML / CFT requirements and those of Australia that would
materially impact the operation of your business?
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