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* APT10 resumes operations with a vengeance, in
Threats Under the Spotlight - CTO-TUS-20170321-01A

* NetEaseX and the Secret Key to Lisboa - CTO-TIB-
20170313-01A - BlackDLL

* APT10’s. NET Foray - CTO-TIB-20170301-01B - Quasar

¢ APT10 pauses for Chinese New Year, in Threats Under
the Spotlight - CTO-TUS-20170220-01A

e CVNX’s sting in the tail - CTO-TIB-20170123-01A -
ChChes (Scorpion) Malware

¢ China and Japan: APT to dispute -CTO-SIB-20170119- 01A

e Taiwan Presidential Election: A Case Study on
Thematic Targeting, http://pwc.blogs.com/cyber_
security_updates/2016/03/taiwant-election-targetting.
html, 20164317 H¥E#, EvilGrabdD#EEE, 777 Hhlsk, i
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¢ Scanbox II - CTO-TIB-20150223-01A
* “IST-Red Apollo-002 - Red Apollo Tearsheet”
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* RedLeaves - Malware Based on Open Source RAT -
http:/ blog.jpcert.or.jp/2017/04/redleaves---malware-
based-on-open-source-rat.html, RedLeaves Dbl ifi,
A =72 —ARATE DB Z R LTV 5,

* The relevance between the attacker group menuPass
and malware (Poison Ivy, PlugX, ChChes). https://
www.lac.co.jp/lacwatch/people/20170223_001224.
html, 20174:2H23H,APT10& ChChes, Poison Ivy.
PlugXDBH#EPEZ R L TV 5,

¢ menuPass Returns with New Malware and New Attacks
Against Japanese Academics and Organizations.
http://researchcenter.paloaltonetworks.com/2017/02/
unit42-menupass-returns-new-malware-new-attacks-
japanese-academics-organizations/, 201 74£2H16H

F X, APT10IC & B HAD AR BB N DRI LT,
ChChes *°Poison Ivy, PlugX.\c 9 % 2 Fik b e,

ChChes - Malware that Communicates with C&C
Servers Using Cookie Headers, http://blog.jpcert.
or.jp/2017/02/chches-malware--93d6.html, 201742 F
15H %4, ChChes D& IR DR ZF ST

PlugX TrendMicro “tearsheet”, https://www.
trendmicro.com/vinfo/us/threat-encyclopedia/malware/
plugx. 20164E9H 7 HFEK, PlugX D15 it & W D IR M=
FATo

A Detailed Examination of the Siesta Campaign,

https://www.fireeye.com/blog/threat-research/2014/03/
a-detailed-examination-of-the-siesta-campaign.html.
2014431 12H %84, SiestaFv > N— DFEMID DB,

POISON IVY: Assessing Damage and Extracting
Intelligence, https:/www.fireeye.com/content/dam/
fireeye-www/global/en/current-threats/pdfs/rpt-poison-
ivy.pdf. 201348 H21 H¥E ., Poison Ivy DEAR L
menuPass’z & DF v > X—Hi,

EvilGrab Malware Family Used In Targeted Attacks
In Asia, http://blog.trendmicro.com/trendlabs-security-
intelligence/evilgrab-malware-family-used-in-targeted-
attacks-in-asia/, 201349 H 18 H¥ 2, EvilGrab D £fi
HSEIRGE

CrowdCasts Monthly: You Have an Adversary Problem,
https://www.slideshare.net/CrowdStrike/crowd-casts-
monthly-you-have-an-adversary-problem, 2013410 H
16HFEX, PEDT 72 —DAPTRIUIE NI TAEARD
WHENCE I 57 L ¥ 7 — 32, Stone Panda(APT10)
& —HiZ O TR,

PlugX: New Tool For a Not So New Campaign, http://
blog.trendmicro.com/trendlabs-security-intelligence/
plugx-new-tool-for-a-not-so-new-campaign/, 201 24E9 H

10H &2, PlugX D RS,

Pulling the Plug on PlugX, https://www.trendmicro.
com/vinfo/us/threat-encyclopedia/web-attack/112/
pulling-the-plug-on-plugx. 201 24:8 H 4 H¥ %, PlugX®
BtIgtBle faZ il Tuva,
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