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Introduction

Today, more companies are working actively with Business 
Continuity Planning (BCP) after experiencing the Great East 
Japan Earthquake. Ensuring continuity and timely recovery of 
business-critical information systems is becoming increasingly 
important. Since measures to improve continuity of information 
systems, and backup centers, often require a huge investment, 
companies therefore need to consider cost-effectiveness of each 
measure they plan to take. In particular, it is critical to establish 
recovery requirements for each information system based on the 
policies regarding which/how business should be continued and 
timely recovered based on BCP, and decide on the appropriate 
measures.

In this survey, we aim to find out what type of technical 
measures are adopted for each recovery requirement in addition 
to tracking the progress of measures to improve continuity of 
information systems since last year. We hope the results of this 
survey will provide you with useful reference for better security 
and help you to choose efficient and effective measures to 
improve continuity for your information systems.

PwC would like to take this opportunity to express our sincere 
appreciation and gratitude for participating in this survey.

PricewaterhouseCoopers Co., Ltd.
Decemver 2013
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Manufacturing
41%

Commerce
16%

Service
10%

Finance and
insurance

6%

Other
24%

Electricity, gas,
information and

telecommunications
3%

Methodology

This survey was conducted from September 2, 2013, to October 13, 2013. 
The departments responsible for IT-BCP from 1,816 companies were asked to 
respond to this survey by mail or e-mail. The results discussed in this report are 
based on the responses by 131 companies (response rate of 7.2%). All figures 
and graphics in this report were sourced from survey results.

Breakdown of respondents by industry
Industry Number of 

Respondents Percentage

Manufacturing 53 41%

Commerce 21 16%

Service 13 10%

Finance and insurance 8 6%

Electricity, gas, information and 
telecommunications 4 3%

Others 32 24%

Total 131 100%

Breakdown of respondents by revenue
Over

¥1 trillion
6% ¥700 billion - 

¥1 trillion
2%

¥500 billion -
¥700 billion

8%

¥300 billion -
¥500 billion

10%

¥100 billion -
¥300 billion

33%

¥10 billion -
¥100 billion

37%

Below
¥10 billion

2%

Unknown
2%

Revenue Number of 
Respondents Percentage

> ¥1 trillion 8 6%

¥700 billion - 1 trillion 2 2%

¥500 billion - 700 billion 11 8%

¥300 billion - 500 billion 13 10%

¥100 billion - 300 billion 43 33%

¥10 billion - 100 billion 49 37%

< ¥10 billion 2 2%

Unknown 3 2%

Total 131 100%
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1. Overview
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1-1. Executive summary

Many companies have tried to achieve readiness for emergencies in recent 
years, as large earthquakes and typhoons often disrupted their business 
operations. Addressing continuity and timely recovery of information systems 
is increasingly important because it is almost impossible to continue or recover 
business operations without restoring information systems.

In fact, approximately 40% of respondents stated they had experienced 
unexpected downtime of their critical information systems in the past 12 
months. However, the adoption rate of IT-BCP has been stagnant since last year. 
Only 40% of companies provide their employees with regular training and 
exercises after they develop and implement IT-BCP. The survey revealed that 
the measures currently in place in many companies are not aligned with their 
objectives pertaining to recovery of information systems. 

The measures included in IT-BCP, such as establishing backup centers, often 
require a huge investment and considerable period of time. Therefore, we 
recommend companies to identify, analyze, and solve existing problems as soon 
as possible.

1. Decelerated efforts for IT-BCP three years
after the earthquake

The adoption rate of IT-BCP has been stagnant since last year. Less than 
half of all companies provide their employees with regular training and 
exercises, checkup, or review after they develop and implement IT-BCP. The 
companies are decelerating their efforts for IT-BCP rather than accelerating 
them, even though they suffered from frequent natural disasters such as 
strong earthquakes, flood, and tornados in the areas around Tokyo after the 
Great East Japan Earthquake. In particular, the percentage of respondents 
who include measures against electrical power outages, system failures, 
and pandemic in IT-BCP grows at a slower pace. Many companies tend 
to start developing IT-BCP when a problem occurs. This could be due to 
the difficulties in justifying an appropriate budget and introducing new 
technologies such as cloud and virtualization.

2. Growing threats other than natural disasters
Approximately 40% of respondents experienced downtime of their 
critical information systems, mostly due to hardware malfunction or 
software bugs rather than natural disasters. This suggests that there 
are intrinsic problems in their information systems, such as aging and 
inadequate maintenance. As information systems are in the center of 
business operations and supply chain today, companies must take care 
of their customers and partners in a cross-functional manner when their 
information system is unavailable. We recommend companies to identify 
necessary communication to be made and identify measures to be taken 
immediately inside and outside the company.
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3. RTO and RPO have become common terminology,
but corresponding to such requirement is yet to
be achieved

RTO and RPO understanding have deepened since the Great East Japan 
Earthquake. But on the contrary, over 40% of respondents’ information 
systems have yet to define and establish such requirements. One of 
the reasons for such slow correspondence may be that RTO and RPO 
requirements cannot be decided solely by the Information Systems 
Department. As an example, recovery handling needs upper management 
to decide on which operation is critical to their business and how severe the 
impact is in case of system failure. Also, for the respondents who have set 
RTO to “less than 1 hour” only 20% of systems are on hot-standby (server 
ready for immediate switching), which is not an ideal state. We recommend 
companies to set RTO and RPO if not already set, and for the companies 
who have set requirements to take proactive measures in order to consider 
applying new technologies such as cloud to meet the set objectives.
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1-2. Survey findings

1. Approximately 40% of respondents experienced
unexpected downtime of their critical information
systems in the past 12 months.

Approximately 40% of respondents experienced unexpected downtime of 
critical information systems in the past 12 months. Approximately 30% 
of respondents stated their longest recovery time was more than 6 hours 
(beyond business hour). Most of the information system failures are caused 
by internal hardware malfunctions and internal software bugs. It took 6 - 24 
hours to recover from information system failure in approximately 30 - 40% 
of all incidents. Approximately 60% of respondents stated they took time to 
identify the causes of problems and could not recover their systems soon. We 
recommend companies to take preventive measures and review their structures 
and procedures to achieve timely recovery of their information systems.

2. Approximately 60% of respondents have their IT-BCP
in place.

Approximately 60% of respondents stated they already have defined their 
IT-BCP this year, down from 70% last year. The respondents who have an IT-
BCP in place prepare against disasters including earthquake, typhoon, flood 
and fire (approximately 70%); electrical power outages and internal system 
failures (approximately 40%); external system failures and pandemic such as 
super-flu (approximately 30%). Only approximately 10% of respondents take 
measures against cybercrimes. The risks of natural disasters (e.g. possible 
future earthquakes in the Nankai Trough and the Tokyo Metropolitan Area) and 
organized cybercrime are increasingly threatening businesses. We recommend 
companies to develop an emergency plan and IT-BCP promptly.

3. Approximately 40% of respondents have a regular
training and exercise program.

Approximately 40% of respondents have a regular training and exercise 
program for IT-BCP. The participants of such programs included end user 
departments (approximately 40%) and outsourcing contractors (approximately 
30%). When the information system fails or becomes unavailable, the 
Information Systems Department and outsourcing contractors need to work 
together to solve the problem. In order to validate the effectiveness of IT-BCP, 
we recommend companies to encourage their Information Systems Department 
and any other stakeholders to participate in regular training and exercises.
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4. Approximately 20% of respondents conduct a
regular checkup and review.

Approximately 20% of respondents conduct a regular checkup and review 
of their IT-BCP. The respondents who have their IT-BCP checked up and 
reviewed by their internal audit department represent approximately 20%; 
those who use external expert assistance represent approximately 10%. Only a 
limited percentage of respondents stated such a checkup and review has been 
conducted by departments other than the one that developed IT-BCP.
In order to improve their IT-BCP, companies need to update the contents of 
IT-BCP to keep up with the external environmental changes (e.g. occurrence of 
earthquakes, typhoons, and pandemic) and internal changes (e.g. modifications 
in organizational structure and critical systems). Obtaining objective feedback 
from other departments helps to refine checkup methods by bringing in new 
perspectives.
Therefore, we recommend companies to have a regular checkup and review 
done by their internal audit department and external experts.

5. Approximately 30% of respondents identify all of the
business-critical information systems.

Only approximately 30% of respondents identify all of the business-critical 
information systems. Identifying the information systems that are required 
for business continuity and recovery is one of the most important steps 
of emergency planning. We recommend companies to identify all of the 
information systems that are critical to maintain business continuity and 
recovery so that they can understand and improve the current measures for 
information systems efficiently and effectively by prioritizing them.

6. RTO set to “more than 24 hours” is most common.
The recovery time objective (RTO) is the maximum tolerable length of time 
that an information system can be down after a failure occurs. We found that 
the RTO set to “more than 24 hours” was most common among respondents’ 
information systems. The respondents who set their RTO to “less than 6 
hours” (or within business hours) represented less than 40%. Approximately 
20% of respondents do not set on RTO. The RTO is likely to be shorter in 
mission-critical systems and information sharing systems than in internal 
management systems. Also, having a hot-standby (backup) site is most common 
in information systems with RTO set to “less than 1 hour”. Since measures to 
achieve redundancy of information systems often require a lot of investment, 
we recommend companies to set their RTO appropriately and take measures 
accordingly.
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7. RPO set to “yesterday” is most common.
The recovery point objective (RPO) is the point in time to which data must be 
recovered after a disaster has occurred. The RPO of respondents’ information 
systems are set to “yesterday” (approximately 40%) or “last minute” (30 %). 
Meanwhile, approximately 20% of respondents do not set their RPO. We found 
that the RPO is likely to be shorter in mission-critical systems and information 
sharing systems than in internal management systems. Also, having a real-time 
backup was most common (30%) in information systems with RPO set to “last 
minute.” We recommend companies to set an appropriate RPO in accordance 
with the nature of data handled in the information system and take measures 
accordingly.

8. Approximately 40% of respondents have a backup
site.

Approximately 40% of respondents own or outsource a backup site in a location 
away from the production system. Approximately 80% of respondents have 
never performed a production test of the standby information system on the 
backup site. To prepare against a failure in the main data center, we recommend 
companies to test if the standby information system on the backup site works 
effectively by conducting a periodic production test.

9. Approximately 10% of respondents have an overseas
data center.

Only approximately 10% of respondents have built or will build an overseas 
data center. Approximately 60% of respondents have not developed any policy 
or guideline to take unified measures on the overseas information systems. 
We recommend to investigate how their local information systems are actually 
operated and to establish an environment in which they can take appropriate 
measures based on the characteristics of each information system, especially for 
companies whose local measures are not managed centrally by the headquarters 
(approximately 80%).
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2. In-depth discussion
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2-1. Experience of unexpected
downtime

30%
Companies that have experienced 
downtime of more than 6 hours on 
their critical information systems in 
the past 12 months

42%
Companies that have experienced 
unexpected downtime of critical 
information systems in the past
12 months
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Figure 2-1-1 Causes of unexpected downtime of critical
information systems

What was the cause(s) of unexpected downtime of your critical 
information systems in the past 12 months? 
(Mark all that apply.)

2-1-1. Causes of unexpected downtime of critical
information systems

Approximately 40% of respondents have experienced unexpected downtime of 
critical information systems in the past 12 months.

Approximately 60% of respondents stated they had 
not experienced any downtime on critical information 
systems in the past 12 months. This means the 
remaining 40% of respondents had experienced some 
kind of downtime on their information systems. From 
our survey results, the main cause of downtime occurs 
more frequently from internal factors (e.g. internal 
hardware malfunction or internal software bugs; 
roughly 20% each), rather than external factors (e.g. 
external network failure or external service/system).

100%80%60%40%20%0

(Replied 126 companies)

Not occurred

Internal hardware failure

Internal software bug

Internal operational error

External network error

Networking external service/system

Power outage

Large scale earthquake

Typhoon, flood-hazard

Fire disaster

Epidemic (e.g. super-flu)

Cyber crime

other

58%58%

23%23%

21%21%

10%10%

10%10%

6%6%

5%5%

1%1%

1%1%

0%0%

0%0%

0%0%

3%3%

(Replied 57 companies)

Under 1 hr
20%

1 hr - 6 hr
50%

6 hr - 24 hr
24%

Over 1 day  6%

2-1-2. Length of downtime of critical information systems
50% (the highest percentage) of respondents have experienced downtime of
1 - 6 hours.

50% (the highest percentage) of respondents stated 
they had experienced unexpected downtime of
1 - 6 hours on the critical information systems in the 
past 12 months. Their downtime had been 6 - 24 
hours (approximately 20%) or more than 24 hours 
(approximately 10%). In total, approximately 30% of 
respondents indicated their information systems had 
not been recovered within business hours of the day.

Figure 2-1-2 Length of downtime of critical information systems

How long was the longest unexpected downtime of critical information 
systems you experienced in the past 12 months?
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2-1-3. The relationship between causes and length of downtime
“More than 6 hours” was the most common length of downtime caused by 
internal hardware malfunction or internal software bugs.

We studied the relationship between the causes of 
downtime (Figure 2-1-1) and the length of downtime 
(Figure 2-1-2) and found that the downtime caused by 
related external services/systems or electrical power 
outages had been recovered from in a relatively short 
time. More than 70% of respondents in total indicated 
they had recovered their information systems within 
business hours (“less than 1 hour” or “1 - 6 hours”) 
from downtime caused by internal operation errors or 
external network failures. However, more than 30% of 
respondents who had experienced downtime caused 
by internal hardware malfunction or internal software 
bugs stated they had taken longer (more than 6 hours) 
to recover from downtime.

2-1-4. The obstacles to timely recovery
Approximately 60% (the highest percentage) of respondents took time in 
isolating the causes of downtime.

Approximately 60% (the highest percentage) of 
respondents stated they had taken time to isolate the 
causes of unexpected downtime of their information 
systems in the past 12 months. The respondents 
indicated their obstacle for timely recovery had been 
difficulties in detecting problems (approximately 
30%) and communicating with involved parties 
(approximately 20%). 
Detection and communication methods can be 
improved by adopting appropriate procedures. We 
recommend companies not only to analyze the causes 
of downtime and take preventive measures but also 
to review their structures and procedures for timely 
recovery.

60%

50%

40%

30%

20%

10%

0%

(Replied 52 companies)(Replied 52 companies)

Internal hardware
failure

Internal software
bug

Internal operational
error

External network
error

Networking external
service/system

Power outage
Under 1 hr 1 hr - 24 hr 6 hr - 24 hr Over 1 day

100%80%60%40%20%0

(Replied 66 companies)

29%29%

17%17%

6%6%

14%14%

61%61%

6%6%

11%11%

3%3%

3%3%

2%2%

6%6%

2%2%

21%21%

Delay in detecting
the trouble

Delay in notifying
concerned personnel

Delay in arrival of handling
personnel (employee)

Delay in arrival of handling
personnel (outsourcing)

Longer than anticipated in
anayzing the cause

Could not secure
necessary data

Could not secure necessary
tools/equipment

Could not secure electricity

Could not secure connection

Could not secure alternate
base location

Manual was not
properly maintained

Manual material to have
incorrect information

Other

Figure 2-1-3 The relationship between causes and length of
downtime

Cross tabulation of Figure 2-1-1 and Figure 2-1-2

Figure 2-1-4 The obstacles to timely recovery

What was the obstacle(s) to recover your critical information systems 
timely from unexpected downtime in the past 12 months? 
(Mark all that apply.)
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2-2. Preparedness of IT-BCP

23%
Companies that have defined 
structures and procedures to follow 
in case of information system 
failure, involving all of their primary 
outsourcing contractors

42%
Companies that have not defined any 
structures and procedures to follow in 
case of information system failure
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100%80%60%40%20%0

(Replied 131 companies)

58% 19% 21% 2%

51% 26% 21% 2%

57% 24% 19%

31% 15% 46% 8%

100%

75% 25%

69% 9% 19% 3%

Planned Planned within a year
Planned within couple years Not planned

Overall

Manufacturing

Commerce

Service

Finance and insurance

Other

Electricity, gas, information
and telecommunications

100%80%60%40%20%0

(Replied 123 companies)

66%66%

66%66%

34%34%

45%45%

30%30%

41%41%

11%11%

4%4%

Earthquake

Typhoon, flood-hazard,
fire disaster

Epidemic (e.g. super-flu)

Power outage

External system failure

Internal system failure

Cyber crime

Other

2-2-1. Adoption rate of IT-BCP
Approximately 60% of respondents have defined the response structure and 
procedures to follow in case of information system failure.

Approximately 60% of respondents stated they had 
defined some kind of structures and procedures to 
follow in case of information system failure. The 
adoption rate of IT-BCP has not grown since last 
year (approximately 70%). However, almost half of 
the respondents who had not defined IT-BCP stated 
they would develop IT-BCP within a year. It seems 
companies have elevated the priority of establishing 
IT-BCP. By industry, the adoption rate of IT-BCP was 
highest in financial and insurance and lowest in 
service.
Many companies depend on information systems 
to achieve continuity and timely recovery of their 
business operations. Therefore, it is strongly 
encouraged to define the structures and procedures 
to address potential risks in information systems. We 
recommend companies to develop such structures and 
procedures, or IT-BCP, in a timely manner, if they have 
not already done so.

Figure 2-2-1 Adoption rate of IT-BCP

Have you defined the structures and procedures to follow in case of 
information system failure?

2-2-2. Risks included in the scope of IT-BCP
Approximately 70% of respondents have taken measures against "earthquake" 
and "typhoon, flood and fire" respectively.

Approximately 70% (the highest percentage) of 
respondents stated they had taken or would take 
measures against "earthquake" and "typhoon, flood 
and fire" respectively. The respondents indicated 
they had considered "electrical power outage" and 
"internal system failure" (approximately 40% each) and 
"external system failure" and "pandemic such as super- 
flu" (approximately 30% each) as risks.
As described in 2-1 Experience of unexpected 
downtime, most respondents stated the downtime had 
been due to internal hardware malfunctions or internal 
software bugs. Therefore, companies are encouraged to 
define the structures and procedures to follow in case 
of internal system failures. Meanwhile, cybercrimes 
had been considered as risks by only approximately 
10% of respondents. We recommend companies to 
accelerate their efforts to address recent increasingly-
sophisticated and organized cyber attacks.

Figure 2-2-2 Risks included in the scope of IT-BCP

Which risks are included in the scope of structures and procedures 
planned or defined for your information systems? 
(Mark all that apply.)
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Currently in discussion Not planned

100%80%60%40%20%0

(Replied 98 companies)

23% 48% 21% 7%

29% 36% 31% 5%

13% 69% 19%

56% 44%

50% 25% 13% 13%

100%

23% 59% 18%

Overall

Manufacturing

Commerce

Service

Finance and insurance

Electricity, gas, information
and telecommunications

Other

Established for all outsourced critical operation
Established for portion of the outsourced critical operation

100%80%60%40%20%0

(Replied 118 companies)

32%32%

12%12%

35%35%

18%18%

16%16%

31%31%

51%51%

52%52%

43%43%

Low awareness from
Upper Management

Low awareness from
User Departments

Low awareness from Information
System Department

Difficulty in coordinating with
multiple departments

Difficulty in coordinating
within the supply chain

Difficulty in coordinating with
business partners or contractors

Shortage of manpower

Shortage of skill
and know-how

Shortage of budget

2-2-3. Preparing the response structure and procedures
involving outsourcing contractors

Approximately 20% of respondents have defined the response structure and 
procedures involving all primary outsourcing contractors. 

If a company is outsourcing operation of its information 
systems, it is critical to work with the outsourcing 
contractors when the information systems become 
unavailable. However, only approximately 20% of 
respondents stated they had defined the response 
structure and procedures involving all primary 
outsourcing contractors. In total, approximately 70% 
of all respondents had involved all or some of their 
primary outsourcing contractors with their response 
structure and procedures. We recommend companies 
to develop a response structure and procedures that 
involve all primary outsourcing contractors and 
prioritize them. 
By industry, 50% of respondents in finance and 
insurance industries stated all of their primary 
outsourcing contractors had been involved with their 
response structure and procedures. Approximately 
40% of respondents in service industry stated 
they would not develop any response structures 
or procedures. Since working with outsourcing 
contractors is critical when information systems 
become unavailable, we recommend companies not 
only to develop a response structure or procedures 
but also to exchange memorandums on emergency 
response and conduct regular training and exercises 
with outsourcing contractors.

Figure 2-2-3 Preparing the response structure and procedures
involving outsourcing contractors

If you are outsourcing operation of your information system, do you have 
a response structure and procedures involving your primary outsourcing 
contractors to follow in case of information systems failures?

2-2-4. Challenges in developing IT-BCP
Approximately 50% of respondents consider lack of skill/know-how and 
insufficient budget as challenges.

The respondents stated their challenges in developing 
the response structure and procedures had been 
lack of skill/know-how, lack of qualified personnel 
(approximately 50% respectively), insufficient 
budget (approximately 40%), low awareness of Upper 
Management Team, low awareness of the Information 
Systems Department, and difficulty in coordinating 
with partners and contractors (approximately 30% 
respectively).
It seems difficult for companies to develop a response 
structure and procedures only with internal resources 
(skills, know-how, and people). We recommend 
companies to consult external experts while 
continuously improving their internal structure 
through planned employment and education.

Figure 2-2-4 Challenges in developing IT-BCP

What makes it difficult to develop the response structure and procedures 
to follow in case of information system failure?
(Mark all that apply.)
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2-3. Training and exercises for
IT-BCP

25%
Companies that conduct training 
and exercises to prepare against 
information system failures 
(including those of production 
systems)

41%
Companies that have not conducted 
any training or exercises to prepare 
against information system failures
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(Replied 130 companies)

Once per half-year
8%

Once per year
35%

Not performed
41%

Irregularly
performed

15%

100%80%60%40%20%0

(Replied 71 companies)

31%31%

31%31%

25%25%

27%27%

41%41%

24%24%

20%20%

45%45%

Factor analysis

Start-up of information
system task force

Coordinating with
company-wide task force

Determine the extent of
damage (analyze the root cause)

Start-up/swithing to
alternate system

User release of
alternate system

Switching handling
performed manually

System restore
(e.g. data restore)

2-3-1. Frequency of training and exercises
Approximately 40% of respondents have conducted regular training and 
exercises.

The respondents stated they had conducted training 
and exercises at least every half-year (approximately 
10%) or every year (approximately 40%). In total, 
only approximately 40% of respondents have 
conducted regular training and exercises. In contrast, 
approximately 40% of respondents stated they had not 
conducted any training or exercises.
In order to respond to an emergency promptly 
and appropriately, we recommend companies to 
develop a regular training and exercise program in 
order to promote understanding of procedures and 
each employee's role, and to address any problems 
discovered in training and exercises.

Figure 2-3-1 Frequency of training and exercises

How often do you conduct training and exercises to prepare against 
information system failure?

2-3-2. Scope of training and exercises
Approximately 30% of respondents have conducted training and exercises on 
the first response such as gathering.

Approximately 50% of respondents stated they had 
conducted training on system recovery (including 
restoring data) in the past 12 months. Starting up and 
switching to the alternate system had been included 
in the scope by approximately 40% of respondents. 
Training and exercises on the first response such as 
gathering and setting up an information systems task 
force had been conducted by approximately 30% 
of respendents. What is worse, coordination with 
the task force across the entire organization, use of 
the alternate system, and manual switching to the 
alternate system had been included in the scope by 
approximately 20% of respondents.
We recommend companies to conduct training 
and exercises on coordination with the task force 
across the entire organization, which is critical in an 
emergency, in order to identify each employee's role 
and procedures.

Figure 2-3-2 Scope of training and exercises

What did you conduct training and exercises on to prepare against 
information system failures in the past 12 months? 
(Mark all that apply.)
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100%80%60%40%20%0

(Replied 68 companies)

57%57%

37%37%

47%47%

4%4%

Tabletop review

Walk through

Simulation

Other

100%80%60%40%20%0

(Replied 69 companies)

10%10%

41%41%

96%96%

0%0%

3%3%

33%33%

Upper Management

User Departments

Information Systems
Department

Customers

Business partners

Contractors

2-3-3. Method of training and exercises
Approximately 60% (the highest percentage) of respondents have conducted 
training and exercises by desk-check.

Approximately 60% (the highest percentage) of 
respondents stated they had conducted training 
and exercises by desk-check in the past 12 months. 
Simulation and walk-through had been used 
as a method by approximately 50% and 40% of 
respondents, respectively.
For companies that use desk-check only, we 
recommend to conduct practical training and exercises 
by walk-through and simulation.
 
For definitions of desk-check, walk-through, and 
simulation, see glossary on page40.

Figure 2-3-3 Method of training and exercises

How did you conduct training and exercises to prepare against 
information system failures in the past 12 months?
(Mark all that apply.)

2-3-4. Participants of training and exercises
End user departments (approximately 40%) and outsourcing contractors 
(approximately 30%) have participated in the training and exercises.

Except for the Information Systems Department, 
approximately 40% (the highest percentage) of 
respondents stated their end user departments 
participated in training in the past 12 months.
Outsourcing contractors (approximately 30%) and the 
Upper Management Team (10%) attended the training 
and exercises. 
When a company is outsourcing operation of its 
information systems, the outsourcing contractors 
need to work promptly to recover the information 
systems timely in case of failures. Also, if a company 
has an alternate information system, its end user 
departments need to understand how to use it by 
hands-on experience. We recommend companies to 
identify appropriate participants according to IT-BCP 
and develop planned training and exercises.

Figure 2-3-4 Participants of training and exercises

Who participated in the training and exercises to prepare against 
information system failures in the past 12 months?
(Mark all that apply.)
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2-3-5. Training and exercises with production systems
 shut down

Approximately 80% of respondents have not conducted any training and 
exercises with their production systems shut down.

Similar to last year, approximately 80% of respondents  
this year stated they had not conducted any training or 
exercises with their production systems shut down. By 
industry, 50% of respondents in finance and insurance 
industries stated they had conducted such training 
and exercises in the past 12 months. In contrast, 
no respondents in service industry stated they had 
conducted such training and exercises.
Since re-starting production systems involves many 
tasks, it is important to conduct training and exercises 
on non-business days or during off-peak period to 
improve the structures and procedures. Also, we 
recommend companies to conduct regular training and 
exercises on switching to the backup site.

Figure 2-3-5 Training and exercises with production systems shut
down

Have you conducted any training and exercises with your production 
systems shut down?

2-3-6. Challenges in training and exercises for IT-BCP
Approximately 50% of respondents consider lack of skill/know-how, lack of 
qualified personnel, and difficulties in coordination among departments as a 
challenge.

Lack of skill/know-how, lack of qualified personnel, 
and difficulties in coordination among departments 
were considered as challenges in conducting IT-BCP 
training and exercises by approximately 50% of 
respondents respectively. Low awareness of end user 
departments and insufficient budget were considered 
as a challenge by approximately 40% of respondents 
respectively.
It seems difficult for companies not only to develop 
IT-BCP but also to conduct training and exercises for 
IT-BCP only with internal resources (skills, know-how, 
and people). We recommend companies to consult 
external experts while continuously improving their 
internal structure through planned employment and 
education.

Figure 2-3-6 Challenges in training and exercises for IT-BCP

What makes it difficult to conduct training and exercises to prepare 
against information system failure? 
(Mark all that apply.)
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information system failure

2-4. Checkup and review of
IT-BCP
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2-4-1. Status of IT-BCP checkup and review
Approximately 20% of respondents checkup and review their IT-BCP regularly.

Approximately 20% of respondents stated they had 
regularly checked up and reviewed their structures 
and procedures to follow in case of information system 
failure. Approximately 40% of respondents stated 
they had done so on an irregular basis. Those who 
had not conducted checkups and reviews regularly 
(with or without a plan for the future) combine for 
approximately 40%.
The contents of IT-BCP must be modified in accordance 
with changes in the company's BCP, information 
systems, and internal organization. We recommend 
companies to conduct regular checkups and reviews 
to ensure effectiveness of IT-BCP in an emergency. For 
any companies that have never conducted a checkup 
or review since the Great East Japan Earthquake, we 
recommend to do so immediately.

Figure 2-4-1 Status of IT-BCP Checkup and review

Do you checkup and review your structures and procedures to follow in 
case of information system failure?

2-4-2. Checker and reviewer of IT-BCP
Less than 40% of respondents have their IT-BCP checked up and reviewed by 
departments other than the one that defined it.

Approximately 90% of respondents stated their 
structures and procedures to follow in case of 
information system failure had been checked up and 
reviewed by departments that defined them. For other 
respondents, checkup and review had been performed 
by internal audit department (approximately 20%) or 
by external experts (approximately 10%). Less than 
40% of respondents stated checkup and review had 
been performed by departments other than the one 
that defined them.
By having objective checkups and reviews of IT-BCP, 
companies can improve the accuracy of checkups and 
reviews and reflect new perspectives. Therefore, we 
recommend companies to have checkups and reviews 
performed by the internal audit department or by 
external experts.

Figure 2-4-2 Checker and reviewer of IT-BCP

How do you checkup and review your structure and procedures to 
follow in case of information system failure?
(Mark all that apply.)
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2-4-3. Challenges in checkup and review of IT-BCP
Respondents consider lack of qualified personnel (approximately 70%) and 
lack of skill (approximately 60%) as a challenge.

More than 60% of respondents stated their challenges 
in checkup and review of IT-BCP are lack of qualified 
personnel and lack of skill/know-how. Low awareness 
of end user departments and insufficient budget had 
been considered as a challenge by approximately 30% 
of respondents respectively.
It seems difficult for companies to develop, conduct 
training and exercises for, and check up and review 
IT-BCP only with internal resources (skills, know-how, 
and people). We recommend companies to consult 
external experts while continuously improving their 
internal structures through planned employment and 
education.

Figure 2-4-3 Challenges in checkup and review of IT-BCP

What makes it difficult to checkup and review your response structures 
and procedures to follow in case of information system failure?
(Mark all that apply.)

2-4-4. Budget for IT-BCP
The budget for IT-BCP is less than 1% of overall IT budget for approximately 
50% of respondents.

Approximately 50% of respondents stated their budget 
for IT-BCP was less than 1% of overall IT budget. 2 - 
5%, the second most common response, represents 
approximately 30% of respondents. 
The risks of natural disasters including earthquakes 
in the Nankai Trough and Tokyo Metropolitan Area 
and cybercrimes are increasingly threatening business 
continuity. Though recovering information systems is 
necessary to continue business operations, the budget 
for IT-BCP remains at a low level. Companies are 
encouraged to take proactive actions before any major 
system failure occurs.

Figure 2-4-4 Budget for IT-BCP

What is the percentage of your overall IT budget for measures to prepare 
against information system failure?
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16%
Companies whose Upper 
Management Team determine 
the priorities of their information 
systems for recovery

26%
Companies that have identified all 
information systems that are critical 
in maintaining business continuity 
and timely recovery

2-5. Meeting recovery
requirements of
information systems



24  Re-examine and improve your IT-BCP efforts

100%80%60%40%20%0

(Replied 129 companies)

26% 55% 8% 9% 2%

21% 60% 10%10%

29% 62% 10%

33% 42% 17% 8%

50% 50%

75% 25%

28% 47% 6% 13% 6%

Overall

All information systems are identified

Currently identifying
information systems

Portion of information systems are identified

Planning to identifying
the information systems

Not planned to identifying the information systems

Manufacturing

Commerce

Service

Finance and insurance

Electricity, gas, information
and telecommunications

Other

(Replied 128 companies)

Upper
Management

16%
Risk Management
Department  10%

User Departments
5%

Other
2%

Information System
Department

51%

Priority levels of information
systems are not defined

16%

2-5-1. Identifying business-critical information systems
Approximately 30% of respondents have identified all of their business-critical 
information systems.

Approximately 30% of respondents stated they had 
identified all of their business-critical information 
systems. Combined with respondents who had 
identified some of their business-critical information 
systems, approximately 80% of all respondents stated 
they had tried to understand their own environment 
in some way. We recommend companies to identify all 
business-critical information systems so that employees 
can work based on priorities.
By industry, approximately 50% of respondents 
in the finance and insurance industry stated they 
had identified all or some of their business-critical 
information systems, leading other industries. 
We recommend companies to identify all of the 
information systems that are critical in maintaining 
business continuity and recovery so that current 
measures for information systems are understood, 
prioritized, and improved efficiently and effectively.

Figure 2-5-1 Identifying business-critical information systems

How well do you identify the information systems that are critical in 
maintaining business continuity and timely recovery?

2-5-2. Prioritizing information systems for recovery
Approximately 20% of respondents have not prioritized their information 
systems for recovery.

Approximately 50% of respondents stated the 
Information Systems Department had determined 
the priorities of their information systems for 
recovery when multiple information systems become 
unavailable at the same time. Other respondents 
stated the priorities had been determined by the Upper 
Management Team (approximately 20%) or by the 
Risk Management Department (approximately 10%). 
Respondents who stated they had not determined 
the priorities of their information systems comprise 
approximately 20% of all respondents.
When the priorities for recovery are determined by 
the Information Systems Department, the Upper 
Management Team and end user departments should 
understand those priorities. For companies that 
have not determined the priorities for recovery, we 
recommend to do so in advance so that they can work 
immediately in case of information system failure. 

Figure 2-5-2 Prioritizing information systems for recovery

Who determines the priorities of information systems for recovery when 
multiple systems become unavailable at the same time?
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2-5-3. Method for defining recovery requirements
(RTO, RLO, RPO) of information systems

Approximately 20% of respondents have followed the predefined standards or 
guidelines.

Approximately 20% of respondents stated they had 
followed the predefined standards or guidelines 
when they defined the recovery requirements (RTO, 
RLO, RPO) of their information systems. Notably, 
approximately 60% of respondents in the service 
industry stated they had no predetermined methods 
but have defined requirements on an ad hoc basis 
during the development phase.
We recommend companies to establish standards 
and guidelines so that they can define recovery 
requirements consistently across the organization.

For definitions of RTO, RLO, and RPO, see glossary on 
page 40.

Figure 2-5-3 Method for defining recovery requirements
(RTO, RLO, RPO) of information systems

How well do you identify the information systems that are critical in 
maintaining business continuity and timely recovery?

2-5-4. Measures for teleworking in case of emergency
Approximately 80% of respondents have prepared VPN/remote access as part 
of their business continuity or emergency plan. 

Approximately 80% (the highest percentage) of 
respondents stated they had prepared VPN/remote 
access in case of emergency when their employees must 
stay at home. Virtualization and Web conference had 
been adopted by approximately 30% of respondents 
respectively. The relatively new technologies, SaaS, 
PaaS, IaaS, and BYOD and BYOX had been used by 
more than 10%. On the other hand, an emergency help 
desk for employees had been used by less than 10%. 
Preparedness of the help desk could be a problem when 
an emergency arises.

Figure 2-5-4 Measures for teleworking in case of emergency

Which measures, technologies, or services do you have in case of 
emergency when employees must stay at home? 
(Mark all that apply.)
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2-5-5. RTO setting
The RTO of information systems set to “more than 24 hours” is most common 
while approximately 20% of respondents do not set the RTO.

The RTO of information systems set to “more than 24 
hours” was most common among respondents. The 
respondents who had set the RTO to “less than 6 hours” 
or within business hours represented less than 40%. 
Furthermore, approximately 20% of respondents stated 
they had not set the RTO. The RTO set to “less than 
1 hour” comprises approximately 14% for mission-
critical systems, approximately 16% for information 
sharing systems, and 1% for internal management 
systems. The RTO tended to be shorter for mission-
critical systems and information sharing systems than 
for internal management systems. Approximately 20% 
of respondents stated they had not set the RTO for any 
systems.
We recommend companies to set an appropriate 
RTO for their information systems based on their 
requirements because shorter RTO requires costly 
measures. Also, in order to recover their information 
systems in a short time, companies need to conduct 
training and exercises repeatedly to continuously 
improve their posture. 

Figure 2-5-5 RTO setting

What are the RTOs of your mission-critical systems, information sharing 
systems, and internal management systems?

2-5-6. Measures for redundancy of information systems
Having a cold-standby (backup) site is most common (approximately 30%) 
among all information systems.

Approximately 60% of respondents stated they had not 
taken any measures for redundancy of their internal 
management systems and information sharing systems. 
Except for respondents who had not taken measures 
for redundancy at all, approximately 30% (the highest 
percentage) of respondents had a cold-standby 
(backup) site for any type of information systems.
Having a hot-standby (backup) site represents 
approximately 10% for mission-critical systems and 
information sharing systems, and approximately 3% 
for internal management systems. Many respondents 
stated they had not taken any measures for redundancy 
for information sharing systems. This suggests the 
desired level of availability varies by company.

For definitions of hot-standby, warm-standby, and cold-
standby, see glossary on page 40.

Figure 2-5-6 Redundancy of information systems

Which measures for redundancy do you take in order to improve the 
availability of your information systems? 
(Mark all that apply.)
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2-5-7. Relationship between RTO and measures for redundancy
Having a hot-standby (backup) site is most common for information systems 
whose RTO is set to “less than 1 hour”.

By studying the relationship between RTO (Figure 2-5-
5) and the measures for redundancy (Figure 2-5-6) for 
mission-critical systems, information sharing systems, 
and internal management systems, we found that 
systems with a shorter RTO have stronger measures 
for redundancy. Having a hot-standby (backup) 
site was most common (approximately 20%) for 
information systems with RTO set to “less than 1 hour”. 
Approximately 20% of information systems with RTO 
set to “less than 1 hour” or “1 - 6 hours” have a hot-
standby (backup) site. In general, information systems 
with a longer RTO are more likely not to have measures 
for redundancy.
We recommend companies to take measures based 
on their recovery requirements because measures 
to ensure redundancy of information systems often 
require a lot of investment.

Figure 2-5-7 Relationship between RTO and measures for
Figure 2-5-7 redundancy

Cross tabulation of Figure 2-5-5 and Figure 2-5-6

2-5-8. RPO setting
The RPO of information systems set to “yesterday” is most common 
while approximately 20% of respondents do not set the RPO.

The RPO of information systems had been set to 
“yesterday” by approximately 40% and to “last minute” 
by approximately 30% of respondents. Meanwhile, 
approximately 20% of respondents stated they had not 
set the RPO. Setting the RPO to “last minute” comprises 
34% for mission-critical systems, 36% for information 
sharing systems, and 18% for internal management 
systems. The RPO tends to be shorter for mission-
critical systems and information sharing systems than 
for internal management systems. Respondents who 
had not set the RPO comprise approximately 30% for 
information sharing systems and approximately 20% 
for mission-critical systems and internal management 
systems.
We recommend companies to set an appropriate 
RPO for their information systems based on their 
requirements because shorter RPO requires costly 
measures.

Figure 2-5-8 RPO setting

What are the RPOs of your mission-critical systems, internal management 
systems, and information sharing systems?
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2-5-9. Frequency of data backup
Performing daily full backup is most common among all types of information 
systems.

Daily full backup was most common among all types 
of information systems, followed by weekly full 
backup and differential/incremental backup. Real-
time backup had been introduced by approximately 
20% of respondents for mission-critical systems and 
information sharing systems and by approximately 
10% for internal management systems. This suggests 
companies are taking measures based on the 
requirements. Approximately 10% of respondents 
stated they had performed monthly full backup for any 
type of information systems.

Figure 2-5-9 Frequency of data backup

How and when do you backup your information systems in order to 
improve the availability of your information systems? 
(Mark all that apply.)

2-5-10. Storage location of backup data
Storing backup data on the same site as the production system and 
transferring backup data to a different site everyday are most common among 
all types of information systems.

Storing backup data on the same site as the production 
system and transferring backup data to a different 
site everyday was most common among all types of 
information systems, representing approximately 
30 - 50% of respondents. The result shows that many 
companies store their backup data on the same site 
as the production system for a certain period, and 
then transfer the data to a different site everyday. 
Transferring backup data to a different site in real-time 
for any type of information systems had been done by 
approximately 10% of respondents. We anticipate an 
increase of transferring backup data in real-time as 
cloud will be more widely used and communications 
costs will decrease in the future.
For the companies that store backup data on the 
same site as the production system, we recommend 
to transfer the data to a different site as a protective  
measure.

Figure 2-5-10 Storage location of backup data

Where do you store your backup data in order to improve the availability 
of your information systems? 
(Mark all that apply)
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2-5-11. The relationship between RPO and frequency of 
data backup

Approximately 30% of respondents perform real-time backup for the 
information systems whose RPO is set to “yesterday”.

By studying the relationship between RPO (Figure 
2-5-8) and frequency of backup (Figure 2-5-9) for 
mission-critical systems, information sharing systems, 
and internal management systems, we found that 
approximately 30% of information systems with RPO 
set to “last minute” had been backed up in real-time. 
However, daily full backup and weekly full backup 
with differential/incremental backup for information 
systems with RPO set to “last minute” represent 
approximately 30% respectively. For those, we 
recommended to review and modify the frequency of 
backup appropriately.
Performing daily full backup was most common 
(approximately 60%) for information systems with 
RTO set to “yesterday”.

Figure 2-5-11 Relationship between RTO and frequency of data
backup

Cross tabulation of Figure 2-5-8 and Figure 2-5-9

2-5-12. RLO setting
Respondents who do not set the RLO comprise approximately 30% for internal 
management systems and information sharing systems, and approximately 
20% for mission-critical systems.

Except for the respondents who had not set the RLO, 
approximately 30% (the highest percentage) of 
respondents stated they had set the RLO of  mission-
critical systems to a level in which they have limited 
functions and performance. For internal management 
systems, approximately 20% (the highest percentage) 
of respondents stated they had set the RLO to a 
level in which they have full functions and limited 
performance; For information sharing systems, 
approximately 20% (the highest percentage) of 
respondents stated they had set the RLO to a level 
in which they have full functions and performance. 
Respondents who had not set the RPO comprise 
approximately 20% for mission-critical systems and 
approximately 30% for both internal management 
systems and information sharing systems.
We recommend for companies to prioritize functions 
and performance based on business requirements, 
assuming recovering full functions and performance is 
difficult.

Figure 2-5-12 RLO setting

Cross tabulation of Figure 2-5-8 and Figure 2-5-9
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2-5-13. Cloud utilization
Approximately 20 - 30% of respondents use SaaS for all types of information 
systems.

With regard to cloud usage, approximately 20 - 30% 
(the highest percentage) of respondents stated they 
had used SaaS for all types of information systems. 
IaaS and PaaS, which are the second and third 
most commonly utilized forms, had been used by 
approximately 10% of respondents respectively. Only 
approximately 1% of respondents stated they had used 
RaaS for their information sharing systems.

For definitions of SaaS, PaaS, IaaS, and RaaS, see 
glossary on page 40.

Figure 2-5-13 Cloud utilization

How do you utilize cloud technology in order to improve the availability 
of your information systems? 
(Mark all that apply.)
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62% Companies that do not have any 
backup sites

28%
Companies whose data center 
become inoperable if an electrical 
power outage persists more than 24 
hours

2-6. Use of data center/backup
sites
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Approximately 40% (the highest percentage) of 
respondents stated they could operate their main 
data center for 48 - 72 hours using in-house power 
generators and stored fuel. Meanwhile, approximately 
20% of respondents stated they had not installed an in-
house power generator.
As shown in the table below, approximately 30% of 
respondents’ main data centers become inoperable 
if an electrical power outage persists more than 24 
hours. The percentage would increase to approximately 
40% if an outage persists more than 48 hours and to 
approximately 80% if it persists more than 72 hours.

Time of electrical power 
outage

Percentage of inoperable 
data centers

12 hours 23%
24 hours 28%
48 hours 40%
72 hours 77%
1 week 94% (Replied 129 companies)

Over 1 week
6%

72 hr - 1 week
17%

48 hr - 72 hr
37%

24 hr - 48 hr
12%

12 hr - 24 hr
5%

Under 12 hr
8%

No private
power generator

is set  15%

100%80%60%40%20%0

(Replied 130 companies)

11% 26% 62%

12% 27% 62%

5% 29% 67%

8% 25% 67%

38% 50% 13%

75% 25%

13% 16% 72%

Overall

Manufacturing

Commerce

Service

Finance and insurance

Electricity, gas, information
and telecommunications

Other

Hold or under contract for the backup site with the same specs

Hold or under contract for the backup site with limited functionality

Do not hold or under contract for a backup site

2-6-1. In-house power generator and stored fuel in the main
data center

Approximately 30% of respondents’ main data centers could become 
inoperable if an electrical power outage persists more than 24 hours. The 
percentage would increase to approximately 40% if an outage persists more 
than 48 hours and to approximately 80% if it persists more than 72 hours.

Figure 2-6-1 Fuel stored for in-house power generation in the main 
data center

How long can you operate your data center using in-house power 
generator and stored fuel?

Approximately 60% (the highest percentage) of 
respondents stated they had not owned or outsourced 
a backup site was separate from the production system. 
By industry, approximately 90% of respondents in 
finance and insurance industries, and approximately 
80% of respondents in electricity, gas, information and 
telecommunications industries stated they had owned 
or outsourced a backup site. Meanwhile, less than 40% 
of respondents in other industries stated they had not 
owned or outsourced any backup site.
We recommend companies to consider using cloud or 
other technologies to build an alternative ad hoc site 
because developing and maintaining a backup site 
generally requires a huge investment.

2-6-2. Having a backup site
Approximately 80% of respondents in finance and insurance industries have a 
backup site. However, across all industries have a backup site, approximately 
60% of respondents do not have a backup site.

Figure 2-6-2 Having a backup site

Do you have (own or outsource) a backup site which is separate from 
the production system to prepare against information system failure?
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100%80%60%40%20%0

(Replied 52 companies)

6%6%

81%81%

50%50%

21%21%

21%21%

23%23%

13%13%

6%6%

4%4%

10%10%

21%21%

8%8%

To locate in a different country
from the main data center

To locate at a distant location
from the main data center

To locate in a different electrical
provider for the main data center

To locate in an area where
there is no active fault zone

To locate in on area where there is no
threat of liquefaction on the ground

To avoid locations with high probability
of high tides or river flood

To avoid locations with
high risk fire hazard area

To avoid locations
with flight-path

To avoid locations with high impact
of electric/magnetic field

To avoid locations with
high risk of oscillation

To locate nearby
public transportation

Other

(Replied 55 companies)

Under 3 hr
24%

3 hr - 12 hr
18%

12 hr - 24 hr
13%

24 hr - 48 hr
9%

48 hr - 72 hr
3%

Over 72 hr
4%

No time set
29%

Approximately 80% (the highest percentage) of 
respondents stated their backup site was located at a 
certain distance from the production system. Half of 
the respondents stated they had located their backup 
site in the service area of a different electric power 
company as a result of power shortages after the 
Great East Japan Earthquake. Approximately 20% of 
respondents stated they had avoided the areas at risk 
of liquefaction even though liquefaction occurred over 
wide areas after the earthquake. Also, approximately 
20% of respondents stated they had avoided areas at 
risk of flood despite an increase of natural disasters 
such as guerrilla rainstorms in recent years.
We recommend companies to collect data on past cases 
to define the requirements because relocating a backup 
site requires cost and time.

2-6-3. Backup site location
Approximately 80% (the highest percentage) of respondents’ backup sites are 
located at a certain distance from the production system, and approximately 
20% take liquefaction and flood into consideration.

Figure 2-6-3 Backup site location

What are your requirements for location of a backup site? 
Mark all that apply.

Approximately 30% (the highest percentage) of 
respondents stated they had not set a target time to 
decide on switching to a backup site. The target time 
to decide on switching to a backup site was less than 
3 hours, followed by 3 - 12 hours (approximately 20% 
respectively). Switching to a backup site often requires 
approval by Upper Management Team and appropriate 
procedures must be determined in advance, including 
what information should be collected, which method 
should be used for communication, and what to 
do when people are out on contact. In fact, such 
procedures largely depend on the target time.
Therefore, we recommend companies to set a target 
time explicitly before starting to develop procedures.

2-6-4. Target time to decide on switching to a backup site
Approximately 30% of respondents do not set a target time to decide on 
switching to a backup site.

Figure 2-6-4 Target time to decide on switching to a backup site

What is your target time to decide on switching to a backup site?
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(Replied 56 companies)

Under 3 hr
16%

3 hr - 12 hr
27%

12 hr - 24 hr
12%

24 hr - 48 hr
13%

48 hr - 72 hr
11%

Over 72 hr
7%

No time is set
14%

(Replied 54 companies)

Used more than
once quarterly

2%
Used multiple times in a year

4%

Not used
periodically

18%

Not used
76%

Approximately 30% (the highest percentage) of 
respondents stated their target time to complete 
switching to a backup site was 3 - 12 hours. While less 
than 3 hours represented approximately 20%, more 
than 24 hours represent approximately 30%. This 
wide distribution could be a result of different backup 
methods (hot standby, cold standby, etc.). 
Switching to a backup site involves two tasks: deciding 
on switching and completing the necessary work. The 
time required for both tasks must not exceed the RTO. 
When finishing those tasks within the RTO seems 
difficult, finishing preliminary work before decision 
is made or simplifying the decision making and work 
processes could be considered. If the time required still 
exceeds the RTO, we recommend companies to revise 
their backup method. 

2-6-5. Target time to complete switching to a backup site
Approximately 30% of respondents set a target time of 3 - 12 hours to complete 
switching to a backup site to .

Figure 2-6-5 Target time to complete switching to a backup site

What is your target time to complete switching to a backup site?

Approximately 80% (the highest percentage) of 
respondents stated they had not conducted any 
production test of standby information systems on the 
backup site. Approximately 20% of respondents stated 
they had not conducted a production test of the backup 
site periodically. 
By conducting a production test of the backup site, 
companies can ensure that the standby information 
systems work effectively and people understand 
the switch/switchback procedures. We recommend 
companies to consider conducting a production test 
of their backup site periodically for the information 
systems that require very high availability.

2-6-6. Periodic production testing of a backup site
Approximately 80% of respondents have not conducted a production test of 
the standby information systems on the backup site.

Figure 2-6-6 Periodic production testing of the backup site

Do you conduct a production test of standby information systems on 
the backup site periodically in order to ensure smooth switching to the 
backup site in case of production system failure?
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(Replied 116 companies)

Using more than 2 locations
5%

Using in 1 location
3%

Currently planning
for selection

7%

Speculated, but
have passed over

6%

Not planned
79%

(Replied 22 companies)

Maintained as
a document to
be compliant

23%

Maintained as
a document to
be referenced

14%

Not maintained
63%

Approximately 80% (the highest percentage) of 
respondents stated they had not planned to have an 
overseas data center. One or two backup sites had 
been used by approximately 10% of respondents 
respectively.
We found cases in which local offices disappointed 
with slow response from distant data centers had 
developed their own information systems and resulted 
in decreased investment efficiency and weakened 
security. We recommend companies to collect and 
review information periodically in order to choose 
the right time to launch an overseas data center, 
considering the needs from the industry or their global 
deployment.

2-6-7. Use of overseas data centers
Approximately 80% of respondents do not plan to have overseas data centers.

Figure 2-6-7 Use of overseas data centers

Do you have any overseas data centers?

Approximately 60% of respondents stated they had 
not defined policies or guidelines to take unified 
measures on overseas information systems. The 
mandatory policies or guidelines for unified measures 
on overseas information systems had been established 
by approximately 20% of respondents.
Since risk management is often learned from past 
experience, companies can address risks better by 
accumulating knowledge and insight. We recommend 
companies to consider providing their employees with 
policies or guidelines at least as reference.

2-6-8. Defining policies for overseas information systems
Approximately 60% of respondents do not have policies for overseas 
information systems in place.

Figure 2-6-8 Defining policies for overseas information systems

Do you have policies or guidelines to take unified measures on
information systems operated overseas?
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(Replied 14 companies)

Headquarters to
centrally manage

22%Other
36%

Discuss within each
country's information
System Department,

and then decide at the
headquarter  21%

Discuss and decide within
each country

(checked by headquarter
afterwards)  14%

Discuss and decide
within each country

(not checked by
headquarter afterwards)  7%

100%80%60%40%20%0

(Replied 13 companies)

46%46%

54%54%

15%15%

31%31%

15%15%

15%15%

Personnel with either knowledge
or know-how were not available

Could not experience
an effect on the costs

Service quality
was unsatisfactory

Difficulty in adjusting
to laws and rules

Security approach
was unsatisfactory

Other

Approximately 20% of respondents marked “the 
headquarters manages local measures centrally” and 
“the local Information Systems Department plans 
and the headquarters approves local measures” 
respectively. Out of approximately 20% of respondents 
who stated their local measures had been planned and 
approved locally, a third (7%) stated the local measures 
had not been confirmed afterward by the headquarters.
The desirable method to manage overseas information 
systems for a company varies based on the industry, 
number of overseas sites, and maturity of local market. 
However, we recommend companies to at least try to 
understand how their local information systems are 
actually operated.

2-6-9. Global approach to information system failures
“The headquarters manages local measures centrally” and “The local 
Information System Department plans and the headquarters approves local 
measures” represent approximately 20% respectively.

Figure 2-6-9 Global approach to information system failures

How do you address information system failures globally? Mark one 
that best describes your approach.

More than half of the respondents stated they had 
chosen not to have an overseas data center because 
they did not think it would be cost-effective. The 
respondents selected lack of skill/know-how 
(approximately 50%) and difficulties in compliance 
(approximately 30%) as reasons. 
Reducing costs significantly could be difficult for 
companies if they transfer all operations in Japan 
to overseas data centers without streamlining 
them. Simplifying and improving efficiency of their 
operations is also desirable.

2-6-10. Reasons for not having an overseas data center
Approximately 50% of respondents do not think having an overseas data 
center is cost-effective.

Figure 2-6-10 Reasons for not having an overseas data center

Why do you choose not to have an overseas data center?
(Mark all that apply.)
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3. Glossary
BCP/IT-BCP

BCP
(Business Continuity Plan)

A predefined action plan to continue or resume minimal business activities within the 
recovery time objective in a situation where normal business activities cannot be per-
formed because of any large-scale disasters or pandemic of new type of infection.

IT-BCP

An action plan to ensure continuity and timely recovery of relevant information systems 
that are required to continue or resume critical business activities within the recovery 
time objective when problems such as large-scale disasters or information system fail-
ures occur.

Methods of training and exercises to prepare against information system failures

desk-checking
Desk-checking is a way to review the validity or consistency of a BCP based on best 
practices or guidelines.

walk-through
A walk-through is a step-by-step review to determine and test what participants should 
do next based on an assumption scenario without requiring moving people or operating 
facilities. This enables companies to find problems in a BCP and solutions.

simulation
Simulation means having participants move to the facilities specified in a BCP and actu-
ally operate the equipment.  This enables companies to identify and assess the differ-
ence between the planned and actual activities.

Recovery requirements of information systems

RTO
(Recovery Time Objective)

RTO stands for Recovery Time Objective. This objective defines the time with 
which you must be able to recover data to a specified level (RLO).

RLO
(Recovery Level Objective)

RLO stands for Recovery Level Objective. This objective defines the service level to 
which you must be able to recover data within a specified period (RTO).

RPO
(Recovery Point Objective)

RPO stands for Recovery Point Objective. This objective defines the point in time to 
which work should be restored following an incident.

Measures for redundancy to improve the availability of information systems

hot standby

A redundant method of having a secondary system running simultaneously with the pri-
mary (production) system so that the secondary system immediately takes over replac-
ing the production system upon failure.  This method enables companies to minimize the 
service downtime (hours to seconds) and is very expensive.

warm standby

A redundant method of having a secondary system running in the background of the 
primary (production) system so that the secondary system can be activated upon failure. 
Warm standby is an intermediate method between hot standby and cold standby. This 
method takes more than 24 hours or days to bring services back in operation.

cold standby

A redundant method of having a secondary system as a backup for the primary (produc-
tion) system so that the secondary system can be activated when the primary system 
fails. This method is inexpensive but takes a few days or more than a week to bring 
services back in operation.

Cloud services to improve the availability of information systems

SaaS
(Software as a Service)

A mechanism in which a vendor provides its customers with functions of application 
software based on their needs through a network.

PaaS
(Platform as a Service)

A mechanism in which a vendor provides its customers with a platform such as hard-
ware and operating systems based on their needs through a network.

IaaS
(Infrastructure as a Service)

A mechanism in which a vendor provides its customers with an infrastructure such as 
equipment and lines based on their needs through a network.

RaaS
(Recovery as a Service)

A mechanism in which a vendor provides its customers with a recovery function of ap-
plication software and data based on their needs through a network.



38  Re-examine and improve your IT-BCP efforts

Assurance/Advisory/Tax

People ** 

184,235 people

Locations

157countrie 776 cities

Revenue

US$ 32.1 billion

North & South America

59,103 people

Europe, Middle East & Africa

79,509 people

Asia Pacific

45,623 people

* “PwC” refers to the PwC network and/or one 
or more of its member firms, each of which is a 
separate legal entity.
** Incl. support staff (as of 30 June, 2013)

1. PwC Global
PwC is one of the largest professional services networks in the world.

PwC is one of the largest professional services networks 
in the world.
PwC * helps organisations and individuals create the 
value they’re looking for.  We’re a network of firms 
in 157 countries with over 184,000**people who are 
committed to delivering quality in assurance, tax and 
advisory services.  Tell us what matters to you and find 
out more by visiting us at www.pwc.com.

Assurance

PricewaterhouseCoopers Aarata
PricewaterhouseCoopers Kyoto

Zeirishi-Hojin
PricewaterhouseCoopers

PricewaterhouseCoopers
Co., Ltd.

Comprehensive services
for multiple issues

Comprehensive services
for multiple issues

M&A,
Business Recovery,

Dispute Analysis

M&A,
Business Recovery,

Dispute Analysis

Tax

Tax
Compliance

IFRS Conversion,
Internal Control,

Regulatory Compliance,
Sustainability, 
IPO Advisory

IFRS Conversion,
Internal Control,

Regulatory Compliance,
Sustainability, 
IPO Advisory

Advisory

2. PwC Japan
We offer clients total service as “One Firm”

PwC Japan represents PricewaterhouseCoopers Aarata, 
PricewaterhouseCoopers Co., Ltd., Zeirishi-Hojin 
PricewaterhouseCoopers, and their subsidiaries. Each 
entity is a member firm of the PwC global network 
in Japan, or their specified subsidiary, operating as a 
separate legal entity, and we are closely allied in the 
work we do.
 Given the increasing complexity and diversity of 
issues faced by corporate managers, PwC Japan 
offers a “One Firm” approach in which our unrivaled 
expertise in assurance, advisory, and tax services are 
seamlessly integrated and coordinated. With such 
one-stop comprehensive services and an extensive 
global network, PwC Japan with its partners and staff 
of about 4,000* can provide the professional services 
necessary to satisfy the needs of our clients.

4. About PwC

*as of 30 June, 2013
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3. About PricewaterhouseCoopers Co., Ltd.

PricewaterhouseCoopers Co., Ltd. is one of the largest 
consulting firms in Japan, providing deal advisory 
and business consulting services. The Deal Advisory 
group, specialising in M&A and business recovery & 
restructuring, and the Consulting group, engaging in 
comprehensive services from planning to execution 
of management strategies, combine their expertise to 
provide our clients with optimal solutions. 
In the past, these services were generally 
provided by separate firms. The two groups of 
PricewaterhouseCoopers Co., Ltd. integrate such 
services under a single firm to deliver increased 
corporate value and business growth to our clients. 
This thorough mid-and long-range support for a 
corporation's lifecycle is what distinguishes our 
approach.

PricewaterhouseCoopers Co., Ltd.
Date of
foundation 

15 June 1999

Representative Shigeru Shiina, CEO

Staff Approx. 1,300

Offices Tokyo, Nagoya, Osaka

URL www.pwc.com/jp/e/advisory

Location Tokyo Sumitomo Fudosan
Shiodome Hama-Rikyu Bldg. 8-21-1 Ginza, 
Chuo-ku, Tokyo 104-0061 
Tel: +81 3-3546-8480  Fax: +81 3-3546-8481

Osaka Umeda Dai Bldg. 3-3-10 Umeda, Kita-ku, 
Osaka-shi, Osaka 530-0001 
Tel: +81 6-6346-1900  Fax: +81 6-6346-1901

Nagoya JR Central Towers, 1-1-4 Meieki,
Nakamura-ku, Nagoya-shi, Aichi 450-6038 
Tel: +81 52-588-3958  Fax: +81 52-588-3957

Retail/Services
Government

Public services
Retail & consumer

Transportation & logistics
Hospitality & leisure
Trading/Healthcare

Government/Public Services

Finance
Financial services

Banking & capital markets
Asset management 

Insurance 

Communications
Media

Communications 
Entertainment & media

Technology

Manufacturing
Automotive

Industrial  manufacturing 
Chemicals 

Pharmaceuticals & 
life Sciences 

Energy, utilities & mining 
Engineering &  construction

Deal Advisory
Business Recovery Service/Corporate Finance/Delivering Deal Value/

Transaction Services/Valuations & Modelling
Public Private Partnership(PPP) &Infrastructure

Consulting Service
Strategy/Operations (CRM/SCM)/People & Change /Finance & Accounting

Technology/Governance, Risk & Compliance

S
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Industries

(as of 1 July 2013)
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Name of service Description

IT-BCP
development
assistance

Planning
assistance

• Analyze business dependency on IT 

• Review the scope of IT-BCP, definitions of RTO/RPO/RLO, consistency with 
BCP

• Assess risks inherent in systems

• Document a specific response plan including normal and emergency measures

Building
assistance

• Plan and implement technical measures (system architecture including a data 
replication method and network configuration)

• Examine operational measures (including arranging human resource and 
external services)

• Document system operations procedures

• Educate people to increase awareness and understanding of the plan

BCP training and
exercise assistance

• Examine testing and training methods and develop risk scenarios

• Facilitate testing and training

IT-BCP
audit assistance

Internal audit
assistance

• Conduct an objective assessment of the progress and effectiveness of BCP

• Develop the structure and procedures of internal audit of BCP

Contractor
audit

• Conduct an objective assessment of the contractor's business continuity 
capability

Effectiveness assessment
of IT-BCP

• Assess the contents, operational framework, employees' comprehension, and 
effectiveness of BCP; identify problems to be resolved
(The process from assessment to reporting takes approximately two weeks to 
complete)

Selection, building,
and relocation of
data centers/
backup centers

Survey of
current status

• Take inventory of IT assets and examine the operational cost

• Identify the business/system requirements and availability level

• Examine the policy on leveraging services or IT assets based on costs/
requirements

Planning
assistance

• Develop a strategy for distribution or consolidation of data centers/backup 
centers

• Define the (geographical and security) requirements of data centers

• Define criteria for selection and select data centers based on the defined 
requirements

• Estimate the required cost of relocation and building

• Create a project plan for relocation

Implementation
assistance

• Create a plan and procedure for data center relocation and develop a 
contingency plan

• Relocate the system and conduct a test to ensure the relocated system can 
operate successfully

Architecture Development
assistance to
improve the availability of
information systems

• advise on how your future data center should be transformed by using multiple 
data centers, cloud computing, virtualization, mobile computing, thin client, 
etc.

• Implement the IT infrastructure that enables distributed offices and teleworking

Note: The services shown above are only a part of the IT-BCP services provided by PricewaterhouseCoopers Co., Ltd.
PwC can provide assistance in various forms that best match your specific needs.

5. PwC's IT-BCP services
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Contact
Technology, Consulting Group
PricewaterhouseCoopers Co., Ltd.
Tel: +81 3-3546-8480

Maki Matuzaki
Partner
maki.matsuzaki@jp.pwc.com

Naoki Yamamoto
Director
naoki.n.yamamoto@jp.pwc.com

Motoki Sawada
Senior Manager
motoki.sawada@jp.pwc.com

Seigo Ichihara
Senior Manager
seigo.ichihara@jp.pwc.com
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