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Scope of the document

3
RTS on SCA and Secure Communication as amended by the European Commission

• On 24 May 2017, the European Commission amended the RTS Final Report on Strong Customer 
Authentication and Common and Secure Communication published on February 23, 2017 (hereafter "RTS"), 
by issuing a subsequent communication through a letter addressed to EBA President Andrea Enria. The 
letter stated: "Commission intends to amend the draft regulatory technical standards on strong customer 
authentication and common open standards of communication submitted by the EBA in accordance with 
Article 98 (4) PSD2”. 

• In accordance with the provisions of Regulation (EU) 1093/2010, the Commission has sent the RTS back to 
EBA. Within a 6-week period, EBA may modify the draft of the technical standards on the basis of the 
changes proposed by the Commission.

• The technical rules in question have some discretionary margins which do not allow a uniform interpretation 
of the rules contained therein. As a result, the main "open points" emerged during the in-depth analysis, and 
seems to be also in favor for our Bank Clients.

• The purpose of this document is to list the main evidences that emerged in the work tables in order to 
address the subsequent project phases, given the stringent regulatory deadlines.
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What is meant by making the interface available to users?

If the dedicated interface, prepared by the ASPSPs in the TPP interaction, is not available for more than 30 seconds, then the use of 
the interface made available to users through the traditional access services to their online payment account must be enabled.

Scope of reference

The interface made available to users is referring to:
– the graphical interface of home / mobile banking systems, which should be modified to allow for the identification of TPPs. This 

would entail the need to specify how to operate in harmony with the legislation that depreciates screen scraping;
– services invoked by home / mobile banking systems.
In both cases, it is useful to clarify whether the goal of ensuring availability and adequate performance for dedicated interfaces, in 
line with the interfaces made available to users, could alternatively be achieved by declining appropriate business continuity and 
disaster recovery measures.

PwC View

(Art. 33, paragraph 3 – Contingency measures for the dedicated interface)
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Following the removal of ISO 20022 references, what technological best practices could be considered 
for the implementation of interfaces? 

The obligation to use the ISO 20022 standard, as provided by the previous version of RTS (02/17), for the implementation of interfaces 
dedicated to the interaction with TPPs has been eliminated.

Scope of reference

Previous versions of RTS required the adoption of the ISO 20022 standard for defining the data model for the exchange of financial 
messages to be adopted in the interaction with the dedicated interface.
In order to limit the spread of interfaces based on different data typology and terminology, and in accordance with the Directive’s 
indications of not hindering the operation of TPPs, it would be desirable to have technical guidelines aimed at facilitating and 
implementing the interfaces made available to the TPPs.

PwC View

(Art. 32 – Obligations for dedicated interfaces)
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Are Chip & Signature cards that require cardholder (CVM) verification, based on card possession and 
autographed signature, compliant with the dictates of Strong Customer Authentication regulations?

Parties providing payment services must take measures to mitigate the risk that authentication elements, characterized by “inherence" 
and verified by appropriate devices / software, are inaccessible to unauthorized third parties.

Scope of reference

Chip & Signature Cards with Cardholder Verification (CVM) are based on two security factors:
– Possession of the card;
– Signature.
In case it is not possible to verify the correspondence between the signature and the author, by a software / device that can verify 
the requirement of irrelevance, the current "authentication mode" with the signature cannot be configured like SCA.

PwC View

(Art. 8 - Requirements of devices/software linked to elements categorized as inherence)



PwC

June 2017

Information accessible to AISP (1/2)
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Which accounts should be made available in consultation with AISP?

ASPSPs (eg Banks) will need to provide the AISP with the same information on the payment account (and related transactions) that the 
ASPSP makes available to its clients (via internet banking), provided that such information does not appear "Sensitive payment 
information".

Scope of reference

ASPSPs will have to provide access to "payment accounts accessible online”. In order to verify whether an account is to be 
understood as an " payment accounts accessible online" it is necessary to analyze the contract relating to the account to verify
whether it is, inter alia, instrumental with respect to payment transactions initiated by the customer and accessible through
internet banking systems. On the basis of this interpretation, it is possible to identify a "payment accounts" the current accounts, on 
which debit and / or credit card transactions are debited, as well as by additional means (e.g. wire transfers) linked to Internet 
banking

PwC View

(Art. 36.1 – Information set to be exposed to AISP)
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What is meant by “the same information related to the designated payment accounts"?

ASPSPs (eg Banks) will need to provide the AISP with the same information on the payment account (and related transactions) that the 
ASPSP makes available to its clients (via internet banking), provided that such information does not appear "Sensitive payment 
information".

Scope of reference

Article. 35, paragraph 1, lett. (A) specifies that ASPSPs must provide the same information (relating to the payment accounts and the 
transactions made on the latter) to the AISP  which can be viewed by customers when they access the ASPSP Internet banking. In this 
respect, the following information may be considered accessible:
– Account balance;
– Available balance;
– Movements (amount, split, beneficiary, causal, date transaction, date currency);
– Report header.
As far as the causal link is concerned, it may be necessary to provide for a detection mechanisms and consequent distortion of any 
sensitive data relating to the payments.

PwC View

(Art. 36.1 – Information set to be exposed to AISP)
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Can the confirmation that the amount required for the payment transaction is available by the 
customer be considered sufficient for PISP to carry out its business?

ASPSPs (e.g. Banks) must, upon requests of the PISP, confirm that the amount required to execute the payment transaction is 
available by the customer.

Scope of reference

The only information regarding the availability of the amount to make the payment transaction may not be sufficient when the 
transaction is carried out outside of the ASPSP operation (e.g. beyond the cut-off or on the weekend). In addition to the most recent 
balance available (and any credit lines), any transactions that are pending to be processed may also be considered.

PwC View

(Art. 36.1.c – Information set to be exposed to PISP)
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Could the algorithm generated using SCA to verify the authentication code, considering the use of a 
hardware time based token as a holding factor, evolved to permit the dynamic link?

When PSP applies SCA as part of a remote electronic payment transaction, "security measures" that meet the following requirements 
must be adopted:
a) the payer must be aware of the amount of the payment transaction and of the beneficiary;
b) the authentication code generated must be specific to the amount of the payment transaction and the beneficiary;
c) the authentication code accepted by the PSP must correspond to the original specific amount of the payment transaction and to the 

beneficiary;
d) any change to the amount or the beneficiary will result in the invalidation of the authentication code generated.
For this purpose, PSPs must adopt "measures" that guarantee their confidentiality, authenticity and integrity in:
a) the amount and the identity of the beneficiary in the authentication phases
b) the information made available to the payer during all authentication phases (including generation, transmission, sending of the 

authentication code).

Scope of reference

Current time based hardware tokens may be compliant with PSD2, where the verification algorithm for authorization considers 
transaction data (amount and beneficiary) are unchanged from the start of the arrangement. It is possible, after testing the 
feasibility with the security solution provider, to provide software adaptations that dynamically associate the authentication code 
with the transaction data (i.e. by using hashing mechanisms).

PwC View

(Art. 5 – Dynamic Link)



PwC

June 2017

Sensitive payment data

12
RTS on SCA and Secure Communication as amended by the European Commission

How to evaluate if  certain information should be classified as a sensitive payment?

PSPs should use monitoring mechanisms to detect unauthorized transactions and fraud (under Art. 2 of the RTS) – however PSPs 
may not have to apply SCA if the payer intends to access one or both of the following information
a) the balance of one or more designated payment accounts;
b) the payment transactions executed in the last 90 days.

In case "sensitive payment data" will not be made available, the exemption in question shall not apply where either of the following 
conditions are met:
a) the payer is accessing the information online for the first time
b) more than 90 days have elapsed since the last time the payer accessed online the information and SCA was applied

Scope of reference

Article. 4, paragraph 32 defines sensitive payment data such as data that can be used to commit fraud, including personal security 
credentials. For the activity of payment order providers and account information providers, the account holder's name and account 
number do not constitute sensitive data on payments.

In order to assess what data is to be considered "sensitive" for the purpose of payments, banks should conduct an assessment to 
identify and classify such data that could pose a risk of fraud in the specific context.

PwC View

(Art. 10 –Payment account information)
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Do "Corporate" current accounts have to be accessible directly for third parties?

PSPs may not apply SCA to entities that initiate payment transactions by using processes or protocols dedicated to "corporate" 
payments where competent authorities consider such protocols / procedures equivalent to those provided by PSD2 in terms of 
security.

Scope of reference

Current corporate current accounts (to which payment orders are made using the CBI network by a company with a telematic
“multibank” service provided by a "Proponent Bank") should not be considered "online", as they cannot be interrogated in real time 
and through the internet. Consequently, CBI's "passive" accounts appear to be outside the scope of the provisions of Articles 66 and 
67, which deal only with "current accounts accessible on-line". Instead, the "active" corporate accounts - as accessible online -
would have to be made available to TPPs.

PwC View

(Art. 17 –Secure corporte payment systems)
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Are the exemptions to SCA also applicable to the access to "corporate" accounts?

PSPs may not apply SCA to entities that initiate payment transactions by using processes or protocols dedicated to "corporate" 
payments where competent authorities consider such protocols / procedures equivalent to those provided by PSD2 in terms of 
security.

Scope of reference

Under the exceptions to strong authentication, Article 17 indicates that SCA may exempt corporate payment arrangements (where
competent authorities consider that the processes and protocols used provide adequate security levels). This standard applies only 
to dispositive activities, rather than informative activities. Consequently, access to corporate accounts should in any case occur 
through SCA.
The conclusion is that the exemptions provided for in Article 10 of the RTS may apply in this case.

PwC View

(Art. 17 –Secure corporte payment systems)
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How can the consent between the TPP and ASPSP be transmitted?
Is it possible for the ASPSP to allow the user to revoke consents already made to the TPPs and to make 
preventive blacklists to third parties?

The dedicated interfaces, prepared by the ASPSPs for the TPP interaction, must allow authentication procedures based on the consent 
of the users of payment services.

Scope of reference

In the case of TPP operations, the user's consent, which will be collected through AISP and PISP, may be communicated to the 
payer's account bank via the third-party interface from the ASPSP itself.
The possibility for the client to expose the third parties to whom he has consented through the whitelist / blacklist mechanism 
managed by the PSP, in particular in the absence of an alternative technical modality to verify PSP's consent, does not seem to be in 
conflict with the prohibition of TPP discrimination imposed by PSD2. Such approach could introduce a risk in the event that the 
payer has given the PSP prior consent to the blocking of payment order services and subsequently has a payment order through the
PISP. Based on the content of Art. 68 PSD2, it seems reasonable to assume that the first consent given to the bank should prevail 
over the second.

PwC View

(Art. 30, paragraph 2 –General obligations for communication interfaces)
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Would it be possible to calculate fraud rates for Transaction Risk Analysis, considering thresholds 
calculated based on different product categories?

PSPs are exempted from the SCA application when the payer initiates a remote electronic payment transaction by means of a 
payment or bank transfer card identified as being at low risk by calculating the reference fraud rate in accordance with a table
included in the Attachments to RTS.
For the purpose of the exemption, the amount of the electronic payment transaction shall be less than or equal to the ETV 
threshold (threshold value of exemption).

Scope of reference

If the calculation of the fraud rate was applied to the entire "basket" of the Bank's Transaction (albeit differentiated between
remittances and remote payments on paper), the effectiveness of the risk analysis would in part be prejudiced, given the different 
risks that characterize each Payment instrument. Therefore, introducing an analysis that differentiate the calculation by category 
(product, geographic area, etc.) would allow us to more accurately estimate the fraud rate of the scope of analysis. 

With respect to the indicated thresholds in the RTS Annex, the calculation of the fraud rate for remote transfers to destination
countries is considered to be at higher risk, different from the fraud rate calculated by considering transactions to destinations 
considered "low-risk".

PwC View

(Art. 18 – Transaction Risk Analysis)
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Does the independent choice of the user to request SCA for payment transactions, where the Bank 
applies exemptions, have to be specified for a single payment arrangement?

PSPs that make use of SCA exemptions should at all times be allowed to choose whether to apply SCA to the exempted actions and 

transactions. In the case of remote payments, consumers should be able to ask for SCA's application if they consider it appropriate

(to ensure greater security for transactions).

Scope of reference

In case the PSP decides to apply an exemption from SCA, the possibility for the payer to request that SCA is applied to the single 
transaction remains. Accordingly, it would be possible to find a solution that would allow the payer to make such a decision, even in 
a continuous manner.

PwC View

(Rationale 15 – Possibility to apply SCA independently)
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Time constraints on cumulative transactions (1/2)
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Are the forecasts for the cumulative amount and the maximum consecutive number of transactions for 
which strong authentication can be waived subject to time constraints?

PSPs should use monitoring mechanisms to detect unauthorized operations (under Article 2 of RTS) or fraud – PSPs may discard SCA 
if the payer initiates a contactless electronic payment transaction where each of the following conditions are met:
a) the transaction amount is less than € 50;
b) the cumulative amount of previous contactless electronic payment transactions from the date of the last SCA application should not 

exceed 150€.
c) The number of consecutive transactions since the last SCA application should not exceed 5.

Scope of reference

Based on the regulatory interpretation, there are no indications of the time limits within which the cumulative amount of 
transactions exempt from SCA and the number of provisions derogating from strong authentication must be calculated. However, 
in the absence of a precise reference time limit there may be negative impacts on processes, from merely organizational point of
view. For this reason, appropriate clarification is required.

PwC View

(Art. 11 – Contactless payments at point of sale)
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Are the forecasts for the cumulative amount and the maximum consecutive number of transactions for 
which strong authentication can be waived subject to time constraints?

PSPs may disapprove SCA if the payer initiates a remote electronic payment that meets the following conditions:
a) the transaction amount is less than € 30
b) The total amount of transactions made from the date of the last application of the SCA shall not exceed € 100
c) The number of previous transactions since the last application of the SCA does not exceed 5 (individual) remote electronic 

consecutive transactions.

Scope of reference

Based on the regulatory interpretation, there are no indications of the time limits within which the cumulative amount of 
transactions exempt from SCA and the number of provisions derogating from strong authentication must be calculated. However, 
in the absence of a precise reference time limit there may be negative impacts on processes, from merely organizational point of
view. For this reason, appropriate clarification is required.

PwC View

(Art. 16 – Low-value transactions) 
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Which are the authorized QTSP subjects? Which technical mechanisms can be used for the exchange of 
certificates and to verify the identity (and legitimacy) of a TPP that is forwarding a provision / request 
for information?

To identify TPPs, PSPs must be able to use electronic certificates issued by QTSPs (Qualified Trust Service Providers) according to the 
EU Directive 910/2014 (eIDAS).

Scope of reference

There is currently no authorized and centrally-recognized QTSP registry, and no common technical standard has been identified to

access and use such information. It would be desirable for EBA to address the issue in the forthcoming RTSs of the Registered EBA 

Register ("EBA Register") and, in addition to the third party list and authorized QTSPs, define ways of real time verification of the 

legitimacy of the subjects involved.

PwC View

(Art. 34.1 – Certificates) 
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Click here to read

Commission intention to amend the draft regulatory technical
standards on strong customer authentication and common and secure
open standards of communication submitted by the EBA in accordance
with Article 98(4) PSD2 

Click here to read

Final Draft Report RTS on Strong Customer Authentication and 
Common and Secure Communication emendato dalla Commissione 
Europea

https://www.eba.europa.eu/documents/10180/1863077/(EBA-2017-E-1315) Letter+from+O+Guersent, FISMA+re+Commission+intention+to+amend+the+draft+RTS+on+SCA+and+CSC+-Ares(2017)2639906.pdf
https://www.eba.europa.eu/documents/10180/1863077/RTSEBA24052017.pdf/0e8f0242-8964-473d-8495-184fec286519
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Regulatory ref. Text

Art. 5
Dynamic linking

1. Where payment service providers apply strong customer authentication in accordance with Article 97(2) of Directive (EU) 

2015/2366, in addition to the requirements of Article 4 of this Regulation, they shall also adopt security measures that meet each

of the following requirements:

(a) the payer is made aware of the amount of the payment transaction and of the payee;

(b) the authentication code generated is specific to the amount of the payment transaction and the payee agreed to by the payer

when initiating the transaction;

(c) the authentication code accepted by the payment service provider corresponds to the original specific amount of the payment

transaction and to the identity of the payee agreed to by the payer;

(d) any change to the amount or the payee results in the invalidation of the authentication code generated.

2. For the purpose of paragraph 1, payment service providers shall adopt security measures which ensure the confidentiality, 

authenticity and integrity of each of the following:

(a) the amount of the transaction and the payee throughout all of the phases of the authentication;

(b) the information displayed to the payer throughout all of the phases of the authentication including the generation, 

transmission and use of the authentication code.

3. For the purpose of paragraph 1(b) and where payment service providers apply strong customer authentication in accordance with 

Article 97(2) of Directive (EU) 2015/2366 the following requirements for the authentication code shall apply:

(a) in relation to a card-based payment transaction for which the payer has given consent to the exact amount of the funds to be 

blocked pursuant to Article 75(1) of that Directive, the authentication code shall be specific to the amount that the payer has

given consent to be blocked and agreed to by the payer when initiating the transaction;

(b) in relation to payment transactions for which the payer has given consent to execute a batch of remote electronic payment

transactions to one or several payees, the authentication code shall be specific to the total amount of the batch of payment

transactions and to the specified payees.
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Regulatory ref. Text

Art. 8 
Requirements of 
devices and software 
linked to elements
categorised as
inherence

1. Payment service providers shall adopt measures to mitigate the risk that the authentication elements categorised as inherence

and read by access devices and software provided to the payer are uncovered by unauthorised parties. At a minimum, the 

payment service providers shall ensure that those access devices and software have a very low probability of an unauthorised

party being authenticated as the payer.

2. The use by the payer of those elements shall be subject to measures ensuring that those devices and the software guarantee

resistance against unauthorised use of the elements through access to the devices and the software.

Art. 10
Payment account 
information

1. Payment service providers shall be allowed not to apply strong customer authentication, subject to compliance with the 

requirements laid down in Article 2 and to paragraph 2 of this Article and, where a payment service user is limited to accessing

either or both of the following items online without disclosure of sensitive payment data:

(a) the balance of one or more designated payment accounts;

(b) the payment transactions executed in the last 90 days through one or more designated payment accounts.

2. For the purpose of paragraph 1, payment service providers shall not be exempted from the application of strong customer

authentication where either of the following condition is met:

(a) the payment service user is accessing online the information specified in paragraph 1 for the first time;

(b) more than 90 days have elapsed since the last time the payment service user accessed online the information specified in 

paragraph 1(b) and strong customer authentication was applied .
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Regulatory ref. Text

Art. 11
Contactless payments
at point of sale

Payment service providers shall be allowed not to apply strong customer authentication, subject to compliance with the 

requirements laid down in Article 2, where the payer initiates a contactless electronic payment transaction provided that each of 

the following conditions is met:

(a) the individual amount of the contactless electronic payment transaction does not exceed EUR 50;

(b) the cumulative amount of previous contactless electronic payment transactions initiated by means of a payment instrument

with a contactless functionality from the date of the last application of strong customer authentication does not exceed EUR 

150;

(c) the number of consecutive transactions initiated via the payment instrument offering a contactless functionality since the 

last application of strong customer authentication does not exceed five.

Art. 16
Low-value
transactions

Payment service providers shall be allowed not to apply strong customer authentication, where the payer initiates a remote 

electronic payment transaction provided that the following conditions are met:

(a) the amount of the remote electronic payment transaction does not exceed EUR 30;

(b) the cumulative amount of previous remote electronic payment transactions initiated by the payer since the last application of 

strong customer authentication does not, exceed EUR 100

(c) the number of previous remote electronic payment transactions initiated by the payer since the last application of strong 

customer authentication does not exceed 5 consecutive individual remote electronic payment transactions.

Art. 17
Secure corporate 
payment systems

Payment service providers shall be allowed not to apply strong customer authentication in respect of legal persons initiating

electronic payment transactions through the use of dedicated corporate payment processes or protocols where the competent

authorities are satisfied that those processes or protocols guarantee at least equivalent levels of security to those aimed for by 

Directive 2015/2366.
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Regulatory ref. Text

Art. 18
Transaction risk
analysis

1. Payment service providers shall be allowed not to apply strong customer authentication where the payer initiates a remote 

electronic payment transaction identified by the payment service provider as posing a low level of risk according to the 

transaction monitoring mechanisms referred to in Article 2 and in paragraph 3 of this Article.

2. An electronic payment transaction referred to in paragraph 1 shall be considered as posing a low level of risk where all the 

following conditions are met:

(a) Where the fraud rate for that type of transaction, reported by the payment service provider and calculated in accordance with 

Article 19, is below the reference fraud rates specified in the table set out in the Annex for ‘remote electronic card-based

payments’ and ‘remote electronic credit transfers’ respectively;

(b) where the amount of the transaction does not exceed the relevant Exemption Threshold Value (‘ETV’) specified in the table

set out in the Annex;

(c) where the following conditions, assessed on the basis of the transaction monitoring mechanisms referred to in paragraph 3, 

are met:

i. no abnormal spending or behavioural pattern of the payer has been identified;

ii. no unusual information about the payer’s device/software access has been identified;

iii. no malware infection in any session of the authentication procedure has been identified;

iv. no known fraud scenario in the provision of payment services has been identified;

v. the location of the payer is not abnormal;

vi. the location of the payee is not identified as high risk.
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Regulatory ref. Text

Art. 18
Transaction risk
analysis

3. Payment service providers that intend to exempt electronic remote payment transactions from strong customer authentication on 

the ground that they pose a low risk shall have in place transaction monitoring mechanisms that enable those providers to 

perform a real-time risk analysis of those transactions which takes into account, at a minimum, the risk-based factors set out in 

Article 2(2) and assesses, the following risk-based factors: the previous spending patterns of the individual payment service user;

(a) the payment transaction history of each of the payment service provider’s payment service users;

(b) the location of the payer and of the payee at the time of the payment transaction in cases where the access device or the 

software is provided by the payment service provider;

(c) abnormal payment patterns of the payment service user in relation to the user’s payment transaction history;

(d) in case the access device or the software is provided by the payment service provider, a log of the use of the access device or 

the software provided to the payment service user and the abnormal use of the access device or the software.

The assessment made by a payment service provider shall combine all those risk-based factors into a detailed risk scoring of each

transaction, which would enable the assessment of the level of risk of each payment transaction.
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Regulatory ref. Text

Art.30
General obligations
for communication
interfaces

1. Account servicing payment service providers that offer to a payer a payment account that is accessible online shall have in place at

least one interface which meets each of the following requirements:

(a) account information service providers, payment initiation service providers and payment service providers issuing card-

based payment instruments are able to identify themselves towards the account servicing payment service provider;

(b) account information service providers are able to communicate securely to request and receive information on one or more 

designated payment accounts and associated payment transactions;

(c) payment initiation service providers are able to communicate securely to initiate a payment order from the payer’s payment

account and receive all information on the initiation of the payment transaction and all information accessible to the account 

servicing payment service providers regarding the execution of the payment transaction.

2. For the purposes of authentication of the payment service user, the interface referred to in paragraph 1 shall allow account 

information service providers and payment initiation service providers to rely on all the authentication procedures provided by 

the account servicing payment service provider to the payment service user.

The interface shall at least meet all of the following requirements:

(a) a payment initiation service provider or an account information service provider shall be able to instruct the account 

servicing payment service provider to start the authentication based on the consent of the payment service user;

(b) communication sessions between the account servicing payment service provider, the account information service provider, 

the payment initiation service provider and any payment service users concerned shall be established and maintained

throughout the authentication;

(c) the integrity and confidentiality of the personalised security credentials and of authentication codes transmitted by or 

through the payment initiation service provider or the account information service provider shall be ensured.
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Regulatory ref. Text

Art.30
General obligations
for communication
interfaces

3. Account servicing payment service providers shall ensure that their interfaces follow standards of communication which are 

issued by international or European standardisation organisations.

Account servicing payment service providers shall also ensure that the technical specification of any of the interfaces is

documented specifying a set of routines, protocols, and tools needed by payment initiation service providers, account information 

service providers and payment service providers issuing card-based payment instruments for allowing their software and 

applications to interoperate with the systems of the account servicing payment service providers.

Account servicing payment service providers shall at a minimum make the documentation available, at no charge, upon request

by authorised payment initiation service providers, account information service providers and payment service providers issuing

card-based payment instruments or payment service providers that have applied to their competent authorities for the relevant

authorisation, and shall make a summary of the documentation publicly available on their website.

4. In addition to paragraph 3, account servicing payment service providers shall ensure that, except for emergency situations, any

change to the technical specification of their interface is made available to authorised payment initiation service providers, 

account information service providers and payment service providers issuing card-based payment instruments, or payment

service providers that have applied to their competent authorities for the relevant authorisation, in advance as soon as possible

and not less than 3 months before the change is implemented.

Payment service providers shall document emergency situations where changes were implemented and make the documentation

available to competent authorities on request.

5. Account servicing payment service providers shall make available a testing facility, including support, for connection and 

functional testing to enable authorised payment initiation service providers, payment service providers issuing card-based

payment instruments and account information service providers, or payment service providers that have applied for the relevant

authorisation, to test their software and applications used for offering a payment service to users.

However, no sensitive information shall be shared through the testing facility..
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Art. 33   
Contingency
measures for a 
dedicated interface

1. Account servicing payment service providers shall include, in the design of the dedicated interface, a strategy and plans for 

contingency measures in the event of an inadequate performance, unplanned unavailability of the interface and systems

breakdown.

2. Where the dedicated interface does not operate at the same level of availability and performance as the interfaces made available

to the account servicing payment service provider’s payment service users for accessing their payment accounts online, both the 

account servicing payment service provider and the payment service providers referred to in Article 30(1) shall report that fact to 

their respective competent national authorities without delay.

3. Where the dedicated interface is unavailable for more than 30 seconds during a communication session between payment service 

providers within the dedicated interface, or where it does not operate in compliance with the requirements under Articles 30 and 

32, the payment service providers referred to in Article 30(1) shall be allowed to make use of the interfaces made available to the 

payment service users for directly accessing their payment account online, until the dedicated interface has resumed functioning

at the level prescribed under Article 32(1), and only under the following conditions:

(a) they ensure that they can be identified by the account servicing payment service provider;

(b) they are enabled to rely on the authentication procedures provided by the account servicing payment service provider to the 

payment service user;

(c) they take the necessary measures to ensure that they do not access, store or process data for purposes other than for the 

provision of the service as requested by the payment service user;

(d) they continue to comply with the obligations following from Article 66(3) and Article 67(2) of Directive (EU) 2015/2366 

respectively;

(e) they document and provide, upon request and without undue delay, the log files of the data that are accessed through the 

interface operated by the account servicing payment service provider for its payment service users to the account servicing

payment service provider, to their competent national authority;

(f) they duly justify, upon request and without undue delay, the use of the interface made available to the payment service users

for directly accessing its payment account online to their competent national authority and inform the account servicing

payment service provider accordingly;

For the purposes of point (a), the account servicing payment service provider shall ensure that the identification by the payment

service providers referred to in Article 30(1) can be performed.
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Art. 34
Certificates

1. For the purpose of identification, as referred to in Article 22(2)(a), payment service providers shall rely on qualified certificates 

for electronic seals as referred to in Article 3(30) of Regulation (EU) No 910/2014 of the European Parliament and of the Council 

or for website authentication as referred to in Article 3(39) of that Regulation.

2. For the purpose of this Regulation, the registration number as referred to in the official records in accordance with Annex III (c) 

or Annex IV (c) to Regulation (EU) No 910/2014 shall be the authorisation number of the payment service provider issuing card-

based payment instruments, the account information service providers and payment initiation service providers, including 

account servicing payment service providers providing such services, available in the public register of the home Member State 

pursuant to Article 14 of Directive (EU) 2015/2366 or resulting from the notifications of every authorisation granted under Article 

8 of Directive 2013/36/EU of the European Parliament and of the Council in accordance with Article 20 of that Directive.

3. For the purposes of this Regulation, qualified certificates for electronic seals or for website authentication referred to in

paragraph 1 shall include, in a language customary in the sphere of international finance, additional specific attributes in relation 

to each of the following:

(a) the role of the payment service provider, which maybe one or more of the following:

(a) account servicing;

(b) payment initiation;

(c) account information;

(d) issuing of card-based payment instruments;

(b) the name of the competent authorities where the payment service provider is registered.

4. The attributes referred to in paragraph 3 shall not affect the interoperability and recognition of qualified certificates for electronic 

seals or website authentication.
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Art. 36
Data exchanges

1. Account servicing payment service providers shall comply with each of the following requirements: 

(a) they shall provide account information service providers with the same information from designated payment accounts and 

associated payment transactions made available to the payment service user when directly requesting access to the account 

information, provided that this information does not include sensitive payment data; 

(b) they shall provide, immediately after receipt of the payment order, payment initiation service providers with the same

information on the initiation and execution of the payment transaction provided or made available to the payment service 

user when the transaction is initiated directly by the latter; 

(c) they shall, upon request, immediately provide payment service providers with a confirmation in a simple 'yes' or 'no' format, 

whether the amount necessary for the execution of a payment transaction is available on the payment account of the payer. 

2. In case of an unexpected event or error occurring during the process of identification, authentication, or the exchange of the data 

elements, the account servicing payment service provider shall send a notification message to the payment initiation service 

provider or the account information service provider and the payment service provider issuing card-based payment instruments

which explains the reason for the unexpected event or error. 

Where the account servicing payment service provider offers a dedicated interface in accordance with Article 32, the interface

shall provide for notification messages concerning unexpected events or errors to be communicated by any payment service 

provider that detects the event or error to the other payment service providers participating in the communication session. 
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Art. 36
Data exchanges

3. Account information service providers shall have in place suitable and effective mechanisms that prevent access to information 

other than from designated payment accounts and associated payment transactions, in accordance with the user’s explicit

consent. 

4. Payment initiation service providers shall provide account servicing payment service providers with the same information as

requested from the payment service user when initiating the payment transaction directly. 

5. Account information service providers shall be able to access information from designated payment accounts and associated

payment transactions held by account servicing payment service providers for the purposes of performing the account 

information service in either of the following circumstances:

(a) whenever the payment service user is actively requesting such information; 

(b) where the payment service user does not actively request such information, no more than four times in a 24 hour period, 

unless a higher frequency is agreed between the account information service provider and the account servicing payment

service provider, with the payment service user’s consent
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Rationale 15 Payment service providers that make use of any of the exemptions to be provided for should be allowed at any time to choose to 

apply strong customer authentication to the actions and to the payment transactions referred to in those provisions. In the case of 

remote payments, consumers should also have the choice to revert back to strong customer authentication where, in a given case, 

they consider this more safe and secure.
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• AISP: Account Information Service Provider

• API: Application Programming Interface

• ASPSP: Account Servicing Payment Service Provider

• CISP: Card Issuer Service Provider

• ETV:  Exemption Threshold Value

• PISP: Payment Initiation Service Provider

• PSD: Payment Service Directive

• PSP: Payment Service Provider

• RTS: Regulatory Technical Standard

• TPP: Third Party Payment Service Provider
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