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Security Strategy-The Tool

Yael Knobel – Service Manager

PwC Advisory
Performance Improvement
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Develop Security Vision Aligned with Business
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Assess the maturity of your 
current enterprise security 
capabilities

Align security capabilities 
with business and 
regulatory priorities

Analyze requirements 
individually or in aggregate 
as they impact security

Evaluate areas for 
improvement and possible 
high risk gaps
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Use an organizing framework

An effective framework should:

Capture information at multiple levels

Model the interdependencies between areas of 
security

Be technology neutral and comprehensive

Provide a structural hierarchy for communication to 
various audiences

Support benchmarking and comparison 

Integrate leading practices and widely known 
industry standards

���
�� 

!"
�

#�
! $

 ! 
�%

���
�� 

!"
�

&
�'�

! (
')*

�#
��)

���
�� 

!"
�

+
),

)-
 *

 ! 
�%



����
������
��
Page !

PricewaterhouseCoopers

����������
�����
������
���
�

Awareness, 
Education, 
Communication

Regulation, 
Policy, 
Compliance

Authentication, 
Authorization, 
User 
Management, 
Identity 
Storage

Enterprise 
Requirements 
Analysis and 
Prioritizing,

IT Security 
Reference 
Architecture,

Common 
Security 
Service 
Infrastructure,

Security 
Implementation 
Methodology

Knowledge 
Management

Personnel 
Management

Portfolio 
Management

Enterprise 
Security 
Steering,

3rd party 
Relationship 
Management

3rd Party 
Contract 
Management

Risk 
Management

Intrusion 
Monitoring

Malicious 
Program 
Detection

Security 
Information 
Management

Vulnerability 
Management

Threat 
Management

Incident 
Response

Risk 
Management

AE� RPC� IDM� ISA� SM� TVM�

SFA – Security Functional Areas

Activities
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Program team

Unique ID per 
User

Revoking 
Access

Auditing and 
Reporting

Budgeting

Planning

Deployment

Security 
Knowledge 
Repository

Staff

Sponsorship

AE� RPC� IDM� ISA� SM� TVM�

Capabilities – Process, People, 
Technology
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Questions?
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