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Our goal in publishing this report is to highlight the challenges facing national 
and multi-national defense organizations and to set out our views on the 
most compelling way forward for them. The research builds on our existing 
knowledge of the government defense environment from working with defense 
organizations across the world and further draws on specifi c insights gathered 
through interviews of senior defense offi cials. Specifi cally, in the second half of 
2010, we engaged civilian and military defense leaders from the various nations, 
large and small, from around the world in informal face-to-face and telephone 
conversations about the state of government defense organizations. Participants in 
the discussions included active and retired generals representing the armed forces 
and military staffs, civilian leaders of ministries and departments of defense, as 
well as senior strategists and academics in defense. 

This report is not meant to be comprehensive in nature. Nonetheless, it presents 
the overarching themes confronting the defense environment within the public 
sector and also reveals how government organizations are evolving to counter 
current and emerging threats. Each nation and military alliance has complex 
challenges and goals that are inextricable from the government(s) they support. 
Drawing upon our understanding of the diverse nature of defense organizations 
and the insight of military and defense leaders, we offer this summary as a broad 
perspective for discussing these issues in a solutions-oriented manner. The report 
touches on the enablers and obstacles that infl uence defense organizations from 
moving toward a more agile range of capabilities. It concludes with our view of 
the critical building blocks of an agile defense organization. There are multiple 
areas that we think, if addressed deliberately, may transform today’s defense 
organizations into agile enterprises--and it is agility that we believe will be the 
key to security in the long run.

We appreciate the civilian and military defense leaders who responded to our 
questionnaire and provided time for in-depth interviews. Given the sensitive 
nature of defense and security topics, specifi c sentiments and comments are not 
attributed in this report. However, broader details regarding our sampling and 
methodology for this global report are set out on page 28. The report would not 
have been possible without the active participation of all those who contributed to 
our data collection and writing efforts. We would like to thank all respondents for 
their contributions and whose views form the basis for this report.

Thomas Modly,
PwC Global Government Defense Network Leader

Beginning the conversation
Redefi ning Defense Organizations 
as Agile Enterprises 

>
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The list of current threats to any nation’s security is long--and growing. Weapons 
of mass destruction, ballistic missiles, terrorism, cyber attack, piracy, failed states, 
illegal traffi cking, natural disasters, disease, and limited energy and natural 
resources, have all joined conventional military threats to create a dynamic 
threat environment that is challenging defense leaders in new ways. So while 
there is debate over what, or who, poses the greatest threat to security, there is 
broad consensus that the range of threats to security is becoming more wide-
ranging and varied. What this means for defense organizations around the 
world is that preparing to defend one’s nation, and one’s allies, from this diverse 
threat environment will require far more capable and adaptable organizations. 
To maintain security and stability, ministries and departments of defense must 
adapt and shift in response to threats that cover a much fuller spectrum of defense 
challenges. This fact is complicated by the concurrent fi scal pressures to cut 
defense spending that have been exacerbated by the global fi nancial crisis, and the 
need, in this resource-constrained environment, to prepare for future threats while 
meeting the demands of ongoing operations. 

This publication contributes to the debate and offers the concept of “agile defense” 
as a potential solution to help reconcile the tensions created by ever-evolving 
threats, increased reliance on technology, and tighter defense budgets for most 
nations and alliances in the coming years.

For defense leaders, the 21st century brings a 
daunting mix of familiar threats and new challenges. 
Defense leaders know that combating the threats of this 
new century requires new defense strategies and more 
capable defense organizations to support them. 
Such organizations must be smart, fast, adaptive, 
collaborative, and accountable - in a word: agile. 
But while this requirement is generally well-recognized, 
creating more agile organizations will require strong 
leadership and diffi cult change.  

Introduction>
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Why is defense in the 
21st Century different?

National security threats, and the strategies to combat 
them, shift and evolve over time. Sometimes the shifts 
are dramatic and other times they are more gradual. 
Long periods of relative stability, such as the one from 
1945-1989, in which Cold War doctrines dominated 
national strategies, produced fairly static and stable 
defense organizations and bureaucracies. The range 
of threats to which signifi cant resources were applied 
was fairly narrow (e.g. nuclear deterrent forces, large-
scale ground forces, deep water navies to protect sea-
lanes of commerce, and large regional military 
alliances). Despite some wishful thinking, the end of the 
Cold War did not make planning and preparedness any 
simpler for national security strategists, or the defense 
organizations that were tasked with carrying out such 
strategies. Rather, as threats became more diverse and 
less defi ned through the lens of Cold War politics, 
defense organizations have found themselves 
struggling with how best to adapt. While threats have 
become more diverse, asymmetric and unpredictable, 
defense organizations face numerous obstacles to 
change, notably size, tradition, and bureaucracy. 
For many nations supporting combat operations, the 
biggest challenge may be processes, procedures and 
mindsets that refl ect peacetime priorities. Meanwhile 
resource constraints, which could serve as a catalyst 
for change, may have the opposite effect of impeding 
bold innovation.

>
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Figure 2:

The range of adversaries faced by defense organizations and the adversaries’ disruptive potential historically and today

Globalization has ensured that the list 
of national security risks nations must 
manage will continue to grow. 
People, information, and technology 
can travel far faster than ever before, 
thereby allowing groups and individuals 
not affi liated with any nation to 
pose a signifi cant security threat. 
Whether armed with box-cutters, jet 
fuel, and gravity (9/11), a gun (the 
assassin of Pakistani politician Benazir 
Bhutto), a deadly batch of fertilizer 
and diesel fuel (Timothy McVeigh, 
the Oklahoma City bomber), bacteria 
(Anthrax), or a computer (Stuxnet), 
individuals or small groups have more 
power than ever to cause tremendous 
disruption to large populations. Mass 
communications can inform broad 
audiences instantaneously, and turn 
local events into an international crisis 
just as quickly. In today’s world, a threat 
arising anywhere in the world has the 
power to disrupt security everywhere 
in the world.

Al Qaeda’s emergence demonstrates 
the nature and disruptiveness of a 
21st century unconventional threat. 
The organization’s reach is global; it 
has demonstrated its ability to strike 
civilian, military, and diplomatic 
targets and it is very diffi cult to isolate 
and defeat through conventional 
means. Al Qaeda, together with its 
affi liates, is the best-known example 
- and the most ambitious- but other 
organizations can avail themselves of 
the same technologies, opportunities 
and vulnerabilities. As illustrated in 
fi gure 2 (below), the “new reality” 
threat environment is less linear.  
Small actors have enhanced their 
ability to cause massive disruption 
and/or destruction. The prominence 
of counter-insurgency in Afghanistan, 
and non-conventional military and 
para-military forces in recent civil wars 
(e.g., Lebanon, Sudan) and other 
cross-border confl icts, as well as the 
recent surge in piracy in the Horn of 
Africa similarly demonstrate the need 
for new thinking, strategies, 
and organizational capabilities.   

Perhaps the most vexing problem 
modern defense organizations face 
today is the broad expansion of who, 
or what, may be considered a threat 
or an adversary. During the Cold 
War, the delineation of prospective 
enemies, and more importantly their 
war-fi ghting capabilities, was very 
clear. The current environment is far 
less defi ned. Threats by traditional 
nation-states with conventional military 
capabilities still exist, as do strategic 
nuclear threats. These threats have not 
simply gone away, or narrowed, in the 
post-Cold War era. They have in fact 
expanded and become complicated 
by the emergence of non-state actors 
such as terrorist organizations, ethnic, 
religious, and ideological zealots and 
others who, through access to both 
low-tech and high-tech means of 
disruption and violence, have the ability 
to infl ict signifi cant political, physical, 
and economic damage to a nation. 
Meanwhile in counter-insurgency 
situations like Afghanistan, civilian 
populations rather than enemy forces 
are the new center of gravity.

 The New “Range of Adversaries”
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The rapid advance of technology has 
enhanced the lethality of potential 
adversaries. Technology has enabled 
terrorists and other non-state actors by 
giving them access to instantaneous 
communications and also providing 
gateways for espionage and cyber 
attacks. It has also enhanced the 
capabilities of smaller nation states 
that are suddenly able to command a 

greater attention, and coercive prestige, 
on the world stage through the pursuit 
of nuclear and other non-conventional 
weapons programs.

Technological advances are also 
having a signifi cant impact on the way 
nations counter these threats. Defense 
organizations are profi ting from civil/
private sector breakthroughs to defi ne 

applicable technologies for use on the 
battlefi eld. Unmanned aerial vehicles, 
or drones, are an example of new 
combinations of existing technologies 
with modern information systems 
that have dramatically changed the 
military toolkit. Drones allow nations 
to conduct long-endurance complex 
operations without risking the lives of 
an operator. Similarly, modern missile 
guidance systems have dramatically 
increased missile accuracy and helped 
reduce non-combatant casualties, while 
growing missile ranges allow countries 
like Iran and North Korea to change 
their “strategic geography.” 

The dominance of technology in 
both the development of broader 
capabilities by various adversaries and 
the means necessary to combat them 
suggests that a defense’s organization’s 
management and procurement of 
technology must take advantage of 
the rapid development cycles that 
characterize this industry. Failure to 
rapidly adapt military capabilities risks 
obsolescence, and defeat, in the new 
security environment. Large defense 
organizations have struggled with this 
issue – legacy acquisition processes may 
prioritize cost control, oversight and 
perfect solutions over timely delivery 
- while their more agile adversaries 
appear to be getting better at taking 
advantage of technological advances. 

 The Accelerating Impact of Technology

In today’s world of rapid change, evolving 
asymmetric threats, escalating cost 
pressures, and technological advances, 
the mandate to drive traditional defense 
capabilities and organizations to greater 
agility is broadly recognized.  

>
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Figure 3:   Defense spending by country as a percentage of GDP 2

The non-interventionist trends in public 
opinion are greater in some nations 
due to the recent global fi nancial crisis, 
and the diffi culty of perceiving a clear 
path ahead in Afghanistan. Public 
fi nances are under severe pressure 
and governments are responding by 
cutting budgets and forcing defense 
organizations to do more with less, do 
more with the same, or in some cases, 
do less with less. Fiscal pressures are 
felt most in large, well-established 
defense organizations that were 
dominant during the Cold War, while 

conversely, the fast growing developing 
economies of Brazil, India and China 
as well as some nations in the Middle 
East continue to expand their defense 
budgets. An international organization 
such as NATO which relies on the 
fi nancial contributions of member states 
in order to operate is equally pressured 
to demonstrate its role and relevance 
in an increasingly complex political 
environment no longer defi ned along 
East-West lines. 1

Media advances have brought the 
impact of war on soldiers and civilian 
populations alike to the public on a 
daily basis and have expanded access to 
fi rst-hand accounts via the internet and 
other new media. As a result, nations 
are increasingly cautious about military 
intervention, particularly in areas 
where clear national security interests 
are not well-defi ned. An emerging trend 
is the public’s reticence to support the 
use of military force, and an inclination 
to favor “internal security” over 
“defense” spending. 

Increasing Public and Fiscal Scrutiny

1  NATO 2020: Assured Security Dynamic Engagement

2  Stockholm International Peace Research Institute fi gures
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Agile Defense - 
The new strategic capability

To better understand the importance of agility in today’s 
defense climate and the challenges faced by defense 
leaders, representatives from the PwC International 
Limited network of fi rms held discussions with senior 
military and civilian leaders from around the world, 
including the U.S., Europe, South America and Asia. 
Dozens of former and current defense leaders, the 
majority of whom were fl ag offi cer or equivalent level, 
participated in this effort. These men and women 
responded to a questionnaire-based interview that was 
designed to stimulate conversation and allow the leaders 
to talk freely and share their insights and experiences. 
Because of the sensitive nature of national defense issues 
and to encourage frank discussion of an area that 
defense organizations tend to fi nd especially 
challenging, no interviewees are identifi ed in this report 
nor are any of their comments attributed. The intent 
was to identify trends and gain insight into the current 
thinking on the concept of agile defense. For a detailed 
description of the methodology and demographic 
distribution see the methodology section at the end of 
this report. 

>
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needed today, but will most likely be 
needed tomorrow. This model provides 
a consistent vision and structure while 
allowing for operating fl exibility.

We believe that there are fi ve 
characteristics of an agile organization. 
We identify these characteristics 
“threads” because of how they should 
weave their way through the key 
processes of an organization in a 
complimentary fashion. 

In agile organizations, threads function 
to produce highly effective actions that 
anticipate and mitigate a broad range of 
tactical and strategic challenges.

We provided this framework to the 
defense leaders as a starting point for 
our discussions.

The concept of agility applies to a 
variety of organizations but is especially 
relevant to defense organizations 
because of the high-risk and fl uid 
portfolio of threats that governments 
manage. We defi ne agility as perpetual 
awareness and the ability to be decisive 
and take action in an expedient 
and well-coordinated manner. 
Different terms can apply to the same 
concept, but what is important is the 
underlying idea. An agile defense 
organization retains its core tenets 
while empowering units to evolve in 
response to the environment. Agility at 
an organizational level is the strategic 
mix of standardization and fl exibility, 
targeted at those organizational 
pressure points where they are not only 

PwC’s View

The Five Characteristic Threads of Agility

Adaptability

The ability to adjust and meet changing mission requirements. 

Innovation 

The ability to generate and utilize new ideas, methodologies, and technologies.

Collaboration 

The ability to leverage internal and external knowledge and resources to 
enhance the mission.

Visibility 

The ability to create and maintain transparency to enhance fact-based decision making.

Velocity 

The ability to recognize and respond with the requisite tempo to new circumstances
and events
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The key questions 
we posed were: 

• What is organizational 
agility? 

• What do you see as 
the biggest national 
security challenges and 
threats in the next fi ve 
years?

• Are defense 
organizations agile 
today? 

• What are the most 
important elements of 
agility? 

• What are the biggest 
obstacles to becoming 
agile? 

• What enables 
organizations to 
become more agile?

What is organizational agility?Q:

The military and civilian leaders 
with whom we spoke generally 
agreed on the defi nition and 
importance of organizational 
agility. Unlike the private 
sector, national defense falls 
in the precarious position of 
maintaining existing operations 
while always being prepared for 
a wide spectrum of ever evolving 
anticipated (and unanticipated) 
threats and events. An agile 
defense organization is 
continually adapting AND 
responding to new challenges and 
government requirements. Agility 
is both the ability to anticipate 
situations and to react optimally 
to unforeseen events. For many 
defense leaders, organizational 
agility is the ability to adapt to 
changing circumstances and 
evolving threats - an organization 
may best show its agility when 
responding to unpredicted 
threats. Yet agility extends 
beyond situational readiness. 
Agility for some of the leaders 
we spoke with was the ability to 
adapt rapidly but at an acceptable 
cost. With many nations facing 
increased scrutiny over defense 

spending, being agile can also mean 
being cost effi cient. Further, short-term 
responses should avoid foreclosing 
long-term options.

Preeminence of Leadership, 
Adaptability and Collaboration
Defense leaders repeatedly returned 
to the importance of leadership 
when discussing organizational 
agility. Strong and effective leaders 
are catalysts for transformation 
and change. Decisiveness at the top 
sets the organization in motion. All 
levels of the organization can then 
take action quickly while staying 
within the commander’s intent. This 
presupposes for the organization’s 
leaders a special concern of convincing 
all the stakeholders at all levels in 
order to guarantee their involvement. 
Echoing the European Defense Agency’s 
perspective that agility “embraces 
concept, machine and mind,” 3 some 
defense leaders articulated that in 
order for an organization to become 
agile, the leadership itself must exhibit 
intellectual agility by thinking quickly 
and acting decisively, and have the 
foresight to anticipate obstacles and 
threats and come up with actionable 
means to prepare for the future.  
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Many defense leaders considered 
adaptability – identifi ed as one 
of PwC’s fi ve threads - to be a 
critical component of agility.  
Whether adapting to the political 
environment or an adversary, 
for a number of defense leaders, 
adaptability was synonymous 
with agility.  Collaboration - 
another thread of agility - and 
interoperability with allies 
were named as important 
elements of agility.  

Defense organizations are typically 
very large and the communication 
and coordination which facilities 
agility is often hindered by the sheer 
size of organizations. However, it is 
worth noting that defense leaders 
from smaller organizations found 
the tenets of agility were more 
evident in their organizations and 
that communications fl owed more 
freely given the smaller size.

 

Agility matters

Rapid Acquisition Response:
Mine Resistant Ambush Protected (MRAP) Program

As of July 2008, about 75 percent of allied forces casualties in combat 
operations in Iraq and Afghanistan were attributed to improvised explosive 
devices (IEDs). To mitigate the threat from IEDs, the US Department of 
Defense (DOD) initiated the Mine Resistant Ambush Protected (MRAP) 
program. The program replaced most up-armored High Mobility, Multi-
Wheeled Vehicles (HMMWVs) in Iraq and Afghanistan with MRAP vehicles. 
MRAPs have been described as providing signifi cantly more protection 
against IEDs than up-armored HMMWVs. DOD used a tailored acquisition 
approach to rapidly acquire and fi eld MRAP vehicles. The program 
established minimal operational requirements, decided to rely on only 
proven technologies, and relied heavily on commercially available products. 
The program also undertook a concurrent approach to producing, testing, 
and fi elding the most survivable vehicles as quickly as possible. Due to the 
immediate nature of the IED threat, DOD bypassed traditional acquisition 
policies to develop and procure the MRAP. While simultaneously indicting 
the effi ciency of the existing acquisition process, the MRAP program 
demonstrated that it is indeed possible to acquire military equipment in 
an agile manner. In this case, the traditional way of doing business was 
necessarily rejected to meet an urgent need.

3  European Defence Agency: An Initial Long-Term Vision for European Defence Capability and Capacity Needs
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What do you see as the biggest 
national security challenges and 
threats in the next fi ve years?

Q:

We asked defense leaders to discuss 
the biggest national security 
challenges and threats in the 
near future. Overwhelmingly, the 
leaders named threats that are 
commonly classifi ed as asymmetric 
threats. Terrorism, cyber attacks, 
weapons of mass destruction, and 
biological/chemical threats were 
repeatedly noted. Adversaries not 
only use asymmetric tactics - their 
motivations and goals are often 
equally non-traditional. 

The Threat of the Unknown
Defense organizations must be 
able to simultaneously measure 
the risk of each threat and conduct 
mitigating operations accordingly. 
Many defense leaders noted that 
the risk of the unknown, whether 
natural or man-made, was of 
paramount concern. The risk 
of the unknown forces defense 
organizations to prepare for  
the next confl ict without a true 
understanding of what that “next 

battlefi eld” will look like. Dealing 
with the threats of tomorrow requires 
fl exibility as well as expedient and 
coordinated action. The ability to 
capitalize on recent experiences, 
“lessons learned” and best practices is 
key for defense organizations to better 
prepare and adapt themselves to fast-
changing situations. 

Modern threats are not confi ned to 
the battlefi eld. They can strike at the 
heart of any nation - transportation 
networks, health, and communications 
infrastructure. Defending against 
these tactics is an incredibly complex 
undertaking. Merely identifying and 
attributing a threat – for example 
in cyber space – may tax a defense 
organizations current technological and 
analytical abilities, and hence it’s ability 
to react appropriately. The challenges of 
maintaining security in cyber space are 
immense and require constant vigilance 
and adaptability. Cyber attacks are not 
confi ned to contiguous countries and 
know no boundaries.  

Nature and Natural Resources
Resource security and natural disasters 
also topped the list of future concerns. 
Armed forces must be at the ready for 
unforeseen natural disasters, such as 
the troops which were deployed to 
assist after the earthquake in Haiti or 
fl oods in Pakistan and Australia. In 
responding to these devastating events, 
the armed forces were mobilized 
quickly and were instrumental in how 
the disasters were handled.  

Some armed confl icts may be directly 
related to resource security. Whether it 
is energy, water or arable land, defense 
organizations are enmeshed in the 
debate. Several defense leaders noted 
the role natural resources would play 
in the confl icts of the future. Linked to 
resource scarcity, others pointed out the 
current and future challenges they face 
as a result of population migrations, 
a changing world demography and 
increased urbanization in areas 
already plagued by resource scarcity. 
Within nations’ borders and just 
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outside them, population 
movements present unique 
and changing national 
defense challenges.

Budget Austerity
Besides these threats, many leaders 
pointed out a major national 
security challenge: the defi nitive 
loss of militaries capabilities 
because of strong budget cuts that 
could result in the loss of key people 
and key equipment. With nations 
around the world enacting austerity 
measures to national budgets, 
defense leaders are not immune 
from spending scrutiny and budget 
cuts. Yet in order to maintain an 
agile posture, defense organizations 
require adequate resources to stay 
a step ahead of adversaries and 
challenges. Just as suffi cient funding 
was cited by defense leaders as a 
component of organizational agility, 
reductions in defense spending is a 
major national security challenge.

Agility matters

Non-Traditional Missions:
Military Support for Natural Disaster Response

Responses to natural disasters in recent years, such as the earthquakes 
in Haiti and Pakistan and tsunamis in the Indian ocean and Japan, 
included the mobilization of multiple foreign militaries (personnel, 
expertise, and equipment). Globalization only emphasizes the tragedy of 
humanitarian crises and citizens demand that their defense organizations 
intervene. Such ad hoc and unpredictable events require adaptable platforms 
that can be tailored to individual and sometimes concurrent crises. Disaster 
relief and other forms of military-led humanitarian assistance are likely to 
gain prominence in the mix of national security tools expected of defense 
organizations in the future as nations view such “interventions” as building 
national prestige and infl uence, in addition to the pure humanitarian value. 
Agile defense forces that can respond quickly, shift their focus from war 
fi ghting to humanitarian operations, communicate effectively in cross-agency 
and cross-national efforts, while at the same time  not degrading military 
capabilities and readiness will be critical to fulfi lling this role.  
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Are defense organizations 
agile today?Q:

Defense leaders, speaking 
from their own experiences, 
had varying perspectives on 
whether the organization with 
which they are most familiar 
could be considered agile. 
A majority of the defense 
leaders we interviewed did not 
believe these organizations 
were agile, although some 
interviewees felt certain agencies 
within their national defense 
structure were either agile or 
exhibited key characteristics 
of agility. Others highlighted 
initiatives within their defense 
organizations that are addressing 
the challenge of becoming 
more agile. Overwhelmingly, 
our interviewees felt that the 
importance of agility was 
recognized in their organizations, 
although, whether the 
organization was agile or not 
was dependent on a number of 
factors such as size, leadership or 
the nature of its corresponding 
bureaucracy. Many noted that 
although people are often 
agile, the systems in which 
they operate are not. The scale 
of defense organizations often 

exaggerates bureaucratic roadblocks.  
Historically, military culture and policy 
are structured to ensure stability and 
predictability. While there is value in 
a predictable framework, the rigid 
culture can also be an impediment to 
fostering agility.

While the tone at the top of defense 
organizations is changing, leaders 
recognize that there is a long way to 
go. Strong, decisive leaders are needed 
to push transformation in order to 
permanently adapt their organization 
to the changing environment. Change 
initiatives are vulnerable to stalling 
below the senior leadership level.  
Reformers themselves may become the 
target of political backlash.

In most cases, leaders contend that 
deployed forces are leading the way 
in becoming more agile. A good 
example, cited in more detail in 
the Agility Matters box, is military 
medicine. Today a wounded soldier 
can be transported from the combat 
zone to a world class medical facility 
in a matter of hours. Similarly, Special 
Forces teams and other rapid response 
and counterterrorism components 
are viewed as models of agility. 
Unfortunately, the agility of defense 

Figure 4:  
Are Defense Organizations Agile Today?

Perceived performance of defense 
organizations in each of the fi ve 
characteristic threads of agility 

4
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forces on the battlefi eld and rapidity 
with which decisions are made often 
starkly contrast with the sluggish 
pace of action in the “back offi ces” 
of defense organizations. Defense 
leaders cited a reliance on the 
status quo and a lack of the right 
incentives as some of the reasons 
why these “back offi ce” functions 
are not keeping up with the agility of 
deployed forces.

Agility matters

Military Medicine

One of the more signifi cant advances in battlefi eld operations over the 
past decade has been the evolution of military medicine. Fueled by both 
tremendous developments in medical technology, and a dramatic culture 
change among medical providers, survival rates in the current confl icts in 
Iraq and Afghanistan have been substantially improved. Due to the adaption 
of more agile approaches to emergency medical treatment, injured soldiers 
are moved through various levels of care (and various geographies) with 
great precision and speed. Doctors, who in the past were reticent to lose 
control over a patient in his or her care, are now pushing patients quickly 
through a medical care “supply chain” that could begin in Afghanistan 
and progress to Germany, Texas, and Washington, DC in a matter of days. 
Moving injured soldiers to where the best and most appropriate care is 
administered demonstrates tremendous agility, and its impact on survival 
rates is impressive. 

4  Based on qualitative results of interviews conducted by PwC representatives
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What are the biggest 
obstacles to agility? Q:

While different leaders had 
different opinions on whether 
their respective organizations 
were truly agile, most agreed that 
there were common obstacles that 
must be confronted in the drive for 
greater agility.  

Bureaucracy – Defense leaders 
often pointed to leadership as 
both an obstacle and an enabler 
of agility. When it surfaced as 
an obstacle, it was in reference 
to entrenched leadership that 
embodied the risk-averse nature 
of a public sector bureaucracy. 
Leadership can be enabler of agility 
when it acts decisively and is willing 
to embrace and reward risk-taking. 
Defense organizations, like most 
government bureaucracies also 
tend to perpetuate hierarchical 
structures that inhibit cooperation 
across the functional areas of the 
organization. These structures can 
lack an appropriate set of rewards 
and sanctions.  However, in some 
cases, bureaucracy and procedure 
are not always obstacles to agility. 
Correctly applied rules and 
regulations can allow organizations 
to move quickly, but when incorrect 
and cumbersome, they can slow 
down the operating speed of 
an organization. Shifting from 
peacetime procedures and 
priorities to supporting ongoing 
military operations poses a 
particular challenge.

Organization Size – Defense 
organizations are typically among 
the largest agencies in government. 
The number of structures and people 
alone is a tremendous obstacle to 
establishing an agile organization. 
Defense leaders noted that the 
organizational complexity creates 
multiple layers and “stovepipes.” 
The organization is often fragmented 
and led independently depending on 
the interests of that branch. Within 
one defense organization staff may 
converse and operate very differently 
from branch to branch. In situations 
where multiple nations or offi ces each 
have a stake, building consensus can be 
very challenging as people become less 
willing to take risk.     

Lack of Common Strategic 
Vision – Several defense leaders noted 
the importance of a shared vision for 
defense organizations.  When united 
under a shared strategic mission, 
defense leaders felt that organizations 
were better able to evolve in the face 
of changing circumstances.  A shared 
strategic vision also helps to bridge 
the gap between frontline defense 
operations and back offi ce defense 
organizations. Creation of a shared 
vision, of course, requires leaders to 
communicate that vision in a way that is 
convincing both within the organization 
and to outside stakeholders, for 
example, parliamentarians.

Budget Process and 
Regulations  – The public sector budget 
cycle, regulations, and processes limit 

Figure 5:   
Can Defense Organizations Become 
More Agile?

Perceived ease with which defense 
organizations can improve in the fi ve 
characteristic “thread” areas of agility 

5
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defense organizations’ ability to 
respond quickly. Traditionally, 
defense organizations are 
conditioned to operate with large 
budgets. Leaders were anxious about 
impending fi nancial constraints 
and how these will impair agile 
maneuvering in the future. 
Regulations, rules and laws, while 
important, can also slow the speed 
at which defense organizations 
operate, not only in their business 
functions but also their operational 
capacity. Regulations put in place in 
response to a problem often do not 
resolve the issue, but rather create 
another layer of bureaucracy while 
the original issue remains in place. 

Acquisition Process – Defense 
leaders attributed the lag in 
adopting new technologies to the 
acquisition process. These processes 
may be especially diffi cult to adapt 
to the urgent demands of actual 
military operations, because of 
the important equities they are 
designed to support. For example, 
the need for transparency often 
results in acquisitions that have 
immense paperwork and reporting 
requirements. Because of the lengthy 
nature of contracting, there is often 
an inability to innovate and acquire 
cutting edge technology while it 
is still cutting edge. Many defense 
organizations lack a well controlled 
modernization strategy to encourage 
continual improvement.  

Lack of Accountability and 
Transparency – Defense leaders from 
several countries noted that defense 
organizations with hierarchical cultures 
suffered from a lack of agility. In these 
instances, information is not readily 
shared and closely guarded, impairing 
decision making. Gathering information 
takes more time than is reasonable 
given the fast pace of defense. Decisions 
are made without full or appropriate 

organizational awareness and such 
decisions as a result gain little traction 
within the defense organizations. 
In risk-averse organizations, defense 
offi cials can be unwilling to take 
ownership of potentially risky - and 
possibly rewarding - decisions and 
refuse to be held accountable for poor 
choices or outcomes, making it diffi cult 
to remedy problems.

Agility matters

Regional Burden-Sharing:
Strategic Airlift

To address national and Alliance shortfalls in strategic airlift, 10 NATO and 
two Partnership for Peace nations joined to acquire three C-17 airlifters to 
support operations in Afghanistan and Kosovo as well as humanitarian and 
other missions. Pooling resources allowed SAC members to gain access to 
capabilities that for many would have been impossible or impractical to 
acquire individually.  Despite the complex arrangements required, the project 
went from a letter of intent to its fi rst mission to Afghanistan in just three 
years. Incorporating non-NATO partners Sweden and Finland expanded the 
program’s resource base and helped the project weather the global economic 
crisis, while establishing new ways of doing business and adding to European 
Union lift capabilities. This innovative approach to shared defense capabilities 
across the Alliance may be a model for future procurements in which 
individual nations are constrained by the high cost of required capabilities.  
The speed at which the capability was deployed also demonstrates that 
bureaucratic inertia can be overcome for a shared vision, even when multiple 
nations are involved.  

5  Based on qualitative results of interviews conducted by PwC representatives
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What would enable defense 
organizations to become more agile?Q:

 As leaders analyzed their 
respective defense organizations, 
themes emerged as to how 
defense organizations could 
achieve greater agility. The 
following represent the most 
dominant recurrent themes.

Agile Leadership – The tone for 
an agile organization is always 
set at the top. Leaders who 
are decisive, willing to accept 
and manage calculated risk, 
and can communicate a clear 
shared vision are critical to the 
forward progress and agility of 
a defense organization. Leaders 
must balance the risk of not 
taking action with the risk of 
making decisions with unknown 
implications. Strong and effective 
leadership can also help to break 
stove-piped structures and foster 
cohesion. Beyond dynamism, 
leaders must also be able to think 
strategically and communicate 
their vision in a clear, concise and 
operable manner. The hardware 
of defense organizations is not 
fl exible; agility comes from the 
fl exibility and adaptability of 
its leadership. As the makeup 
of defense organizations and 
militaries changes towards one 

in which soldiers are better trained 
and expecting more from their 
organizations, leadership will be 
a major driver in the success 
of organizations.  

Innovative Acquisition – The ability 
to obtain and harness technology, 
while addressing legitimate concerns 
about transparency and cost, is 
essential for fi ghting asymmetric 
threats. Exploitation of science and 
technology by both governments 
and their adversaries shapes today’s 
defense environment. Nations are 
also recognizing the importance of 
fostering an innovative defense industry 
and potentially partnering with 
allies to commission new technology. 
Competition in the private sector, 
paired with strategic acquisition 
by governments, allows defense 
organizations to stay on the 
cutting edge. 

High Performance Culture/
Human Resources – The workforce is 
often overlooked when organizations 
are enacting change. Defense 
organizations are hampered by the 
lack of an effective performance 
management system. For example, 
much of the private sector utilizes 
incentives (both monetary and other) 
to groom and reward high performers. 

Perceived impact of the fi ve agility 
threads on the overall agility of a 
defense organization 

6

Figure 6:  
What will have the biggest impact on 
agility in defense organizations?
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Trained and incentivized human 
resources are essential to a dynamic 
organization. Similarly, aligning 
personnel to a common goal unites 
the momentum of the organization, 
helping organizations make strategic 
gains and bring about change. 

Private Sector Competition – 
Defense leaders acknowledge that 
in many ways the private sector is 
more effi cient than government. 
Competition between companies 
can often spur new designs and 
cost-savings measures. Therefore 
broad competition that drives 
new ideas and lower costs into the 
organization should be encouraged.  
In addition to traditional 
procurements, defense organizations 
must leverage rapid advances in 
commercial technology in order to 
compress product lifecycles and fi eld 
new capabilities more rapidly.  
Here too agile acquisition processes 
will be critical.

Improved Financial 
Management – Across the globe, the 
trend in defense spending is varied. 
While some defense organizations 
are faced with budget cuts, other 
nations have increased defense 
spending and still others entered 
the new year with last year’s budget. 

Agility matters

Encouraging Broad Innovation:
European Defense Agency (EDA) Code of Conduct

To foster more transparency, better accountability and more competition 
in the area of defense procurements, the European Defense Agency (EDA) 
established a set of principles to govern the procurement process in its 
Code of Conduct. Twenty fi ve of the twenty six EDA member nations have 
voluntarily signed on to the Code of Conduct in the hopes that harmonizing 
defense procurements would result in increased cross-border competition 
and innovation as well close the gaps in defense capabilities between member 
nations. Using a single online portal to advertise opportunities, the EDA is 
also able to monitor the advertisement and award of procurements as part of 
its continued effort to bring transparency and accountability to this aspect of 
the government defense sector.

6  Based on qualitative results of interviews conducted by PwC representatives

Regardless of the specifi c spending 
trend of each respective nation, 
leaders said that a greater emphasis 
on accountability and transparency 
in defense spending is necessary to 
ensure informed, fact-based decisions. 
Such transparency and accountability 

will facilitate more rapid resource 
reallocations to match the rapid shift in 
priorities that are to be expected in the 
new security environment. 
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Figure 7:   The Building Blocks of Agility

The critical building blocks for an agile defense organization

The future for defense 
organizations 

Defense organizations 
must be smart, fast, 
adaptive, collaborative, 
and accountable - 
in a word: AGILE.

The following section presents what 
we believe to be the critical building 
blocks of an agile defense 
organization. As our interviews 
uncovered, the biggest enemies of 
the agile defense organization are 
risk-averse cultures and the 
bureaucracies that perpetuate 
them. This fi nding was true whether 
the defense enterprise was large or 
small. Effectively combating these 
institutional foes to create greater 
agility requires serious leadership 
commitment to what can be a 
painful change process. Effective 
leaders must seek simultaneous 
enhancement of all fi ve of the agility 
threads that weave through, and 
characterize, the organization. 
More importantly, leadership must 
establish a culture that is focused on 
continuous improvement, risk 
taking, and the type of constant 
change that aligns to the dynamic 
national security environment it 
must address. Leadership is the key 
to unlocking the potential of a 
defense organization. Leaders who 
embrace and drive change - and 
more importantly - reward it, can 
transform an entrenched 
bureaucracy into an agile one.  

>
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A common observation throughout our interviews was that the 
current state of strategy and leadership alignment in defense is 
weak--particularly as it relates to the development of more agile 
organizations and capabilities. Leadership alignment is often 
hindered by traditional bureaucratic inertia that resists change and 
inhibits measurement of, and effective rewards for, the intended 
results. In most defense organizations this manifests itself in a 
strategic misalignment between a military commander’s drive for 
immediate action in life-and-death operations and the “back-offi ce” 
activities that directly, or indirectly, support it. 

Most of the defense leaders we interviewed cited the need for strong, 
committed leadership that is simultaneously visionary, inspirational, 
and pragmatic. In combination, these characteristics enable effective 
leaders to drive strategy and objectives downward in their respective 
organizations, but only if that strategy is formally, and systematically, 
tied to performance. Effective leaders in the most agile organizations 
recognize and attack this problem through well-developed 
performance management systems that measure not simply those 
things that are available, but those things that matter. With respect 
to driving greater agility, emphasis must be placed on “systemic” 
performance as opposed to discrete, independent parameters. 
Effective, “agile-minded” leaders recognize this and develop 
performance management measures that are aligned, holistic, and 
refl ect overall enterprise performance. 

“Defense leaders
recognize the need for 

strong, committed 
leadership that is 
simultaneously 

visionary, inspirational, 
and pragmatic.”

The First Building Block

Aligned Strategy and Leadership
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Time and again (particularly over the last decade) we have witnessed 
the impact of agility in determining who prospers and survives in 
the private sector. Many of the most successful companies today 
emphasize management philosophies that adapt quickly to changing 
circumstances, and encourage and reward people who develop 
fl exible skills that can be applied to leading these businesses through 
necessary change. 

Given the rising costs of complex, technology-centric systems, 
most defense organizations have recognized that adaptability can 
contribute to both greater operational fl exibility and reduced cost. 
Therefore, efforts are being made to design adaptability into new 
weapons platforms. These efforts are refl ected in decisions driving 
agile current and next generation platforms like the Stryker armored 
vehicles, the maritime patrol P-8 aircraft, and the prospective new 
aerial refueling tanker. Each of these systems is designed with 
multi-mission capabilities to allow for more fl exible deployment 
as circumstances dictate. Defense organizations with more limited 
resources than the U.S. are also seeking more adaptable platforms 
as cost considerations dictate they achieve greater mission fl exibility 
from a more limited number of assets. In the current economic 
environment, building in fl exibility from the beginning may look like 
“gold plating,” requiring a strong business case for agility.

Focusing on adaptable platforms alone, however, is not enough. 
A corresponding emphasis on fl exible and adaptable people is 
equally important. The most agile private sector organizations 
recruit, reward, and retain talented people who can adjust and 
respond quickly to changes in the competitive market. The most agile 
companies are also “fl atter” organizations that empower employees 
at lower levels and encourage cross-functional collaboration. 
Defense organizations must also embrace these elements of 
successful private sector human capital strategies through constant 
training, rotation, and development of new skills and knowledge.

The Second Building Block

Adaptable Platforms and People

“Most defense 
organizations have 

recognized that 
adaptability can 

contribute to both 
greater operational 

fl exibility and 
reduced cost.”
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The ability to rapidly, and cost effectively, acquire defense systems 
that counter the broad range of security is a critical attribute of an 
agile defense organization. The success of expedient acquisitions is 
dependent upon the organization’s ability to design and continuously 
improve processes to meet the immediate and urgent needs of the 
user. Not all material or systems require a rapid acquisition process. 
The development, testing, and production of a new fi ghter jet or 
aircraft carrier requires disciplined but not necessarily expedient 
acquisition. However, an upgrade or change to an existing weapon 
systems platform to counter a new, asymmetric threat is the ideal 
candidate for smart, rapid acquisition.

Defense organizations need an established alternative, tailorable 
process by which an urgent requirement can be met through rapid, 
smart acquisition; one that is not burdened by bureaucratic gates. 
The process will require an acquisition workforce willing to take 
acceptable, calculated risks in the development and delivery of 
systems to the user. Aspects of the process should include rapid 
prototyping, hands-on training, and fi eld testing by the end user in 
the environment for which it is intended. Immediate feedback to 
the developers will further accelerate any updates to the system to 
ensure it meets the user’s urgent needs. Careful risk management – 
in particular agreement on tradeoffs between speed and other values 
– will be key to ensure accelerated processes meet parliamentary and 
public scrutiny.

In addition to the acquisition of material assets, it is equally 
important that defense organizations be able to rapidly adjust their 
human resource requirements in order to fl ex up and down. The 
ability to hire (and release) people quickly is critical in the private 
sector and it is no less important in defense. However, the private 
sector has shortened the time it takes to hire and in-process new 
employees. Defense organizations, like most other government 
agencies, are often plagued by long and onerous hiring processes 
that discourage strong candidates from applying. In the competition 
for and retention of people, agile organizations are able to hire and 
apply the right talent to problems within the appropriate timeframe. 
Defense organizations in the 21st century must learn to do the same 
or they could fi nd themselves unarmed from a both a weapons and 
human capital perspective.

The Third Building Block

Smart, Rapid Acquisition of Assets

“The success of expedient 
acquisitions is dependent 
upon the organization’s 

ability to design and 
continually improve 
processes to meet the 

immediate and urgent 
needs of the user.”
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The Fourth Building Block

Secure and Shareable Information

Defense organizations must become better at sharing information 
internally--and across a broad spectrum of other players, to include 
other government agencies, alliances, and to some extent, private 
sector industry, as appropriate. Information sharing is especially 
challenging for defense organizations, given the importance 
of security, and especially in light of events like the WikiLeaks 
disclosures that show the two-edged nature of information sharing 
and technology. But agile organizations recognize the importance 
of the sharing and common understanding of information across 
the organization. The “thread” of collaboration is heavily dependent 
upon the ability of organizations to share and process information 
internally and externally. Protecting this information, while not 
losing the value of sharing it, is a signifi cant challenge that must 
be overcome through risk-management and well thought-out 
information and cyber security policies. The use (or misuse) of 
information is perhaps the most low-cost, low barrier to entry, 
asymmetric weapon that can be used against a nation or population. 
Defense organizations must learn how to balance information 
security with the absolute requirement to share and collaborate in a 
meaningful way.

“Agile organizations 
recognize the importance 

of the sharing and 
common understanding 

of information across the 
organizations … 

collaboration is heavily 
dependent upon the 

ability of organizations 
to share and process 

information internally 
and externally.”
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The Fifth Building Block

Transparent and Accountable Processes

Transparency and accountability contribute to greater agility by 
fostering expedited “agreement on the facts” across various levels 
of the organization. Leadership alignment is far easier to achieve 
in such organizations as a level of shared understanding exists to 
support strategic and tactical decisions. Private sector companies, 
particularly those in manufacturing, who broadly share and 
graphically display key performance metrics, are far more adept at 
aligning teams around a common goal. 

This practice works well only if the information is accurate and 
people within the organization understand how they can make 
improvements through their actions. Transparency enables agility 
through alignment around a shared purpose, to include rapid shifts 
to accommodate those in the market. For defense organizations, 
achieving broad transparency and accountability continues to be a 
signifi cant challenge. Unlinked budget and performance processes, 
stove-piped coveting of basic data and a general lack of auditable 
fi nancial information have combined to limit organizational 
awareness in many defense organizations. To address this problem, 
there must be continued investment in both process and systems 
improvements that ensure the veracity and timeliness of information 
that is made available to defense decision-makers.

“Transparency 
enables agility through 

alignment around 
a shared purpose, 

to include rapid shifts 
to accommodate 

those in the market.”
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Through this paper we hope to open a dialogue with defense leaders around the 
world about the importance of organizational agility, and the most effective paths 
for achieving it in their respective organizations.  We offer the observations of 
our interviewees and the fi ve Building Blocks as a starting point for that dialogue 
which we hope will lead to deeper discussions and prospective solutions.  What our 
research confi rmed was that although no two defense organizations are exactly 
alike, or face identical threats, or have the same level of resources available to 
them, the desire for greater agility is a shared value.    

Valuing agility and achieving it, however, are two different things.  Achieving 
agility requires vision, a commitment to a change-oriented culture, a plan 
for change, and very hard work to implement it.  The most agile commercial 
organizations share these qualities because they recognize that agility is key 
to their survival in the hyper-complex and competitive markets of today.  
The emerging security environment is no less complex or competitive - 
and the consequences of failure are often even greater.  

As a result, today’s defense organizations have a similar mandate:  
Become more agile or fi nd yourself at risk.  

Closing thoughts
Opening a dialogue

>
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