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				Foreword. Cybercrime: a new and serious threat 
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				It’s been ten years since we did our first survey into economic crime. And what an eventful decade it has been.

				We have seen multi-billion dollar accounting fraud cases hit the headlines. We have witnessed the start of the worst economic crisis since the 1930s. And we have seen technology transform the way we do business – and live our lives. 

				We have covered economic crime in the downturn and accounting fraud in previous surveys. Now we look at how our increasing dependence on technology is leaving us open to a new threat: cybercrime.

				Ten years ago, our survey showed that hardly anyone knew what it was. But this year’s report ranks it as one of the top four economic crimes – just behind asset misappropriation, accounting fraud, and bribery and corruption. 

				Businesses face serious threats from cyber criminals from within as well as outside. And it’s clear that senior management need to take these risks more seriously: worryingly, four in ten respondents say their organisation doesn’t have the capability to prevent and detect cybercrime. 

				Fraud is on the rise

				What about fraud more broadly? Two years ago, almost half of our respondents thought fraud was on the rise. They told us there were more opportunities to commit fraud, and more pressure to do so. They were right: our 2011 survey shows that more organisations are saying they have been victims of fraud. And this year’s respondents think the trend is going to continue. 

				So, ten years down the line, economic crime is still as big a threat as ever. We hope our report will give you some ammunition to fight back.

				Tony Parton

				Partner, Forensic Services, PwC UK

			

		

	
		
			
				Foreword. Fighting cybercrime from the top
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				Businesses and governments the world over are reaping the rewards of the cyber world, from social networking to cloud computing. The problem is that many of them have not yet got a handle on the risks – particularly at the most senior level.

				Traditionally, leaders have pigeonholed cyber security as an IT problem. But that’s a risk approach that could leave them open to attack. 

				It’s not just about IT. It’s about HR making sure employees understand the security policies, and recruiting people with the specialist skills to protect the organisation from cyber attacks. It’s about legal and compliance making sure laws and regulations are respected. It’s about physical security protecting sites and IT equipment. It’s about marketing thinking about cyber security when they launch new products.

				If organisations don’t look at cyber security from all angles, they are missing a trick. And it’s therefore a broad conversation that needs to happen at Board level. CEOs need to fully understand the risks to be able to deal with them. 

				CEOs need to take action

				So what should CEOs do? They need to:

				
						define clearly who is responsible for what when it comes to cyber security

						keep updating their knowledge: cybercrime moves fast, and new risks are emerging all the time

						make sure their organisation is equipped to track risks and deal with incidents quickly.

				

				Our respondents think cybercrime is on the rise. Organisations need to make sure they have got the right defences in place. And that is something that needs to come from the top.

				William Beer

				Director, Cyber Security Services, PwC UK

			

		

	
		
			
				Foreword. A note from our academic partner
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				I have welcomed the opportunity to advise PwC1 on the development of their sixth Global Economic Crime Survey. Both the business and academic communities depend on reliable, unbiased information to advance the study of this topic.

				This survey gains its value in the following ways: it is based on the perceptions of nearly 4,000 well-informed individuals world wide. We took great care in the framing of the questions and in how each would appear in the web-based questionnaire, including ensuring that at every point the reader was reminded of the definitions we wanted them to work to. Finally, we went through an extensive process of reviewing responses.

				There are several significant problems in assessing cybercrime risks. There is no generally agreed definition; the same event might be ‘industrial espionage’, ‘IP theft’ as well as ‘cybercrime’. When it comes to assessing costs, do you limit yourself to proven losses through fraud, or include remedial costs or extend that to reputational damage – and if so how do you measure it?

				It is now essential for senior management to truly understand the risks and opportunities of the cyber world. 

				This global survey provides invaluable insights into the actualities of cybercrime risk.

				Peter Sommer

				Visiting Professor in the Department of Management (Information Systems and Innovation Group) at the London School of Economics and Political Science, and a Visiting Reader, Faculty of Mathematics, Computing and Technology, Open University

				1. “PwC” refers to the network of member firms of PricewaterhouseCoopers International Limited (PwCIL), or, as the context requires, individual member firms of the PwC network.

			

		

	
		
			
				Executive summary

				Economic crime does not discriminate. It is truly global. No industry or organisation is immune. We have seen a 13% rise since our last survey and organisations see more fraud ahead.

				The fallout isn’t just the direct costs: economic crime can seriously damage brands or tarnish a reputation, leading organisations to lose market share. As society becomes less tolerant of unethical behaviour, businesses need to make sure they are building – and keeping – public trust. 

				Our sixth Global Economic Crime Survey turns the spotlight on the growing threat of cybercrime. Today, most people and businesses rely on the internet and other technologies. As a result, they are potentially opening themselves up to attacks from criminals anywhere in the world. Against a backdrop of data losses and theft, computer viruses and hacking, our survey looks at the significance and impact of this new type of economic crime and how it affects businesses worldwide. 

				This year’s global report is divided into two sections:

				
						Cybercrime – its impact on organisations, their awareness of the crime and what they are doing to combat the risks.

						Fraud, the fraudster and the defrauded – the types of economic crime committed, how they are detected, who is committing them and what the repercussions are.

				

			

		

	
		
			
				The highlights

				Cybercrime

				
						Cybercrime now ranks as one of the top four economic crimes.

						Reputational damage is the biggest fear for 40% of respondents.

						60% said their organisation doesn’t keep an eye on social media sites.

						2 in 5 respondents had not received any cyber security training.

						A quarter of respondents said there is no regular formal review of cybercrime threats by the CEO and the Board.

						The majority of respondents do not have, or are not aware of having, a cyber crisis response plan in place.

				

				Fraud, the fraudster and the defrauded

				
						34% of respondents experienced economic crime in the last 12 months (up from 30% reported in 2009). 

						Almost 1 in 10 who reported fraud suffered losses of more than US$5 million. 

						Senior executives made up almost half of the respondents who didn’t know if their organisation had suffered a fraud.

						56% of respondents said the most serious fraud was an ‘inside job’.

						Suspicious transaction monitoring has emerged as the most effective fraud detection method (up from 5% in 2009 to 18% in 2011).

						Organisations that have performed fraud risk assessments have detected and reported more frauds.
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				Cybercrime in the spotlight

				For our survey questionnaire, we defined cybercrime as: ‘an economic crime committed using computers and the internet. It includes distributing viruses, illegally downloading files, phishing and pharming, and stealing personal information like bank account details. It’s only a cybercrime if a computer, or computers, and the internet play a central role in the crime, and not an incidental one.’2 

				This is a fairly standard definition of cybercrime, but it seems many people interpret it in different ways.

				For example, a sales executive who steals confidential sales and marketing data by copying it onto a USB stick or emails it to himself before joining a competitor might have committed a number of crimes. It could be intellectual property theft or a cybercrime or both.

				There is currently no globally accepted definition of cybercrime. Therefore, organisations don’t know about the danger, which means it’s harder to detect and fight it. Essentially, if the ‘concept of the enemy’ is blurred, any efforts to fight it might prove futile. 

				So is cybercrime simply a means by which a fraudster commits the illegal act, or is it an economic crime in its own right? Should organisations take specific measures over and above other fraud prevention and detection methods to manage this risk? Our survey takes a closer look at these issues.

				In our view*, there are five main types of cyber attack, each with its own distinct – though sometimes overlapping – methods and objectives. They are:

				1. Economic crime – this involves criminals, often highly organised and well-funded, hacking into systems and using technology as a tool to commit fraud. 

				2. Espionage – today, an organisation’s valuable intellectual property (‘IP’) includes electronic communications and files as well as traditional IP like research and development (‘R&D’). IP theft is a persistent threat, and the victims might not even know it’s happened – that is until counterfeit products suddenly appear on the market, or another company registers a patent based on their R&D.

				3. Activism – the attacks are carried out by supporters of an idealistic cause, most recently the supporters of WikiLeaks.

				4. Terrorism3 – terrorist groups might attack either state or private assets, often critical national infrastructure (‘CNI’) like power, telecoms and financial systems.

				5. Warfare3 – this involves states attacking state or private sector organisations.

				‘Individuals, businesses and governments all face a wide range of cyber security risks to their own interests’ 

				‘Future Global Shocks’ Project, OECD4 , 2011

				Cybercrime: the next wave

				In our survey, cybercrime ranks as one of the top four economic crimes. In our previous economic crime surveys, when we asked respondents if they had experienced cybercrime, the response levels were very low and statistically insignificant. As a result, we combined the results with ‘other types of fraud’. 

				We focused on cybercrime this year and reintroduced it in the ‘types of fraud’ question, asking respondents if they had experienced cybercrime in the last 12 months. Of those respondents who said they had experienced some form of economic crime, almost 1 in 4 said they had suffered one or more cybercrime incidents in the last 12 months (see figure 1).
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				So how and why has cybercrime emerged as one of the top types of fraud? We believe that: 

				
						because of media attention around recent cybercrime cases, organisations are more aware of this type of fraud and might have put extra controls in place to detect and report it 

						because there is ambiguity around the definition of cybercrime and what it constitutes, respondents might have re-classified some of the more traditional economic crimes as cybercrime because someone used a computer, electronic devices or the internet to carry them out 

						regulators are focusing on it more 

						advancements in technology make it easier to commit cybercrimes.

				

				Also, almost half (48%) of those who had experienced economic crime in the last 12 months said they perceive the risk of cybercrime to be on the rise. Only 4% perceive the risk to be falling and the rest think it will stay the same. These statistics clearly show that cybercrime is a growing threat.

				‘Cyber security issues now top the list of risks to watch, ahead of weapons of mass destruction and resource security.’ 

				World Economic Forum Global Risks 2011 report

				Low risks and high rewards of cybercrime 

				We studied the attractions of cybercrime compared with other conventional crimes. Cybercrime presents different risks and rewards to those conventional crimes. Take, for example, a cybercrime where an ‘outside’ fraudster infiltrates a banking system remotely to steal money or personal information. There are fewer risks when compared with physically stealing assets from an organisation:

				
						The fraudster is not present at the location in person, so there is less chance of getting caught in the act. 

						There is less chance of law enforcement being able to identify the perpetrator or find out where they were based when they committed the crime. More often than not, the perpetrator is located in a different jurisdiction. This makes it harder to identify, arrest and prosecute them by traditional means. Current laws are not mature enough to prosecute cyber criminals with any impact. Technological advancements are fast-paced, which means the development of cybercrime is too. Organisations need to be up to date on the latest legislation and corporate policies to make sure they keep up.

						Given all these obstacles, the perpetrator can carry on returning to the scene of the crime with minimal fear of being caught. 

				

				Organisations can put preventative measures in place to reduce the risk of traditional economic crimes like asset misappropriation, accounting fraud, or bribery and corruption, but with cybercrime, it’s much harder.

				‘Cyber security must be pursued with the same intensity as efforts to eradicate global poverty or tackle climate change’ 

				William Hague, UK Foreign Secretary, November 2011

				Is it just an external threat?

				Since the rise of the internet, people have perceived cybercrime, traditionally, as an external threat. 46% of our respondents have a similar perception. But our survey results suggest that the perception of cybercrime is changing, and that organisations are now recognising the risk of cybercrime coming from inside.
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				53% of the respondents who said the cybercrime threat was an internal one believe that there is a risk from the information technology (‘IT’) department. It’s not surprising that many respondents think this, because they expect IT personnel to have the necessary skills and opportunity to commit these crimes. In particular, IT personnel might have ‘super user’ access, which gives them extra administrative rights to access systems and the ability to delete audit trails, making it harder to detect their wrongdoing. 

				But it is interesting to see that respondents realise other departments, like operations (39%), sales and marketing (34%) and finance (32%), also pose risks. 

				Respondents believe the risk of cybercrime is least likely to come from the human resources (‘HR’) (14%) and legal (8%) departments. But organisations shouldn’t ignore these departments, as cybercrime can happen anywhere – for example, a malicious employee with access to confidential HR data or legal documents. 

				
						As well as direct financial costs, there are other commercial consequences, such as reputational/brand damage, poor employee morale or service disruption. We’ve given some examples of potential cybercrimes below. Some of them contain elements of other forms of economic crime as well: 

						A disgruntled employee gets hold of confidential information they shouldn’t have, like pay, bonuses and other rewards, and uses this information to their advantage.

						An employee gets hold of information from the accounts payable department, sets up dummy supplier information, and extracts money from the company in this way.

						An employee shares some sensitive information with their ‘friends’ or connections on social media and it leaks out into the public domain.

				

				An employee accesses a colleague’s email account and sends malicious emails from it, bullying other members of staff (‘cyber-bullying’). Although this might not result in direct financial losses, it could certainly affect the organisation’s reputation, disrupt operations, or result in big legal bills.

				Are these strictly cybercrimes or are they forms of economic crime where a computer and the internet are just a means to an end? It doesn’t really matter about the definition of cybercrime and what it constitutes – it’s clear from the results of our survey and the examples that the threat doesn’t just come from the IT department but from all departments in the organisation.

				But if it is an external threat, where does it come from?

				We asked organisations if they thought the risk of external cybercrime mainly came from inside their own country or from abroad. The countries most mentioned by those respondents who said the threat came from outside their country5 were Hong Kong (and China), India, Nigeria, Russia and USA. These countries were perceived to be the most likely origins for perpetrating cybercrime. We believe that this is only a perception, as cyber attacks can be initiated from anywhere in the world and attribution is extremely difficult.

				For example, there is no evidence to suggest that Nigeria is a hi-tech crime hub, but people might consider email-based scams, like those asking for payments in advance (so-called ‘419’ frauds), as a form of cybercrime. The high ranking of the US and India suggests people think countries with IT-savvy populations and where online shopping has taken off are higher risk. 

				The reality is that cybercrime is a real global threat that can come from anywhere, and is not restricted by jurisdictional boundaries like many other conventional crimes. 

				Just as black markets exist for consumer goods, criminal exchange websites, like Dark Market, are emerging, where stolen credit card details are sold for as little as a few cents. There is also the new form of political activism, ‘hacktivism’, with the Anonymous group as the leading perpetrators. They recently hacked into major credit card companies because those companies withdrew support from WikiLeaks, and threatened to expose members of a Mexican drug cartel for kidnapping one of the Anonymous hackers6.

				What are organisations really worried about?

				We asked organisations what aspects of cybercrime they were most concerned about. 40% of respondents mentioned reputational damage. Other high-ranking risks were the theft or loss of personal data, IP theft and service disruption (see figure 3).
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				Because organisations are very concerned, particularly about reputational damage, it is important for them to show they are the most secure business in the market if they want to gain competitive advantage. 

				Do organisations know what’s out there?

				As we saw earlier, nearly half of respondents who’d experienced economic crime in the last 12 months said they perceive the risk of cybercrime to be growing. Although they are aware of the risks, organisations are doing little about it, and continue to be reactive rather than proactive in fighting cybercrime.

				
						61% said they don’t have, or are not aware of having, access to forensic technology investigators

						60% said they don’t have, or are not aware of having, the in-house capability to investigate cybercrime

						56% said they don’t have, or are not aware of having, a media and public relations plan in place

						46% said they don’t have, or are not aware of having, controlled emergency network shutdown procedures 

						40% said they don’t have, or are not aware of having, the in-house capability to prevent and detect cybercrime. 

				

				Keeping an eye on social media sites 

				60% of respondents said their organisation doesn’t monitor the use of social media sites, or they are not aware of any monitoring policies. This is startling, given these sites can present significant security risks if employees and hackers abuse them. 

				Social media sites like Facebook, Twitter and LinkedIn might not be the real source of cybercrime, but criminals can use them to social-engineer cybercrime more effectively (phishing attacks). For example, they can use them to collect information on a target (also known as ‘spear phishing’), research members of staff, or install malware on the target’s computer, all very easily.

				Of those respondents who said their organisation is taking measures to prevent the risks, 85% said they monitor internal and external electronic traffic including web pages. 62% said their employee contracts cover how to use information and documents properly, and 37% said they run training programmes. 

				This suggests that those who are taking steps are doing it right, but the majority are exposed to threats like reputational damage and the loss of sensitive information by not having the right controls in place.

				Our survey results suggest that the typical internal cybercrime fraudster is:

				
						a junior employee or a middle manager (84%)

						less than 40 years old (65%)

						employed with the organisation for less than five years (51%).

				

				The younger generation typically uses social media a lot, and there is considerable peer and social pressure to share information with others. So not monitoring these sites might create potential cybercrime issues for organisations. But we should remember that this generation grew up with social media sites – sharing personal information has become the norm for them and they might have a very different understanding of the risks these sites pose. As a result, organisations need to make their staff aware of the risks that cybercrime presents. 

				Reducing the risks 

				Given that people think cybercrime is on the rise, it’s worrying to learn that 42% of respondents had not had any cyber security training in the last 12 months – which would suggest that they’re potentially unaware of the risks that cybercrime presents to their organisation. 

				We asked people what training, if any, they had received. Only 1 in 4 respondents had received face-to-face training. 22% had received computer-based training, and 40% had just received emails or seen posters (see figure 4). 
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				It’s not surprising there is so little face-to-face training, as it is generally time consuming and more costly to run. Most organisations have made cutbacks over the last 12 months, and training budgets are likely to have fallen victim. But 60% of respondents said face-to-face training is the most effective form when it comes to cybercrime awareness (see figure 5). 
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				A quarter of respondents said there is no regular formal review of cybercrime threats by the CEO and the Board 

				Who is ultimately responsible for dealing with cybercrime inside an organisation?

				People continue to pigeonhole cyber security as an IT issue, which means there is little communication between business managers and security professionals. Awareness is now growing that cyber security is actually a core business issue. Information security’s strategic value is now more closely aligned with the business than with IT7, – more Chief Information Security Officers (‘CISO’s) now report to the Chief Executive Officer (‘CEO’) than to the Chief Information Officer (‘CIO’).

				We asked organisations who should ultimately be responsible for dealing with cybercrime threats. 54% of respondents named the CIO or Technology Director but only 21% went for the CEO or the Board. Whilst it is clear that the CIO is usually responsible for IT security risks, we believe it is essential that the CEO and the Board understand cybercrime risks and probe into them on a regular basis.So it is not surprising that, according to our survey, the CEO and the Board do not routinely review the cybercrime threats to their organisation – which we think they should do. Only 36% of respondents said the CEO and the Board review these risks at least once a year, and almost a quarter said they only review them on an ad hoc basis (see figure 6).
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				The statistics show that the most senior people in organisations are not placing enough emphasis on the importance of managing the cybercrime threat. We believe the CEO needs to get to grips with these threats – to become cyber-savvy. We think having a CEO who truly understands the risks and opportunities of the cyber world will be a defining characteristic of organisations, whether public or private sector, in the future.

				*See PwC’s ‘Delusions of Safety?’ – The Cyber Savvy CEO Report, 2011 

				2.	As defined in the Global Economic Crime Survey 2011 by PwC in conjunction with our survey academic partner, Professor Peter Sommer.

				3.	Terrorism and warfare are types of cyber attacks that have been included for completeness, but they fall outside the definition and scope of the survey which focuses on economic crime.

				4.	OECD is the Organisation for Economic Co-operation and Development 

				5.	This question was asked to all respondents who indicated the cybercrime risk was coming from outside their country or from both within and outside their country of operation. 

				6.	http://www.bbc.co.uk/news/technology-15520912

				http://www.guardian.co.uk/media/2010/dec/08/anonymous-4chan-wikileaks-mastercard-paypal?INTCMP=ILCNETTXT3487 

				7.	See PwC’s Global State of Information Security Survey 2011
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				Fraud, the fraudster and the defrauded

				Do organisations know what they are facing?

				34% of the 3,877 respondents from around the world said they had experienced economic crime in the last 12 months, a 13% rise since our last survey in 2009. 

				It is interesting to note that 11% of respondents didn’t know if their organisation had suffered any type of fraud in the last 12 months. Employees at certain levels within the organisation may not have the information to be able to answer this question. But 44% of respondents who don’t know were at Senior Executive level. 

				While we do not expect executives at this level to know the type, significance or cost of every economic crime their organisation had been a victim of, we at least expect them to know about the more serious ones. And if they don’t know, what are they doing or should be doing to find out?

				In our experience, one of the best proactive measures an organisation can take is to conduct regular fraud risk assessments to detect actual incidents of economic crime. We hope that the 11% who didn’t know are not taking a ‘hear no evil, see no evil’ approach. Ignoring the issue is really asking for trouble.
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				What’s the global picture?

				Figure 8 shows that both developed and growing economies are among those experiencing either high or low levels of reported fraud. 

				Certain growing markets surprisingly reported low levels of fraud – namely Indonesia, India, Romania and Greece. This might be because their fraud detection methods are ineffective and/or their respondents are reluctant to report fraud.
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				Is any particular sector experiencing high levels of fraud?

				No industry sector is immune to economic crime, but the communications and insurance sectors top the table of reported frauds.

				Compared with the 2009 figures, we see that fraud in the government sector has increased by 24%, now making it one of the top five targets for economic crime.

				As in our previous surveys, we have found that highly regulated industries, such as financial services, typically report more economic crime. Their procedures and systems require greater levels of transparency, which increase the likelihood of detecting incidents of fraud. Industries such as construction, where there are fewer regulatory pressures, are more prone to economic crime. We have found that control and detection mechanisms are often less sophisticated as well. Furthermore, some industries may accept fraud losses as inevitable and therefore neglect the risks.
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				Which types of organisation are falling victim to fraud?

				There is an important correlation between the size of an organisation, measured by how many employees 

				it has, and the likelihood of experiencing economic crime. Figure 10 suggests that there’s a trend for larger organisations to experience more fraud. 54% of the respondents who experienced economic crime were from organisations with more than 1,000 employees. But fraud committed against smaller and medium organisations is on the rise as well, suggesting that fraudsters are now targeting these organisations more often. 

				Larger organisations are more likely to suffer fraud because they have got more employees and more assets, deal with more vendors, and operate in more countries. But they might also be more successful in identifying fraud as they tend to dedicate more resources and staff to detecting and preventing it. 
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				So what types of economic crime are we talking about?

				Economic crimes can take on many different forms, with some being more common and more persistent than others. Figure 11 shows the different types of economic crime experienced by those respondents who said they had experienced fraud in the last 12 months.
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				The top three economic crimes were asset misappropriation, accounting fraud and bribery and corruption. Interestingly, the 2011 survey brings us a ‘new kid on the block’: cybercrime.8

				Anti-competitive behaviour has more than doubled since 2009, the second largest increase in types of economic crime after cybercrime. This is perhaps owing to the challenging economic environment in which organisations struggle to retain market share. It is therefore surprising that only 1 in 4 organisations engage in the proactive detection of anti-competitive behaviour. “Tone from the top” and a “Risk based competition compliance framework”, including: clear policies, whistle-blowing, staff training, review of relationships with competitors and targeted Internal Audit reviews, are key in managing anti-competitive risks.

				Another form of economic crime that has emerged this year is sustainability fraud. With increased regulation and public awareness in relation to climate change and sustainability, we anticipate a rise in sustainability fraud over the next two years.

				We also see in figure 12 that not only has asset misappropriation been the most common type of economic crime over the years, it has also steadily gone up – a 20% increase since 2003. The sectors reporting the most asset misappropriation were hospitality and leisure (85%), retail and consumer (79%), communications (78%), insurance (76%) and engineering and construction (76%).
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				This year’s survey shows there has been a steep drop in accounting frauds since 2009. The number of respondents reporting accounting fraud is 37% less than in 2009 and has returned to 2005 levels. There could be various reasons for this, but some of the things we think could have had an impact are: 

				
						Organisations have put tighter controls in place, which deter the perpetrator. 

						More attention from the regulators and tougher punishments like prison sentences appear to be working as a deterrent.

						In our 2009 survey, we saw a sharp rise in accounting frauds. Some statistics suggested that this could have been the result of organisations struggling to survive in difficult times and management feeling the pressure to manipulate financial statements. It may be that there is less incentive and/or pressure prevalent today. 

						Organisations might not be detecting economic crime. Headcounts around the world have gone down over the past couple of years. So departments responsible for detecting and preventing economic crime now have fewer resources. For example, if an internal audit department has fewer people, the chances of identifying fraud will be reduced. And if fewer incidents of accounting fraud are detected, fewer are reported.

						Given the focus of our survey on cybercrime this year, some respondents might have classified accounting frauds involving the use of computers and the internet as cybercrimes instead. As we mentioned earlier in the cybercrime section, people interpret the definition of it in different ways.

				

				A quarter of those who said they had experienced economic crime suffered from bribery and corruption. The most affected sectors were energy, utilities and mining (40%), engineering and construction (35%) and communications (34%).

				Despite the increase in anti-bribery laws and regulations globally, organisations are still falling victim to this type of economic crime. Business integrity is fundamental to the success of any organisation. Around the world, organisations are increasingly being held to account not only for what they achieve, both technically and financially, but also for how they achieve it. Bribery, wherever it occurs, can fatally undermine that achievement, creating huge financial and regulatory risk for the organisations involved. Organisations must understand and document the bribery risks they face and take appropriate steps to address them.

				How much does fraud cost, and what’s the collateral damage?

				Almost 1 in 10 of those respondents who said they had experienced economic crime in the last 12 months reported losses of more than US$5 million. The direct cost reported by those who had been victims of bribery and corruption was much higher – almost 1 in 5 of them lost more than US$5 million on average.

				We also asked organisations about the collateral damage they had suffered and what impact economic crime had had on their reputation/brand, share price, employee morale, business relations, and relations with regulators (see figure 13). Of those who had experienced economic crime, 28% reported damage to employee morale, 19% damage to reputation/brand and another 19% to business relations.
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				Who’s committing this fraud?

				As the amount of fraud increases, organisations can no longer just fight it reactively. They need to be more proactive when it comes to protecting themselves. 

				One aspect of this is gathering as much information as possible about the perpetrators. Knowing who they are and where they come from is essential for finding out where the weaknesses are in an organisation’s response mechanisms and internal controls.

			

			
				
					[image: 20731_Figure14_NEW.png]
				

			

			
				We asked those respondents who said they had experienced economic crime in the last 12 months to profile the main perpetrator of the most serious fraud. 56% said it was an internal fraudster, and 40% said it was an external fraudster. 

				But the financial services and insurance sectors stood out, with the main perpetrator usually coming from outside the organisation. This is typical in the financial services and insurance sectors, so it wasn’t a surprise here. 

				The profile of the internal fraudster

				Given there are more ‘inside jobs’ than ‘outside jobs’, organisations need to improve internal controls and be more aware of fraudster profiles so they can do something about it. This is clear from the fact that 1 in 10 respondents who had been the victim of an economic crime carried out by an internal fraudster didn’t know how long the perpetrator had been working in the organisation. 

				Figure 15 shows the profile of the internal fraudster, according to our survey.
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				The profile of the external fraudster

				The number of frauds carried out by customers has dropped significantly and there has been a sharp rise in the number of ‘don’t knows’ (see figure 16).
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				Whilst it may be difficult to collect information on an external fraudster, those organisations who conduct a thorough investigation stand a better chance of identifying the perpetrator. 

				The most common economic crimes carried out by an unknown party were cybercrime, asset misappropriation and accounting fraud. The perpetrators of cybercrime could be ingenious organised criminals who can protect their identity, however the fact that organisations don’t know who carried out so much accounting fraud and asset misappropriation suggests that detection controls are not working, in particular when dealing with external perpetrators.

				One of the best ways to prevent fraud is to know who you are doing business with – your customers, your vendors, your agents. It has long been recognised that ‘fraud flees from sunlight’, so transparency programmes, such as ‘know your business associates’ remain one of the more effective preventative tools available to organisations.
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				What do organisations do with the fraudster?

				If an organisation catches the perpetrator, they can deal with them in several ways. 

				For an ‘inside job’, 77% of respondents said their organisation fired the individual, 44% said they told the police, and 40% said they took civil action9. These are obviously hard line approaches. 

				But it’s perhaps worrying that, for the most serious fraud carried out by an employee, 4% said their organisation did nothing, 4% said it moved the individual to somewhere else in the organisation, and 18% said it just gave them a warning. 

				So in some organisations there seems to be complacency or a wish to deal with fraud in a low-key way. We question this. Is it right to keep the fraudster in the organisation and run the risk that they might do it again? 

				We think organisations should show ‘zero tolerance’ towards fraud and set the right tone, by dealing with the fraudster officially and by involving outside authorities. 

				For an ‘outside job’, 63% of respondents said their organisation told the police, 43% said they took civil action, and 40% said they told the relevant regulatory authorities.

				Although many organisations took a firm approach, 61% said their organisation still has a business relationship with the fraudster – this is worrying, and perhaps highlights some fundamental concerns about the culture of these organisations. Of course, the victim might have ‘worked it out’ with the fraudster and been able to carry on the relationship. And if the crime was hacking the network, there isn’t a relationship to end in any case.

			

			
				
					[image: 20731_Figure18_NEW.png]
				

			

			
				How do organisations detect economic crime?

				Organisations use many methods to find out if a fraud has been committed. These methods fall into one of three groups:

				
						‘corporate controls’ like internal auditing, fraud risk management, electronic and automated suspicious transaction monitoring, corporate security and moving people around

						‘corporate culture’ like internal tip-offs, external tip-offs and whistle-blowing

						‘beyond the influence of management’ – finding out by accident or through the media, for example.

				

				Figure 19 shows that the effectiveness of internal audits to detect fraud has steadily gone down since 2005. Only 14% of respondents said frauds were detected by internal audit. Likewise, fraud risk management didn’t prove as effective as in 2009, slipping from 14% to 10%.
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				It is interesting that the effectiveness of ‘corporate culture’ methods has also been on the decline since 2007. External and internal tip-offs have fallen markedly from a peak in 2007 as shown in Figure 19, suggesting either that people are less willing to inform on their colleagues and customers, or that the different business units are not talking to each other or acting on the information they get. It must be the case that there has been more reliance on suspicious transaction monitoring.

				The only detection method for which effectiveness has increased is ‘suspicious transaction monitoring’, up from 5% in 2009 to 18% in 2011. This electronic method automatically detects irregularities and suspicious transactions, and is commonly used in the financial services sector. 

				Because the number of economic crimes detected by computers is going up, but the number detected by people is going down, we fear more fraud overall will go undetected, as headcounts fall in control functions across the different industries.

				It is surprising to learn that in this year’s survey 10% of respondents didn’t know how their most serious fraud was detected. This further highlights the need for Senior executives to be fully aware of the fraud risks and their organisation’s detection and prevention measures.

				And organisations see more fraud ahead 

				People perceive the three most common types of fraud to be on the increase: 34% of all respondents believe their organisation is likely to fall victim to asset misappropriation in the next 12 months, 14% believe their organisation may suffer accounting fraud, and 23% bribery and corruption (see figure 20). This is consistent with the overall greater level of fraud risk.
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				When we look at actual occurrence of fraud versus perception of economic crime in the future, our respondents expect to see more frauds in the next 12 months. In figure 21 we can see that if the perception is accurate then we expect to see more respondents suffering from economic crime in the future.
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				How fraud risk assessments can really help organisations

				The best way to fight fraud is to know how to assess and identify the risks. Organisations can find this out by doing regular fraud risk assessments. Our survey finds that there is a clear correlation between how often these assessments are done and how many frauds are reported. The fewer fraud risk assessments organisations carry out, the less fraud they are likely to detect.

				For example, more than three-quarters of the organisations that said they don’t do any fraud risk assessments reported less than ten incidents of fraud. These figures confirm the dictum of ‘seek and you shall find’.

				Figure 22 indicates that of the total number of respondents who had performed a fraud risk assessment once or more often in the last 12 months 39% identified fraud. In comparison, of those respondents who had not performed a fraud risk assessment in the last 12 months, 28% identified fraud.
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				41% of respondents said either they don’t do fraud risk assessments or didn’t know if they do. Of those who said they don’t do them, 1 in 2 said they don’t know what one is or what it involves.

				Figure 23 suggests that there is an awareness problem. Organisations need to understand the benefits of doing regular fraud risk assessments and how important they are in the fight against fraud.
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				Conclusion

				It’s time for everyone to rise to the challenge

				Our survey results show that fraud is persistent, and that organisations need to be vigilant and proactive when fighting economic crime. 

				‘Traditional’ frauds like asset misappropriation, accounting fraud and bribery and corruption remain the top three that our respondents fell victim to in the last 12 months. But ‘new’ types of fraud are emerging – cybercrime in particular. With new ways of doing business, new technologies and changing work environments, come new risks and new ways for fraudsters to carry out crimes. Organisations need to be aware of these changes and adapt their response mechanisms and detection methods accordingly.

				This is even more true when it comes to new technologies. Smart phones and tablet devices, social media and cloud computing all offer a wealth of attractive business solutions and opportunities, but they can also be a Pandora’s box of risks and dangers. Having a smart phone or a tablet device means carrying around your organisation’s sensitive and confidential data in your pocket which without precautions in place, anyone might be able to access sensitive and confidential information and cause considerable harm, both financial and collateral. 

				A decade on and the fraud risk continues to rise. Despite the effectiveness of risk management systems being deployed, there are always individuals or groups of individuals who are able to spot an opportunity and circumvent or override controls. This is especially true when it comes to cyber security. As headcounts fall in control functions across the globe, we fear more fraud will go undetected.

				Advances in technology are fast-paced, as are fraudsters, however organisations are often far behind. But organisations often are. It is now essential to ensure that cyber and information security issues have the standing they warrant on an organisation’s risk register. Those organisations ready to understand and embrace the risks and opportunities of the cyber world, will be the ones to gain competitive advantage in today’s technology driven environment. Establishing the right “tone at the top” is key in the fight against economic crime.

			

		

	
		
			
				Methodology

				We carried out our sixth Global Economic Crime Survey between June 2011 and November 2011. The survey had three sections: general profiling questions, comparative questions looking at what economic crime organisations had experienced and this year’s special topic, cybercrime.

				About the survey

				The 2011 Global Economic Crime Survey was completed by 3,877 respondents (compared to 3,037 respondents in 2009) from 78 countries (compared to 54 countries in 2009). Of the total number of respondents, 52% were Senior executives of their respective organisations, 36% represented listed companies and 38% represented organisations with more than 1,000 employees. 

				We used the following research techniques:

				1. Survey of executives in the organisation. The findings in this survey come from executives’ reports of their experiences of economic crimes in their organisations. We obtained information from them on the different types of economic crime, their impact on the organisation (both the financial loss and any collateral damage), the perpetrator of these crimes, what action the organisation took and how they responded to the crime.

				2. Questions relating to cybercrime. This survey takes a detailed look at the growing threat of cybercrime, and how vulnerable organisations are to it. This focus enables us understand what cybercrime really means for organisations.

				3. Analysis of trends over time. Since we started doing these surveys in 2001, we have asked a number of core questions, and extra ones that are relevant from time to time, dealing with issues likely to have an impact on organisations around the world. With this historical data to hand, we can see current themes, chart developments, and find trends.
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				Terminology

				Due to the diverse descriptions of individual types of economic crime in countries’ legal statutes, we developed the following categories for the purpose of this survey. These descriptions were defined as such in our web survey questionnaire.

				Accounting fraud

				Financial statements and/or other documents are altered or presented in such a way that they do not reflect the true value or financial activities of the organisation. This can involve accounting manipulations, fraudulent borrowings/raising of finance, fraudulent application for credit and unauthorised transactions/rogue trading.

				Anti-competitive behaviour

				Includes practices that prevent or reduce competition in a market such as cartel behaviour involving collusion with competitors (for example, price fixing, bid rigging or market sharing) and abusing a dominant position.

				Asset misappropriation (including embezzlement/deception by employees)

				The theft of assets (including monetary assets/cash or supplies and equipment) by directors, others in fiduciary positions or an employee for their own benefit.

				Corruption and bribery (including racketeering and extortion)

				The unlawful use of an official position to gain an advantage in contravention of duty. This can involve the promise of an economic benefit or other favour, the use of intimidation or blackmail. It can also refer to the acceptance of such inducements.

				Cybercrime

				Also known as computer crime, this is committed using the computer and internet. Typical instances of cybercrime are the distribution of viruses, illegal downloads of media, phishing and pharming and theft of personal information such as bank account details. This excludes routine fraud whereby a computer has been used as a by product in order to create the fraud and only includes such economic crimes where computer, internet or use of electronic media and devices is the main element and not an incidental one.

				Cybercrime incident response

				This would typically include in house technical capabilities to prevent, detect and investigate cybercrime, access to forensic technology investigators, media and PR management plan, controlled emergency network shut down procedures, etc.

				Economic crime or fraud

				The intentional use of deceit to deprive another of money, property or a legal right.

				Espionage

				Espionage is the act or practice of spying or of using spies to obtain secret information.

				Financial losses

				When estimating financial losses due to fraud, the participants should include both direct and indirect loss. The direct losses are the actual amount of fraud and the indirect losses would typically include the costs involved with investigation and remediation of the problem, penalties levied by the regulatory authorities, litigation costs, and reputational damage. This should exclude any amount estimated due to ‘loss of business opportunity’.

				Financial performance

				This can be defined as measuring the results of an organisation’s policies and operations in monetary terms. These results are reflected in return on investment, return on assets and value added; typically, in the private sector, returns will be measured in terms of revenue; in the government/state-owned enterprises, returns will be measured in terms of service delivery.

				Fraud risk assessment

				Fraud risk assessments are used to ascertain whether an organisation has undertaken an exercise to specifically consider:

				
						The fraud risks to which operations are exposed.

						An assessment of the most threatening risks (i.e. evaluate risks for significance and likelihood of occurrence).

						Identification and evaluation of the controls (if any) that are in place to mitigate the key risks. 

						Assessment of the general anti-fraud programmes and controls in an organisation.

						Actions to remedy any gaps in the controls.

				

				Hacking 

				This refers to unauthorized attempts to bypass the security mechanisms of an information system or network.

				Hacktivism 

				Hacktivism is the act of hacking into an information system or network for a politically or socially motivated purpose.

				Insider trading

				Insider trading refers generally to buying or selling a security, in breach of a fiduciary duty or other relationship of trust and confidence, while in possession of material, non public information about the security. Insider trading violations may also include ‘tipping’ such information, securities trading by the person ‘tipped’, and securities trading by those who misappropriate such information.

				IP infringement (including trademarks, patents, counterfeit products and services)

				This includes the illegal copying and/or distribution of fake goods in breach of patent or copyright, and the creation of false currency notes and coins with the intention of passing with off as genuine.

				Money laundering

				Actions intended to legitimise the proceeds of crime by disguising their true origin.

				Pharming

				Pharming refers to the redirection of website traffic by hackers, with the aim of obtaining personal and financial information.

				Phishing

				This is an email fraud method in which the fraudster sends out legitimate-looking emails in an attempt to gather personal and financial information.

				Senior Executive

				The Senior Executive (for example the CEO, Managing Director or Executive Director) is a key decision maker in the organisation.

				Situational Awareness

				A term drawn from military strategy which means knowing the landscape surrounding your own position, including actual and potential threats.

				Social Media 

				Communication channels or tools used to store, share, discuss, or deliver information within online communities.

				Sustainability activities

				Includes activities such as carbon credit trading (buying and selling carbon credits), engaging in projects which create carbon emissions offsets.

				Sustainability fraud 

				Fraud in relation to sustainability activities (refer to sustainability activities) such as carbon trading markets, environmental claims or statutory declarations.
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