
Technology companies are 
spearheading industry-spanning 
innovations that underpin the 
Internet of Things (IoT), bigger data 
analytics and cloud-based “everything 
as a service.” Ultimately, these 
platforms will coalesce into a globally 
interconnected ecosystem of data-
driven technologies that will bring 
entirely new business opportunities 
and consumer conveniences. 

It will also very likely open new 
security gaps that will exacerbate the 
ongoing surge of cyberattacks. Over 
the past 12 months, for instance, 
technology companies detected twice 
as many incidents over the year before, 
according to The Global State of 
Information Security® Survey. 

To address these rising risks, the 
technology sector is taking the lead in 
implementing tools such as cloud-based 
cybersecurity, advanced authentication 
and Big Data analytics. Additionally, the 
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As the volume of data mushrooms, 
many technology companies also are 
linking analytics with sophisticated 
cloud-enabled cybersecurity services. 
In fact, 79% said they use cloud-based 
services like real-time monitoring and 
analytics, advanced authentication, 
identity and access management.  

Advancing authentication  
to defend data 
In addition to cloud-based 
authentication, almost all technology 
companies have deployed on-premises 
authentication technologies to better 
manage access to systems and data. 

Roughly 70% of organizations 
employ software and hardware 
tokens to strengthen access, while 
two-thirds have adopted biometrics 
such as fingerprint or retina scans for 
authentication. The most-cited benefits? 
Improvements to confidence in the 
company’s cybersecurity capabilities, 
fraud protection, security of online 
transactions and customer experience. 

The human aspects of 
cybersecurity 
Technology alone will not deter all 
cyber-risks. That’s why many companies 
are also addressing the human aspects 
of cybersecurity. 

Increasingly, businesses are sharing 
cybersecurity threat intelligence and 
response techniques with external 
partners to better identify and respond 
to risks. This year, 73% said they 
collaborate with partners such as 
industry peers, Information Sharing and 
Analysis Centers (ISACs), government 
entities and law enforcement. 

At the same time, Boards are more 
proactively involved in security issues. 
More than half of participants said 
their Boards participate in the overall 
security strategy, and 50% are involved 
in security budgets. The latter may 
account, in part, for the significant 
boost in security spending this year. 

vast majority of companies has adopted 
one or more risk-based cybersecurity 
frameworks to help bolster security. 
And to help mitigate the financial 
impact of incidents when they do occur, 
68% of organizations have purchased 
cybersecurity insurance, a 15% gain 
over the year before.

Another measure of progress is a 
willingness to invest in cybersecurity: 
After a significant decline last year, 
average information security spending 
soared 51% in 2015. 

The Internet of Things  
to come
The IoT is at a tipping point, a fact that 
is not lost on technology businesses. 
Already, 74% have a security strategy 
for the Internet of Things in place or 
are currently implementing a strategy. 
With good reason: Technology 
companies reported that security 
compromises of IoT components 
like operational systems, embedded 
devices and consumer technologies 
skyrocketed in 2015. 

As the IoT expands, billions of 
connected devices will generate a 
torrent of data that can be leveraged 
by companies to create value and 
efficiencies—and improve awareness 
of cyber-risks and response techniques. 
In 2015, two-thirds of tech firms 
said they use Big Data analytics to 
identify cybersecurity threats. The 
benefits of big analytics include better 
understanding of external and internal 
security threats, as well as enhanced 
visibility into anomalous user behavior 
and network activity. 

Turnaround and transformation 
in cybersecurity: Technology  
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Businesses are investing in core safeguards to better 
defend their ecosystems against evolving threats. 

Many organizations are implementing strategic 
initiatives—such as risk-based frameworks and cloud-based 
cybersecurity—to improve security and reduce risks. 

In 2015, the number of detected security 
incidents soared 107% over the year before.

While employee and customer records remain the 
top targets of cyberattacks and continue to climb, 
theft of “hard” intellectual property increased 
significantly in 2015.

48%

While the number of respondents who attributed security 
incidents to employees dipped a notch in 2015, the total 
number of those who cited third parties increased 30% 
over the year before.
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33% 51%
After a decline last year, 
respondents expanded 
their information security 
budgets by 51% in 2015.

Estimated financial losses 
as a result of all security 
incidents rose 33% over 
the year before.
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