
The barrage of data breaches against 
public sector agencies shows no 
signs of abating: Organizations 
detected 137% more cybersecurity 
incidents in 2015 than the year 
before, according to The Global State 
of Information Security® Survey. 

Consequently, the public sector is 
taking proactive steps to rethink 
cybersecurity and address security 
top priorities for the year. Many are 
implementing technologies such as 
cloud-based cybersecurity, advanced 
authentication and Big Data analytics. 
The vast majority—92%—has 
adopted one or more risk-based 
cybersecurity frameworks such as 
ISO 27001 to help boost security 
capabilities. And more organizations 
are collaborating with others to 
share cybersecurity intelligence. 

Another measure of progress is a 
renewed willingness to invest in 
information security. After a decline 
last year, public sector agencies 

Top security priorities for 
the next 12 months
1. Continuous monitoring

2. Cloud computing security

3. Mobile device security

4. Identity & access management

5. FISMA/regulatory compliance

Making mobile devices  
more secure 
As more employees use personal 
smartphones and tablets in the 
workplace, cybersecurity has become 
an increasingly pressing priority. 
More than half of respondents 
believe that use of mobile devices 
has impaired security; they also 
reported that exploits of these 
devices soared 52% in 2015. 

To strengthen security, public sector 
organizations are adopting advanced 
authentication technologies such 
as software and hardware tokens, 
smartphone tokens and cryptographic 
keys. And because mobile devices 
rely heavily on cloud infrastructure, 
cloud-based cybersecurity services 
plays an increasingly important role.

Better ways to manage access 
Globally, public sector organizations 
are also employing cloud-based 
services to tackle a core cybersecurity 
requirement: identity and access 
management. 

Some have adopted cloud-enabled 
services like advanced authentication 
and identity and access management. 
Others have embraced on-premises 
advanced authentication technologies 
such as hardware and software 
tokens, cryptographic keys and 
biometrics to better manage access 
to networks, applications and data. 

Why compliance is key 
While public sector agencies are 
embracing proactive cybersecurity 
strategies, regulatory compliance 
remains a significant priority, one 
that can pay off in enhanced security. 
In fact, 70% of respondents said 
that compliance improved their 
cybersecurity program in 2015. 

Many organizations are enhancing 
compliance through advanced 
authentication, collaboration with 
external partners and increased focus 
on governance, risk and compliance 
by key leaders of the organization. 

boosted their information security 
budgets by a substantial 23% in 2015. 

24/7 monitoring for incidents
Public sector respondents ranked 
continuous monitoring of IT 
networks and user activity as their 
highest security priority for the 
coming year. Many organizations are 
improving monitoring capabilities by 
implementing a security operations 
center (SOC). This year, more than 
half have established a SOC, which 
typically monitors for cybersecurity 
incidents on a 24/7 basis. 

Public sector agencies are also 
leveraging Big Data as a means to 
enhance monitoring and strengthen 
cybersecurity. Those that use Big 
Data analytics said the technology 
has improved their understanding of 
external and internal threats, as well 
as sharpened visibility into anomalous 
network activity and user behaviors. 

Enhancing cybersecurity 
with cloud computing 
The use of cloud computing in the 
public sector increased significantly in 
2015, and respondents said that 42% 
of their systems have been moved to 
the cloud (most often a private cloud). 

Cloud computing also has emerged as 
a sophisticated tool for cybersecurity 
safeguards in recent years. In fact, 
56% of public sector respondents now 
employ cloud-enabled cybersecurity 
for services such as real-time 
monitoring and analytics, threat 
intelligence, advanced authentication, 
and identity and access management. 
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How public sector organizations are responding 
to rising cyber-risks
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Public sector agencies are investing in core safeguards to 
better defend their ecosystems against evolving threats. 

Many organizations are implementing strategic 
initiatives—such as risk-based frameworks and external 
collaboration—to improve security and reduce risks. 

In 2015, the number of detected 
security incidents skyrocketed 
137% over the year before.

While employee and customer records remain the 
top targets of cyberattacks and continue to increase, 
theft of “hard” intellectual property increased 159% 
in 2015.

159%

The number of respondents who attributed security 
incidents to employees dropped over the year before, 
while those who cited service providers/consultants/ 
contractors increased.
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Estimated financial losses as a result 
of all security incidents climbed 
27% over the year before. 

27%

23%
After a small decline last year, respondents boosted 
their information security budgets by 23% in 2015.
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