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Message from the editor

As the communications industry 
continues its digital evolution, changes 
are taking place at varying speeds – 
with some happening at a rapid pace, 
while others are more gradual. These 
variations can be seen not just between 
markets, but between different players 
in the same market. 

In some cases, greater speed has enabled 
operators to seize major opportunities 
before their competitors because they 
were more nimble and better-prepared. 
To gain this first-mover advantage, 
companies must get ahead of changes 
that are on the horizon or already 
emerging, assess their potential, and 
start preparing early to exploit them. 
Conversely, operators that lack the 
foresight to anticipate new opportunities 
risk being left behind and having to play 
catch-up.

So it’s appropriate that the theme 
running through the articles in this 
edition of Communications Review 
is ‘continuing to evolve’ – focusing 
on emerging high-potential areas 
where operators have opportunities 
to get a head-start and leave their 
competitors trailing.

The first area is addressed in our lead 
article: ‘Mobile unified communications: 
an unexplored opportunity.’  Authors 
Andrew Matthews and Joel Osborne 
examine how fixed-mobile convergence 
in the enterprise market has evolved 
firstly into unified communications 
(UC) using collaborative applications, 
and now into mobile UC, integrating 

multiple mobile and fixed devices, 
locations and applications to offer 
seamless communication across voice, 
data, and video. 

The rise of mobile UC opens up major 
opportunities for mobile network 
operators to offer a new generation of 
hosted services. But to date, software 
and over-the-top competitors have made 
strides in this market. To regain the 
initiative in this potentially huge market, 
our authors point out that operators 
must take decisive action – and they 
identify five steps to help get there.

Our second article investigates another 
area of opportunity for evolution and 
differentiation: spectrum management. 
In ‘Solving the spectrum crunch: 
reduce, reuse, recycle’, authors Dan 
Hays, Michael Flaherty and Basit Malik 
highlight that while operators have been 
investing huge sums in mobile network 
infrastructure to handle rising traffic, 
their ability to meet customers’ demands 
is still limited by wireless spectrum – a 
finite and precious resource.

To help operators make more cost-
effective use of their spectrum assets, 
our authors map out strategies to 
reduce demand for spectrum, accelerate 
reuse, and recycle spectrum for greater 
efficiency. This all adds up to responsible 
consumption of spectrum through 
innovative management. For operators, 
this is much more than an optional 
addition to their current business model: 
the sustainability of the mobile industry 
may just depend on it.
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In our third article, ‘Security risks 
and responses in an evolving 
telecommunications industry’, Mark 
Lobel examines the evolution of the 
security landscape for communications 
providers. As he points out, a successful 
cyber attack on an operator could 
now disrupt phone and/or Internet 
services for millions of consumers, 
cripple businesses, and shut down 
government activities. 

Mark assesses how well the industry 
is combating these risks through 
the findings of The Global State of 
Information Security® Survey 2014, 
conducted by PwC, CIO magazine, and 
CSO magazine. The study confirms 
that there are still grounds for concern, 
including gaps in security practices. As 
a way forward, he proposes a model 
called Awareness to Action, designed to 
help operators manage today’s evolving 
and emerging threats, and prepare for 
the unknown threats of tomorrow. 

Finally, in ‘Finding opportunities in 
the cloud’, we investigate an evolution 
that affects every participant in the 
information and communications value 
chain: cloud computing. As more and 
more businesses adopt cloud services, 
operators urgently need to stake out 
their positions as cloud providers, and 
make the changes needed to deliver 
these services – or risk missing out on 
huge revenue opportunities.

Authors Cledwyn Jones, John Chan, 
and Joe Tagliaferro begin by stressing 
that operators need to evolve beyond 

network connectivity – and then 
examine how they can do this by 
offering an array of cloud-based 
services to business customers. Those 
communications providers that put 
the right building blocks in place can 
develop a strong, differentiated cloud 
proposition that few competitors can 
match. The alternative may well be 
ongoing commoditisation of the B2B 
communications business.

Throughout these articles, what shines 
through is the constant evolution across 
the industry ecosystem – and the need 
for operators to stay ahead of the curve. 
I hope the articles in this issue will help 
your business do this. As ever, we’d 
love to hear your views. So please don’t 
hesitate to contact any of the authors, or 
me at pierre-alain.sur@us.pwc.com or 
on [1] 646 471 6973.

Pierre-Alain Sur 
Partner 
Global Communications Leader 
PwC
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Irrespective of size, organisations are seeking innovation 
and value by enabling employees to connect and 
collaborate at the right time, inside and outside the 
business. Becoming a single provider of this user 
experience – seamlessly integrating and managing the 
complex web of communication, collaboration, and 
connectivity (e.g. voice, data, apps, devices) – can fuel 
new revenue streams and opportunities for MNOs. 
Doing so requires decisive action now, taking key steps 
to displace software and OTT competitors as the unified 
communication and collaboration providers of choice.

Mobile unified communications: an unexplored opportunity

by Dr. Andrew Matthews and  
Joel A. Osborne  
Andrew Matthews is an assistant director 
and Joel Osborne is an experienced manager 
in PwC UK’s Communications practice. For 
more information, contact Andrew by phone 
at [44] (0) 7841 494 409 or by email at 
andrew.j.matthews@uk.pwc.com; or contact 
Joel by phone at [44] (0) 784 1570 571 or by 
email at joel.a.osborne@uk.pwc.com.

The authors wish to thank Oliver Thomas, 
David Russell and David Allen of PwC UK,  
Dr. Colin Light of PwC Hong Kong, and Michael 
Graham of PwC Malaysia for their contributions 
to this article.

Mobile unified communications:  
an unexplored opportunity
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Organisations are turning their 
attention to the capabilities unified 
communications and collaboration 
(UC&C) offers in seeking the 
productivity promised by an ‘always-
connected, always-collaborating’ and 
increasingly mobile workforce. ‘Cloud’ 
offerings are maturing, ‘bring your own 
device’ is becoming common place, 
the mind-set of ‘Is there an app for 
that?!’ is prevalent, and enterprises are 
increasing their use of social-media 
technologies for collaboration. All those 
trends – accelerated by the continuing 
digitisation of the workplace – are 
fuelling the move towards UC&C. 

Those trends bring mobile network 
operators major opportunities. They 
can offer a new generation of hosted 
services: bundled solutions that 
integrate and manage their customers’ 
entire array of communications 
and collaboration needs across 
all platforms, devices, channels, 
and locations.

The evolution of enterprise 
communication and 
collaboration

What’s happening in the enterprise 
market is a natural progression. It 
began with fixed-mobile convergence 
(FMC), which focused primarily on 
managing enterprise voice connections 
and meeting customers’ needs. It 
employed advances such as business 
telephone features on mobile devices, 
call control from the desktop, corporate 
directory access through a single 
number for both fixed line and mobile, 
and integration between regular and 
Internet Protocol (IP) phones. 

Unified communications (UC) came 
next, and it built on the convergence 
of fixed and mobile by introducing 
collaborative applications. Those 
included integrated voice, email and 
instant messaging, audio conferencing, 
and corporate presence on mobile. The 
focus shifted significantly from voice to 
data and brought software providers 
into the solution ecosystem.

Next, mobile UC integrated multiple 
mobile and fixed devices, locations, 
and applications to offer seamless 
communication at any time and 
place across voice, data, and video. 
The features a mobile-UC solution 
commonly supports include integrated 
audio, web and video conferencing, 
and integration with collaboration 
software, business applications, and 
Web 2.0-type applications. 

Each successive wave of development 
has introduced more participants and 
more complexity to the value chain. 
The companies looking to buy hosted, 
unified communications services often 
think of those services as primarily 
software rather than connectivity 
solutions. UC&C solutions currently 
available from software suppliers and 
over-the-top players are subsequently 
perceived as more compelling and 
attractive than those from mobile 
network operators. And that opens 
up the risk of operators being left 
handling the ‘dumb pipe’ connectivity 
component of a rich UC&C future. 
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Choosing a course for enhanced 
communication offerings 

We see five key questions arising for 
MNOs exploring opportunities to 
strengthen their position in UC&C:

1. Where is UC&C taking the 
communications industry and 
its solutions for customers? 
Specifically, how does it link to 
digital transformation – and what 
impacts will it have on the way 
organisations interact internally 
and externally?

2. Is buying fixed-line service 
providers the only way for MNOs 
to ensure fixed-line levels of service 
quality and reliability or does LTE 
and network off-loading provide 
realistic  alternatives?

3. In what ways does the growth 
legacy of MNOs strengthen or 
weaken their efforts to capture and 
retain the market, meeting future 
demands through innovation as 
UC&C evolves?

4. What partnership models should 
mobile network operators be 
exploring across the UC&C value 
chain to better serve their market?

5. How do you reassure and support 
enterprises (plus the regulators that 
govern them) around the security 
and integrity of their data?

To fight back against the threat of 
disintermediation, many operators 
around the world have been acquiring 
fixed-line assets and operations as part 
of becoming holistic communications 
providers. Others, with no fixed 
presence, have been promoting 4G 
as a viable alternative to fixed Wi-Fi, 
removing the need for a fixed link in a 
UC&C bundle for customers. Others are 
exploring collaborations to pool their 
investments in networks, applications, 
and services as a holistic offering in 
underexplored markets. At least one 
mobile network operator is taking the 
approach globally of acquiring adjacent 
technology companies to improve 
its capabilities in areas like data 
management and off-loading. 

In every case, the goal is to offer a 
bundled solution that gives customers 
seamless connectivity from a single 
source. Businesses demand solutions 
that are clearly valuable; are easy to 
roll out and use; give users a strong and 
consistently positive experience; aren’t 
dependent on a particular device; 

respect users’ privacy needs; and 
protect the valuable information and 
data of the business.

The opportunity of unifying 
communications and 
collaboration

The sheer size of the potential market 
for UC&C solutions is still becoming 
clear. It’s also becoming evident that 
the voice-centric FMC services that 
many operators have been offering 
meet only a limited – albeit significant – 
element of the demand for UC&C.

Calculating the true size of the UC&C 
market is complicated by variations in 
definition, reporting, and commercial 
models. But industry research suggests 
that UC&C – and particularly mobile 
UC – revenues are set to grow strongly 
in the coming years. Take Europe, the 
Middle East, and Africa (EMEA) as an 
example. IDC projects revenue from 
UC&C services in EMEA to rise from 
US$7.7bn in 2012 to US$11.7bn in 
2016, with mobile UC being the fastest-
growing component at a compound 
annual growth rate of 32% (see 
Figure  1).

Mobile unified communications: an unexplored opportunity

Figure 1: Growth forecast for UC&C services in Europe, the Middle East and Africa

Source: IDC – World & EMEA Unified Communications and Collaboration 2011–2016 Market Forecast.
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Clearly, mobile network operators have 
an opportunity to expand from their 
current base in FMC and to harness the 
momentum of moving to UC&C. 

It’s important to be aware that each 
wave of UC&C solutions has absorbed 
the previous waves rather than swept 
them away. That’s because business 
customers still value the features fixed-
mobile convergence provides even as 
they recognise them as the foundation 
for more data-orientated services. 

To realise the benefits mobile UC offers, 
enterprises face a number of challenges 
and concerns – issues such as legacy 
estates, complexity, cost, reliability, and 
security/control. For communications 
providers to put together an appealing 
and comprehensive end-to-end service, 
they have to understand the challenges 
and make sure that what they offer 
addresses those challenges.

For example, within a single 
organisation that has embraced 
‘bring your own device’, employees 
often use devices (smartphones, 
tablets, functional phones) with 
widely differing capabilities. This 
fragmentation limits the potential 
for users to have easy access and a 
consistent experience of standardised 
corporate applications. Setting-up the 
devices for and engaging users gets 
harder, as does making sure everyone 
knows how to use them and the 
applications made available to them. 

If mobile-UC capabilities are 
introduced where integration and 
access are limited, or where people 
don’t understand how to use the 
mobile-UC services, then those services 
risk becoming redundant. They could 
fuel frustration and disengagement 
instead of value through collaboration. 
So, educating users through training 
and support is just as important as 
the actual provisioning of the mobile-
UC services. 

Mobile network operators’ experience 
in establishing highly secure networks 
can provide both a sales asset and 
design insight in developing an end-
to-end UC&C architecture. Global 
connectedness and the increasing 
complexity/speed of business 
interactions will ensure concerns 
about the location, ownership, and 
accessibility of critical data for the 
foreseeable future. Furthermore, 
privacy challenges will also arise as 
more businesses support ‘bring your 
own device’ and enable access from 
any device or location. How they retain 
controlled access while segregating 
users’ work and private data is one such 
challenge that is regularly posed. 

For mobile operators to be in the 
best position to address concerns, 
they need to remain aware of generic 
and unique concerns. Particularly 
where they envision offering wider 
software, platform, or infrastructure as 
hosted services. 

Network quality is another major 
concern for enterprises. The 
expectations established by fixed-line 
services allow no margin for faults 
or outages in mobile connectivity. To 
allay these concerns and guarantee the 
required levels of service quality, mobile 
operators already are exploring network 
optimisation and offloading techniques 
(i.e. femtocells, Wi-Fi hotspots). 

Considerations: the business 
customer’s size and industry 

Mobile-UC providers also must consider 
the size of the customer’s organisation. 
In a large corporation, for instance, a 
centralised programme to distribute 
authorised, secure applications and 
data services to the workforce, whether 
on employee-owned or corporate 
devices, is likely to determine take-up. 
In contrast, small-office/home-office 
or small-and-medium-sized-enterprise 
customers are likely to adopt mobile UC 
more like a consumer would. They’ll 
look for familiar types of services that 
work on the devices they like. 

End users themselves will also be 
seeking the same degree of flexibility 
and accessibility in their working 
lives that they’re used to at home. 
Particularly for large enterprises, the 
ability to create a high standard of 
digital experience through mobile UC 
may be critical in attracting, engaging, 
and retaining talent. 

Calculating the true size of the UC&C market is complicated by variations in 
definition, reporting, and commercial models. But industry research suggests 
that UC&C – and particularly mobile UC – revenues are set to grow strongly 
in the coming years. For example, IDC projects revenue from UC&C services  
in EMEA to rise from US$7.7bn in 2012 to US$11.7bn in 2016, with mobile 
UC being the fastest-growing component at a compound annual growth rate 
of 32%. 
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Besides developing and delivering 
mobile-UC offerings segmented by size 
of customer, there are opportunities 
to target solutions at specific industry 
sectors. Mobile network operators 
can tailor vertical offerings based on 
partner vendors’ component solutions 
(e.g. applications) that rely on data – to 
deliver across their own fast, reliable, 
secure, and intelligently orchestrated 
networks (see Figure 2). 

By connecting and integrating the 
various components of the solution, 
the operator delivering the service can 
orchestrate a compelling customer 
experience irrespective of device or 
location. And the company can give 

access to applications and services of 
specific interest to customers in the 
target industry.

The need to manage a complex 
ecosystem and keep the 
customer

Operators entering mobile-UC need 
to have a well-developed ability to 
collaborate and integrate with third 
parties. As Figure 3 shows, the solution 
value chain now consists of at least 
seven distinct types of businesses. 
This creates a complex ecosystem that 
operators will need to manage and 
coordinate in order to package and 
deliver successful offerings.

Given the sheer range of capabilities 
involved, it’s unlikely that any single 
mobile network operator could source 
all the components of an end-to-end 
mobile-UC solution in-house. A need to 
access greater capabilities always raises 
the question of whether to build them 
or buy them. The fact that these service 
components currently are outside 
mobile operators’ core competencies 
and asset base means that either 
acquiring or developing creates 
significant risks.

Instead, most operators are better 
placed to develop partnerships to 
deliver the UC&C solutions that 
customers want. Operators currently 

Mobile unified communications: an unexplored opportunity

Figure 2: Customer-orientated UC&C solutions tailored for various vertical industries

Figure 3: Seven types of participants in the UC&C/mobile-UC value chain 
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tend to focus on services that address 
mainly the voice-based features of 
fixed-mobile convergence. So the 
quickest and lowest-risk route to 
offering the more integrated data 
services of true UC&C lies in aligning 
with various complementary partners, 
including both current players and 
new entrants. With partners in 
place, operators can draw on their 
core capabilities to orchestrate and 
harmonise the integration and manage 
the handovers between them. 

A crucial point: this approach lets the 
mobile network operator continue to 
own the overall customer relationship 
rather than be relegated to the status of 
an easily exchangeable commodity. 

Mobile operators’ strengths in 
unified communications

As they seek to capitalise on the 
opportunities in UC&C, mobile network 
operators face significant challenges. 
But they can bring a number of 
established strengths to bear:

Strategy & proposition 
Mobile network operators can draw 
on their proven capabilities and assets 
in areas like networks, mobile, voice, 
security, and billing to develop a stable 
platform and offer reliable services 
to customers in a modular, flexible 
way that supports their working styles 
and needs. 

Operators often have demonstrated 
their ability to integrate third-party 
products, features, and services into 
what they offer. Continuing to do so 
will help them meet and adapt to the 
changing needs of customers through 
cost-effective and efficient services. 

By mining the huge amounts of 
location-contextualised information 
they collect from their customers, 
they and their partners can 
generate valuable commercial and 
service insights.

Their names may be well known in 
households, but mobile operators’ 
brand associations actually can hinder 
them in starting to host UC&C. That’s 
because many enterprise customers 
still perceive them largely as being 
solely mobile providers rather than 

suppliers of fixed-line or broader UC&C 
offerings. Operators need to correct 
these perceptions through marketing – 
backed up by how well they perform.

Appreciating the complexity of the 
evolving enterprise customer, operators 
will have a clear strategy for acquiring 
UC&C customers – on the right 
solutions – particularly large operators 
in multiple markets. With the right 
strategy they can allocate resources 
for research and development wisely. 
This will help them create a better 
experience for their customers; one 
that is less costly to support, globally 
consistent, and more compelling to 
large multinational corporations. 

People & governance 
Many operators have highly skilled 
workers with experience in developing, 
integrating, and launching mobile 
and fixed services. But operators that, 
besides having a dynamic culture, insist 
on being smart about finding resources 
and collaborating will enhance their 
employees’ and their companies’ level 
of skill – and will create the compelling 
experiences their customers want.

In attempting to implement end-to-end 
accountability for service, customers’ 
experience, and technology, mobile 
operators risk slowing down decision 
making. To avoid that problem, 
they need to be sure they have well-
governed, efficient processes with clear, 
end-to-end visibility and accountability. 

Operating model & process
The size of a mobile operator’s 
organisation and the area it covers 
often lend themselves to collecting and 
harnessing a wide range of learning 
and best practices from multiple 
territories. That breadth helps them 
enhance and enrich their offerings 
and complements the strong processes 
many already have for activities such as 
‘lead-to-cash’. 

Operators’ legacy and experience also 
grant them good insights into the 
digital operating models that would 
support UC&C services. 

The evolution of mobile operators has 
resulted in differences in operating 
models from those of fixed-line 

providers and software suppliers. So 
each kind of organisation can find 
it hard to integrate or develop the 
processes, people, and expectations of 
the other. Compounding that challenge 
is the inherent difficulty of reporting 
and monitoring a UC&C proposition, 
which requires reaching across 
divisions – e.g. fixed, mobile, content – 
and, potentially, partner organisations 
as well.

Technology & partners
The larger mobile operators with 
sufficient size and market strength 
have opportunities to partner with 
leading global vendors and to influence 
the development of solutions that 
best serve their end-to-end offering. 
Operators typically benefit from a wide 
array of technical implementation 
experiences and legacy assets such as 
application programming interfaces , 
which can aid integration and can help 
lay the foundation for ‘plug-and-play’ 
UC&C components. 

Yet mobile operators, particularly those 
with activities spread around the world, 
often face different maturity levels 
in their markets and, subsequently, 
widely varying network infrastructures, 
OSS/BSS stacks, and partner 
relationships. This fragmentation 
can make standardisation difficult. 
And it increases the complexity of 
implementing initially, resulting 
in higher costs to integrate with 
existing systems. 

Externally, mobile operators’ market 
advantages in UC&C include their 
proven network infrastructure, known 
brands, strong billing mechanisms 
and sound reputations for service 
connectivity and data security. 
Significantly, the over-the-top players 
rarely guarantee a level of service, so 
operators may have opportunities to 
add their own guarantee and resell the 
over-the-top providers’ services. 

A further strength of mobile 
network operators is that they ‘own’ 
the customer through an explicit 
agreement that legally protects the user 
on issues including not just security 
and reliability, but also an agreed point 
of contact. Increasing that advantage 
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is operators’ retail presence and the 
comfort for customers of being able 
to speak to a company representative 
face-to-face – something over-the-top 
players rarely offer. 

Mobile operators face a wall of market 
noise and hype around their over-the-
top competitors, which has prompted 
many to start offering their own free, 
over-the-top software to customers. 
Competition is intensifying as software 
vendors (new and old) and major 
global systems integrators expand 
along the value chain. The main threats 
are how actively consumers will take up 
and use the growing array of over-the-
top services, and whether operators 
can retain ownership of the customer 
across different platforms. They may 
have to choose between acquiring fixed 
infrastructure to support what they 
offer (e.g. Wi-Fi as part of the mobile-
UC experience) or instead focusing on 
the customer service they provide. If 
the latter, they may need to take lessons 
from other industries in how to offer 
rich experiences based on their core 
connectivity over any platform. 

Five actions to regain market 
leadership

Mobile network operators are trying 
to close the gap opened by the success 
that the software and over-the-top 
players have had in UC&C and even 
mobile UC. Our view is that operators 
need to take five steps to reposition 
themselves for success in this fast-
evolving market:

1. Pay more attention to customers’ 
values and perceptions. In general, 
businesses and consumers using 
UC&C services expect to be 
connected constantly and to feel 
confident that their provider 
values them highly. They want a 
seamless experience that meets 
all their communication and 
collaboration needs in a consistent 
and integrated way. So the starting 
point for a successful UC&C 
strategy and portfolio of offerings 
is to understand clearly which 

customers to serve, and to identify 
what’s required in serving those 
specific customers efficiently. 
This level of understanding helps 
operators to design their offerings, 
to present them alongside their 
other offerings, to guide customers 
as the UC&C services mature, and to 
support the services subsequently. 

2. Focus on establishing clear and 
well-governed operating models. 
Establishing rigorous, efficient and 
well-governed end-to-end processes, 
policies and operating models is 
vital to develop and deliver winning 
UC&C services. The processes need 
to make sure that businesses – both 
internal and third-party – can 
integrate and work as one to give 
customers exactly what they want. 
Equally important is to have the 
right people in the right roles with 
the right levels of ownership. The 
governance for this model needs 
to make sure operators have the 
information, support services, 
and authority to make decisions 
and push through actions to 
implement them. 

3. Develop strong, integrated 
partnerships wherever appropriate. 
As the complex value chains and 
ecosystems supporting UC&C 
solutions take shape, operators 
need to identify where they can 
best play in these ecosystems. And, 
how they can select and collaborate 
most effectively (e.g. resellers, 
alliances, joint ventures) with the 
right partners (including other 
operators). They can’t expect to 
deliver all the diverse components 
from their own internal resources. 
But mobile network operators are 
positioned well to form and sustain 
partnerships – depending on the 
relevant geographical factors and 
mix of service offerings – that 
let them manage an end-to-end 
solution and still retain ownership 
of the customer.

4. Develop industry-focused 
propositions. A critical aspect of 
the ability to collaborate is the 
opportunity to partner with vertical-
industry specialists to create and 
offer rich, sector-specific UC&C 
solutions geared to the needs of 
customers in various industries. 
Operators that achieve that degree 
of vertical specialisation can 
differentiate their service offerings 
on factors beyond reliability, 
efficiency and security – the generic 
criteria. Often-cited examples 
include expert access in healthcare 
and education and disaster recovery 
in transport. In many cases, 
operators will need to be able to 
apply analytics to ‘big data’ with 
enough sophistication to create 
insights they can act on if they’re to 
gain the ability to achieve the right 
level of focus on an industry.

5. Build an open, agile and secure 
platform. As the UC&C/mobile-
UC marketplace evolves and 
expands, operators must be sure 
their technology infrastructure 
and network platforms can adapt 
to changes the future will bring. 
They must prepare for the future 
with solutions that are not only 
innovative but also backwards-
compatible and component-based, 
allowing new components to be 
swapped in and out without end-
to-end reengineering. That in turn 
requires striking a fine balance 
between creating an adaptable, 
flexible ‘plug-and-play’ at the front 
end, and building in the strength, 
security and 100% availability that 
customers expect and demand. 
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Conclusion: no time to lose
From global multinational corporations 
to small- and medium-sized enterprises 
and even small-office/home-office  
operations, today’s business 
customers are seeking a single digital 
communications source that connects 
them seamlessly to one another and the 
outside world. They want this solution 
to give them a simple user interface 
that meets all their UC&C needs by 
integrating, managing and drawing 
on a complex web of solutions and 
capabilities. Such an offering is now 
much more than a vision of something 
that would be nice to have. The former 

vision is rapidly proving that it produces 
business value for more and more 
business customers worldwide.

For operators, the choice is clear: either 
decide and take steps to create for 
customers the wrapper and the front 
end of the new generation of mobile 
UC&C solutions or accept a role as a 
component in someone else’s ecosystem. 
To date, their software and over-the-
top competitors have been taking the 
lead. Mobile network operators need to 
improve their game in UC&C services, 
and fast – or they soon may find they’ve 
lost too much ground to make up.

 
 

Mobile operators face a wall of market noise and hype around their over-the-
top competitors, which has prompted many to start offering their own free, 
over-the-top software to customers. Competition is intensifying as software 
vendors (new and old) and major global systems integrators expand along 
the value chain. 
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Solving the spectrum crunch: reduce, reuse, recycle

In recent years, mobile network traffic has more than 
doubled annually for many operators. Although they’re 
investing hundreds of billions of dollars in added 
infrastructure, their ability to meet customers’ demands is 
restricted by one limited resource – wireless spectrum. To 
make the most of this precious resource, operators need to 
develop and implement strategies that embrace a familiar 
approach: reduce, reuse and recycle. The sustainability of 
the mobile industry may just depend on it.
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For decades, spectrum was considered 
to be abundant – a virtually unlimited 
resource. It was divvied up among 
private and public users and was 
licensed and left freely available. 
Governments allocated it to support 
economic, political, and social 
agendas. But – like air, water and even 
precious metals – wireless spectrum 
is both a vital and a severely limited 
natural resource. 

As the use of mobile communications 
has grown over the last 30 years, the 
crucial role spectrum plays has become 
evident. For mobile-network operators, 
spectrum is an element of their success 
and, arguably, the lifeblood of their 
very existence.

Today, spectrum’s role is becoming 
even more critical and its management 
more complicated. Because of band 
fragmentation and device limitations, 
spectrum plans must be coordinated 
better with global-standards bodies 
and equipment manufacturers. The 
emergence of heterogeneous networks 
and active infrastructure models 
also makes managing spectrum 

more complex. Such technological 
advances may promise large benefits 
to operators, but how well spectrum 
planning and management approaches 
can keep up is questionable, at best.

Mobile network operators know 
spectrum plays an important role 
in their businesses, yet they often 
minimise the need for good spectrum 
strategy and management and 
delegate both to low levels of their 
organisations. With demand soaring 
and supply constrained, the time has 
come for mobile network operators 
to treat spectrum as the critical and 
limited asset that it is.

From here on, operators should list on 
their leadership agendas the efficient 
use of spectrum – and the billions of 
dollars of capital that often supports 
it. Rather than viewing spectrum as a 
one-time acquisition to buy, deploy and 
then forget about, operators should 
see spectrum as a renewable resource 
to manage, reclaim and redeploy (see 
Figure 1). Doing so requires companies 
to reconsider their existing practices 
for managing spectrum, and to learn 

important lessons from the reduce, 
reuse and recycle approach that’s 
widely employed for natural resources.

Our work with mobile network 
operators around the globe has shown 
clearly that thinking of spectrum 
management as a life cycle, rather 
than as discrete activities, is quickly 
becoming a leading practice. From 
planning and acquiring to clearing and 
deploying, to decommissioning and 
‘refarming’, the spectrum management 
life cycle gives operators an opportunity 
to approach their most valuable 
resource differently. 

Managing spectrum is also becoming a 
team sport. As constraints mount, what 
once was limited to the network and 
government affairs organisations today 
requires the participation of many. For 
spectrum to be managed effectively, 
the finance, legal, technology, product, 
marketing, sales, and care teams 
all must participate actively in a 
synchronised approach and with cross-
functional alignment.
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as Wi-Fi offloading at home, work, 
and public venues, are increasingly 
important. Incorporating those 
strategies in spectrum plans and 
acquisition strategies – and accounting 
for their cost and for how they 
affect the customer’s experience – is 
critical to moderating the growth of 
spectrum requirements.

Plan

“When you’re dying of thirst it’s too late 
to think about digging a well” advises 
an ancient Japanese proverb. Likewise, 
the time to make sure you have enough 
spectrum to meet the growing demand 
of your customers is before you run out.

As operators formulate strategies for 
the future of spectrum, they need to 
balance meeting the expectations of 

existing customers with developing 
road maps for the long-term evolution 
of devices and technology that will 
enable them to meet customers’ 
demands in the future. Given the 
long lead times and the high costs 
involved in acquiring or redeploying 
spectrum, having a sound strategy and 
plans in place is vital in minimising 
potential disruptions. 

Spectrum plans also should take into 
account both supply and demand. 
Plans for meeting demand often have 
to be shifted to account for expected 
growth in subscribers and usage, as 
well as for patterns of demand that 
shift. That’s critical to planning for 
spectrum needs. For example, in recent 
years the use of mobile devices has 
gone indoors, dramatically. According 
to research conducted by Cisco1 close 
to 80% of mobile-data use is now 
indoor and nomadic – after many 
operators have invested steeply in 
outdoor coverage, capacity, and poorly 
propagating spectrum. 

On the other hand, to meet demand, 
supply plans should be based on an 
evaluation of the availability and cost 
of spectrum, as well as alternatives 
for reducing demand or for improving 
the  reuse of spectrum. Good spectrum 
management incorporates the network 
technology plan of the operator as 
well as the road maps of important 
suppliers and their expected ability 
to support multiple frequency bands. 
Failing to do so has caught some 
operators flat-footed. Those in the 
US, China, and Japan that found 
themselves unable to introduce popular 
smartphones onto their networks due 
to incompatibilities with their spectrum 
position and network technologies were 
significantly challenged in retaining 
and attracting subscribers. 

Mobile network operators also should 
exploit developments in the mobile 

The following pages outline some 
elements of a successful approach 
to managing the spectrum life cycle. 
The approach targets sustainability 
and maximising return on capital 
by reducing, reusing and recycling 
precious spectrum resources.

Reducing demand for 
spectrum 
Thinking about how to reduce the 
demand for spectrum – though it 
sounds counterintuitive – is the first 
step to take in managing the spectrum 
life cycle. Because spectrum is a 
limited resource, the demand for it 
needs to be balanced with pricing 
services appropriately, configuring 
devices, managing the network, and 
even educating customers. Strategies 
for how to reduce demand, such 

Figure 1: The spectrum life cycle
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Thinking of spectrum management as a life cycle, rather than as discrete 
activities, is quickly becoming a leading practice.
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ecosystem to fulfil the capacity 
requirements they anticipate, rather 
than rely solely on adding spectrum 
as a quick solution. Spectrum being 
scarce has encouraged advances in 
network technologies and designs to 
boost the value of broader ranges of 
spectrum and to optimise network 
performance using existing spectrum. 
The most obvious advances involve the 
LTE standard, which makes possible 
not only higher data speeds but 
also more efficient use of spectrum, 
through the use of technologies 
such as MIMO antennas. And LTE-
Advanced – or Release 10 – improves 
the network by increasing spectral 
efficiency and making it possible to 
aggregate multiple spectrum bands 
and get the best performance out of 
heterogeneous networks.

The continuing advances in antenna 
and signal-processing technologies 
are beginning to help mitigate such 
issues by enabling devices to operate 
on a larger number of disparate 
bands. Operators that adopt advanced 
network technologies such as 4G LTE, 
though, still face considerations of 
compatibility and roaming. To date, 
LTE networks have been deployed 
in more than 15 bands worldwide, 
and most of those deployments lack 
interoperability with others. Additional 
networks have been announced that 
will expand the number of disparate 
bands to nearly 40 by 2015.2  This issue 
is critical for operators in Europe, Latin 
America and Asia, in particular, where 
customers frequently use international 
roaming and where interoperability is a 
core requirement.

Acquire

Operators worldwide are confronted 
with a constant battle to get enough 
spectrum to satisfy consumers’ 
seemingly inexhaustible demand for 
broadband capacity. But spectrum 
is naturally limited and is shared 
among many user communities. 
Depending on its electromagnetic 
properties, including frequency and 
wavelength, spectrum has a market 
value that reflects its ability to carry 
communications traffic. Not all 

spectrum is considered equal, and only 
a relatively small subset of spectrum 
is ideal for communications. Within 
that pool there isn’t enough for every 
mobile network operator or potential 
application to benefit.

Consolidation in the industry is limiting 
the available spectrum even more, as 
a select few operators in each country 
accrue ownership. Traditional sources 
of new spectrum, such as government 
auctions, no longer consistently 
present fertile ground, as much of the 
available spectrum in many countries 
already has been licensed commercially 
or reserved for other public and 
government  interests. 

As a result, operators are limited in 
their ability to grow satisfactorily in 
mobile communications. That ability is 
coming to rely on acquiring spectrum 
from alternative sources, refarming 
existing spectrum from older 2G and 
even 3G technologies or supplementing 
current spectrum positions with less 
favourable spectrum that emerging 
technologies now make attractive 
enough to consider using. 

Given these constraints, operators that 
can access the right amount of the most 
desirable sets of spectrum can reduce 
their capital and operational expenses 
significantly. That, in turn, boosts their 
profitability and their ability to invest 
in growth initiatives. Spectrum is a 
true source of competitive advantage, 
and operators seldom turn down an 
opportunity to add to their portfolio, 
especially for prized frequencies. In the 
US alone during the first half of 2013, 
a number of mergers and acquisitions 
centred on spectrum. Among them 
were the combination of T-Mobile USA 
with MetroPCS3; and Sprint’s purchase 
of Clearwire4 and the subsequent 
acquisition of Sprint by Softbank.5  
But not all spectrum is worth the asking 
price, and often significant ‘hidden 
costs’ need to be accounted for in any 
acquisition strategy. Governments 
license spectrum through regulation. 
And they apply various instruments, 
such as build-out timelines, coverage 
requirements, spectrum caps and other 
auction rules, to foster competition and 
make sure advanced communications 

are accessible to as many of their 
citizens as possible. New entrants, 
ranging from Internet companies to the 
public safety community, have emerged 
to weigh in on spectrum rules – and 
usually not in favour of mobile network 
operators continuing to dominate. 
Loud calls for additional rules such 
as network neutrality and for more 
unlicensed spectrum make valuing 
spectrum acquisitions even riskier and 
more complex.

Recognising the need for change 
and the critical role that spectrum 
plays in their economies, some 
governments have begun to change 
their spectrum policy models to bring 
about improvements. For example, 
in the US, the Executive Office of the 
President has mandated that 500 
MHz of additional spectrum be made 
available for use in mobile networks 
over the ten-year period of 2010-
2020. In this joint effort, commercial 
organisations, government regulators 
and incumbent federal licensees are 
focusing on identifying government-
licensed spectrum that can be turned 
over to commercial use.

As governments work to free additional 
spectrum, understanding the properties 
of proposed bands is critical. Most 
of the candidate spectrum is higher-
frequency bands, which generally are 
best suited to short-distance services 
such as Wi-Fi rather than to the more 
robust cellular communications. 

The more desirable spectrum, which 
tends to be found in lower-frequency 
bands, typically faces greater resistance 
to reallocation. Incumbent licensees are 
less willing to vacate prime holdings 
due to the lack of alternatives, the 
long cycles for developing replacement 
systems and the limited funding 
to support upgrading equipment. 
Submissions to the US Federal 
Communications Commission in one 
recent proceeding indicated that more 
than 20 years would be required to 
improve and deploy receivers that 
would eliminate interference from 
a spectrum band adjacent to GPS 
signals. A study by the US National 
Telecommunications and Information 
Administration forecasted a relocation 
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As mobile network operators look to use either newly 
acquired or refarmed spectrum efficiently, they shouldn’t 
overlook the potential for actively sharing spectrum 
with other operators. Similar to sharing towers, active 
spectrum sharing lets operators work together to pool 
their spectrum resources and give better service to their 
respective customers. One benefit in particular is that it 
allows operators to resolve congestion issues for voice 
and data services effectively, especially in urban areas 
where acquiring new sites could be difficult and costly. 

Sharing spectrum has been relatively unexplored in 
the US, but the opportunity is being pursued in other 
markets around the world. The 3GPP organisation has 
announced two standards that let operators share Radio 
Access Network (RAN) resources, including spectrum, to 
serve customers more efficiently. And several equipment 
suppliers – including Huawei and Nokia Siemens 
Networks – offer products that allow operators to share 
spectrum resources.

According to the GSMA, several countries already are 
sharing networks or considering doing so. In the UK, 
Vodafone and O211 have an agreement for sharing RAN. 
For operators trying to improve their profitability, sharing 
networks can become critical in reducing deployment 
and operating costs. 

Regulators are now looking for options to go beyond 
actively sharing networks and to develop policies for 
the sharing of spectrum by multiple operators. The UK 
telecom regulator, Ofcom, recently asked the market 
for input on how best to implement spectrum sharing to 
cater to the exploding demand for data. Ofcom estimates 
that the need for mobile-data capacity will increase by 
80 times by 2030. To help operators satisfy the demand, 
what’s called for is a new regulatory strategy that 
addresses how to use spectrum resources effectively. 
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Operators need to plan for timelines 
and costs when deploying spectrum 
already encumbered with other 
licensees, such as will be the case with 
the upcoming broadcast spectrum to 
be auctioned off in the US in 2014. 
And in Europe, several countries – 
including the UK, France, Germany, 
Finland, Sweden, Denmark and Spain 
– currently are working on redeploying 
the broadcast spectrum for mobile 
broadband services. 

Experience shows that a delay in any 
one step in the network deployment 
chain creates a domino effect on 
other activities. A delay can result in 
programme slippage and unanticipated 
cost overruns, not to mention 
negative press and negative effects 
on customers’ satisfaction. Tightly 
coordinating the schedule among 
spectrum management, network 
design, technology development 
and network deployment – as well 
as with any external parties, such as 
government agencies and incumbent 
licensee holders – will reduce overall 
deployment times and costs. 

Utilise

Mobile networks are rarely static 
operations. The continual addition 
of capacity, new sites, and advanced 
technologies means that spectrum 
plans are changing frequently. But 
many operators fail to recognise that if 
their network is to evolve organically, 
using expensive spectrum resources is 
often less than optimal.

One mobile network operator we 
worked with to turn its network 
performance around, for example, 
found that some portions of its 
spectrum assets were being used nearly 
ten times as much as others. That 
meant subscribers with calls being 
held on overused channels were more 
susceptible to internal interference, 
which led to reduced call quality and 
higher dropped-call rates. The fact 
that valuable portions of the spectrum 
portfolio were being underused 
reduced the company’s return on 
investment. Rebalancing how spectrum 
was being used not only enhanced 

cost of US$17.8bn to repurpose just 95 
MHz of spectrum in the 1.7 GHz band.6  
Such costs typically must be either 
recouped through spectrum auctions, 
resulting in high licence costs, or 
funded by new licensees after the fact.

Although they’re just one piece of 
the puzzle, operators’ government 
affairs and public policy organisations 
must continue to play an active role 
in making sure regulators overcome 
these hurdles and keep trying to 
make additional spectrum available. 
Operators’ effectiveness in lobbying 
legislatures and regulators has been 
uneven in recent years, as regulators 
around the world are pressed to 
answer to a larger, more vocal 
base of constituents with diverse 
agendas. To reverse this decline in 
influence, operators need to redouble 
their efforts. Both independently 
and in combination with industry 
organisations, they need to look for 
sources of spectrum that have been 
limited to government or scientific use, 
maintain pressure on regulators to 
expedite spectrum auctions, and apply 
intelligent spectrum caps. 

Models for sharing spectrum 
are emerging as an area worth 
investigating. Today, mobile network 
operators have a unique chance to 
help craft rules that can make sharing 
more suitable to commercial operation 
through defining prioritisation schemas 
and secondary licence registration. 
These steps could lead to a prime 
opportunity to influence the evolution 
of both active and passive network 
sharing. Alternative approaches, such 
as repacking spectrum for government 
users, might also offer significant 
dividends. And jointly developing 
filters for equipment and devices also 
could help yield candidate spectrum by 
keeping channels more secure and less 
susceptible to interference.

To pursue their objectives for acquiring 
spectrum, mobile network operators 
should evaluate how they view 
government with a focus on partnering 
with regulators as they reset current 
policy and examine new spectrum 
models. They should collaborate 

with government agencies to develop 
testing procedures and host testing 
environments for incumbents to find 
spectrum suitable for relocation. 
By collaborating with government, 
operators can expedite pre-transition 
analysis and can help direct analysis 
to more attractive cellular bands 
that otherwise might be overlooked 
as candidates. 

Accelerating spectrum 
reuse
Terrestrial mobile communications 
networks are, at their core, all about 
reuse. In the early days of the industry, 
the very term ‘cellular’ was borrowed 
from biology to convey the similarities 
between individual coverage zones and 
the need to reuse spectrum channels 
in various geographic areas. But 
reusing spectrum is often overlooked 
in designing, deploying and managing 
mobile networks. With demand growing 
and new technologies like small cells 
emerging, reuse is back in the spotlight.

Deploy

An effective spectrum strategy depends 
on a well-executed deployment. But 
operators must think of deployment, 
which can last months or even years 
depending on the size and complexity 
of the network, as more than just 
sourcing, certifying, installing, and 
activating network equipment. In an 
environment of constrained spectrum 
resources, deployment also needs 
to include considering how to clear 
spectrum and planning how to reuse it 
efficiently throughout the network.

The need to clear spectrum is a relatively 
new phenomenon, caused by increased 
congestion and reallocating high-value 
bands to more efficient uses. Clearing 
may seem straightforward – merely 
getting the incumbent user to stop using 
the spectrum – but it rarely is. Clearing 
activities can take years. Constraining 
the process may be the availability of 
replacement equipment, objections from 
incumbent users, legal and regulatory 
approval processes and appeals, and 
even interference issues with adjacent 
user communities.
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To stay ahead of the rising demand for spectrum, leaders need to think 
innovatively about managing spectrum as a life cycle, not an activity. To be 
effective, spectrum management must span planning, acquiring, clearing, 
deploying, decommissioning, and refarming.

Our recent study “Clearing the 
way: 2012 outlook for network 
decommissioning” indicates that 
nearly 90% of wireline and more than 
60% of wireless operators intend to 
decommission a legacy network in the 
next five years.8 Wanting to reduce 
operating costs is primarily what’s 
behind this trend. But operators 
also name improving the customer’s 
experience, eliminating redundant or 
overlapping networks, and shifting 
traffic to more efficient networks as 
typical objectives.

Decommissioning promises to help 
make spectrum available, but it also 
has tremendous risks. Cost overruns, 
operational impacts, customer churn, 
and regulatory violations – all are 
among the worst concerns mobile 
network operators have about 
decommissioning a network.9  

One large operator we worked with was 
nearly too late in realising the negative 
impact its decommissioning was going 
to have on its most valuable enterprise 
customers. Millions of enterprise 
subscribers had to be migrated from its 
legacy network to its next-generation 
network. Then with only months to go, 
the products, services, and coverage of 
the two networks didn’t align, risking 
tremendous churn and dissatisfaction. 
The operator rapidly mobilised a 
programme to manage the migration 
effort, prioritised migrations to retain 
the most valuable customers and 
analysed requirements for all migrating 
customers. With a lot of hard work, the 
migration was planned and completed 
on time with minimal losses.

Recycling spectrum for 
efficiency
The notion of recycling spectrum may 
seem odd but, as with all constrained 
natural resources, recycling has an 
effect and often can be an efficient 
way of gaining more effective capacity. 
Recent auctions have reallocated 
spectrum between users, such as 
shifting television spectrum to be 
used for mobile communications. 
What’s rapidly becoming a widely 
accepted and critical practice is for 
operators to decommission legacy 
mobile communications networks 
and refarming their spectrum 
for use in more efficient next-
generation networks.

Decommission

Decommissioning isn’t usually 
associated with the efficient use of 
spectrum. It’s a capability, though, 
that lets operators make a timely 
transition of spectrum from one, 
often outdated and inefficient, use to 
another. With the growth of traffic 
and with the constraints on spectrum 
demanding that traffic flow over 
only the most efficient networks 
possible, network decommissioning 
is rapidly becoming a requirement 
for mobile network operators. For 
example, Verizon Wireless recently 
announced that, less than three years 
since starting to construct its 4G LTE 
network, it now carries more than 
57% of its data traffic on this newer 
technology and has begun looking 
towards decommissioning its existing 
3G network.7  

Solving the spectrum crunch: reduce, reuse, recycle

customers’ experience – which helped 
to improve network performance to 
best-ever levels – but also made better 
use of the operator’s assets.

New technologies on the horizon 
promise to improve spectrum 
management and use. Self-optimising 
networks will, in theory, make the 
need to manually tune and optimise 
mobile networks nearly irrelevant. 
But such improvements won’t likely 
be realised for many years, as the pace 
of change must be balanced with the 
need to maintain legacy services and 
meet the needs of existing customers 
who have their own upgrade cycle and 
whose service expectations must not 
be compromised. 

Balancing the interests of services 
and subscribers on the one hand and 
capital investments and operational 
savings on the other demands a well-
defined plan so that operators can 
optimise all conditions and coordinate 
with all the stakeholders. Despite new 
technologies and advanced device 
portfolios, it’s largely migrating 
customers who dictate the migration 
path – by influencing the allocating 
of spectrum and planning of the 
network. Mobile network operators 
can try to get customers to migrate by 
offering device upgrades, attractive 
promotions and higher network speeds. 
But until movement in the subscriber 
base is substantial, operators will 
need to keep managing the use of 
spectrum effectively.
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operations, and finance, as well as from 
customer-facing product, marketing, 
sales, and care organisations, is needed 
to align all the functions and make 
high-quality decisions fast.

The rewards of effective refarming 
can be great. In one of the first major 
examples for a mobile network, Sprint 
finished turning off its 2G iDEN 
network in June 2013 and immediately 
began refarming portions of its 
valuable 800 MHz spectrum to enhance 
its 3G CDMA and 4G LTE networks.10  

That’s expected to increase capacity, 
enhance in-building penetration and 
add to the speed of its newest networks. 
And, decommissioning the redundant 
and underused legacy network also 
stands to reduce tower rents, utility 
costs, and maintenance overhead.

Conclusion: Consuming 
responsibly
Spectrum is a precious and constrained 
resource, and one not easily or quickly 
reallocated to new uses. In this world of 
rapidly growing demand for spectrum, 
effective and innovative approaches to 
its management are needed.

Mobile network operators should keep 
the efficient use of spectrum near the 
top of their leadership agendas. They 
should see spectrum as a renewable 
resource to manage, reclaim, and 
redeploy. Operators should recognise 
its high cost, limited availability and 
criticality to their businesses as reasons 
to treat spectrum as the priority it 
should be.

To stay ahead of the rising demand 
for spectrum, leaders need to think 
innovatively about managing spectrum 
as a life cycle, not an activity. To be 
effective, spectrum management must 
span planning, acquiring, clearing, 
deploying, decommissioning, and 
refarming. And, it can’t simply be 
relegated to the domain of network 
and government affairs organisations. 
The operator that manages spectrum 
effectively thinks of it as a team sport 

Despite the importance of network 
decommissioning capabilities, mobile 
network operators rarely focus on 
them. The demands of rapidly and 
efficiently deploying and operating 
networks are more than enough to 
keep most network executives fully 
occupied. Because operators see 
decommissioning the network as 
something they’ll do only once, few 
want to scale up resources and systems 
to support deinstallation, reverse 
logistics, and asset disposition. So, 
forming strong partnering relationships 
with professional services and 
engineering services firms that can 
offer incremental capabilities and 
‘bursts’ of capacity for decommissioning 
activities is paramount.

Refarm

The final step in the spectrum life 
cycle – if there really is such a thing as 
‘final’ in this never-ending process – is 
refarming. As new, unused spectrum 
becomes increasingly scarce, all mobile 
network operators eventually will face 
the need to refarm spectrum. They’ll 
need to turn off current services in 
some spectrum bands so as to replace 
them with newer technologies. 

Refarming offers the opportunity to 
use spectrum more efficiently by taking 
advantage of new technologies such 
as 4G LTE, which cram more ‘bits’ into 
every MHz of spectrum used. Given 
advances in network equipment, 
refarming also promises to increase 
reliability, enhance coverage, reduce 
space, decrease power usage, and lower 
operating costs in many cases.

The complexities involved in clearing 
incumbent users and refarming 
spectrum shouldn’t be underestimated, 
even when those users are within an 
operators’ own company. Successfully 
completing the transition demands 
time, resources and coordination. 
Building dedicated, cross-functional 
spectrum management teams of 
representatives from technology, 
engineering, government affairs, 

and requires all its teams to be aligned 
in a fully cross-functional approach.

Like using our other natural resources 
effectively, managing spectrum 
innovatively pays good dividends. It not 
only reduces the need for additional 
capital to buy spectrum, but it also 
promises to improve the customer’s 
experience and reduce operating costs. 
A successful management approach 
to the spectrum life cycle can make 
a big impact on a mobile network 
operator’s returns by reducing, reusing, 
and recycling the precious resource 
of spectrum.
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Footnotes

 1 Cisco, http://www.cisco.com/en/US/solutions/collateral/ns341/ns524/ns673/solution_overview_c22-642482.html.

 2 International Telecommunications Union, Tables 5.5-1 “E-UTRA Operating Bands” and 5.6.1-1 “E-UTRA Channel Bandwidth” of 3GPP TS 36.101.

 3 http://investor.t-mobile.com/phoenix.zhtml?c=177745&p=irol-newsArticle&ID=1813508&highlight=.

 4 http://newsroom.sprint.com/news-releases/sprint-completes-acquisition-of-clearwire.htm.

 5 http://newsroom.sprint.com/news-releases/sprint-and-softbank-announce-completion-of-merger.htm.

 6 An Assessment of the Viability of Accommodating Wireless Broadband in the 1755-1850 MHz Band, US Department of Commerce, March 2012.

 7 http://www.computerworld.com/s/article/9240403/Verizon_notches_500th_LTE_market_declares_initial_rollout_done.  

 8 http://www.pwc.com/gx/en/communications/publications/clearing-the-way-outlook-for-network-decommissioning.jhtml.

 9 Ibid.

10 http://www.fiercewireless.com/story/iden-shutdown-just-days-away-sprint-begins-800-mhz-refarming-cdma-lte/2013-06-26.

11 http://www.vodafone.com/content/index/media/group_press_releases/2012/uk_network_collaboration.html.
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Security risks and responses in an 
evolving telecommunications industry

Security risks and responses in an evolving telecommunications industry

Telecommunications reach deep into the daily circumstances 
of individuals, businesses, and governments. Telecoms, in 
fact, touches nearly everything and everyone, and, along 
with energy, forms a foundation upon which all other critical 
infrastructure operates. 

Therein lies the appeal to cyber adversaries. 

So, how is the industry combatting today’s threats?  
Following are highlights of our findings among industry 
respondents who participated in The Global State of 
Information Security® Survey 2014, a worldwide study 
conducted by PwC, CIO magazine, and CSO magazine.  

by Mark Lobel
Mark Lobel is a principal in the advisory practice 
of PwC US. For more information, contact Mark 
by phone at [1] 646 471 5731 or by email at 
mark.a.lobel@us.pwc.com.

For more information and to access the full 
results of The Global State of Information 
Security Survey 2014, visit www.pwc.com/
giss2014. 
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A successful cyber attack on a 
telecommunications operator could 
disrupt service for thousands of 
phone customers, sever Internet 
service for millions of consumers, 
cripple businesses, and shut down 
government operations. 

And there’s reason to worry: Cyber 
attacks against critical infrastructure 
are soaring. For instance, in 2012, the 
US Computer Emergency Readiness 
Team (US-CERT), a division of the 
Department of Homeland Security, 
processed approximately 190,000 cyber 
incidents involving US government 
agencies, critical infrastructure, and the 
department’s industry partners. This 
represents a 68% increase over 2011.1  

Keeping abreast of rapidly evolving 
cyber threats – and the ‘bad guys’ 
who would perpetrate them – is a 
priority for telecommunications 
organisations, including Cablevision 
Systems Corporation, a multiple system 
operator (MSO) whose properties 
include cable TV, an Internet service 
provider, and a high-circulation 
daily newspaper. 

“Like most MSOs, we are attuned 
to and follow the published reports 
denoting an increase in the detection 
of state-sponsored and cyber-terrorist 
activities, specifically as they relate to 
utilities and communication companies 
as targets,” says Jennifer Love, senior 
vice president of security operations for 
Cablevision. “We use information from 
various sources, including the industry 
and government, to identify risks and 
guide decisions.”

Telecoms operators are adept at 
protecting their networks. It’s also 
true that cyber adversaries employ the 
telecom infrastructure as their primary 
transport for most attacks – and, as 
such, they rely upon a robust network. 
Consequently, adversaries who seek to 
attack telecoms are typically limited 
to anti-establishment hackers or 
nation-states seeking to use advanced 
persistent threats (APTs), according 
to Jamie Barnett, senior fellow of the 
Potomac Institute for Policy Studies 
and co-chair of the telecommunications 
group for Venable LLP, a law firm in 
Washington DC. 

“That’s not to say that telecom 
organisations are not under attack 
every day. They are,” says Barnett, a 
retired US Navy admiral who also has 
served as chief of the Public Safety 
and Homeland Security Bureau of the 
Federal Communications Commission 
(FCC). “But as long as the bad guys and 
nation-states want the Internet to work 
as a means of carrying their malware, 
attacks, and criminal endeavors, the 
telecoms can handle the attacks. But 
they are still vulnerable.” 

Today telecom organisations, 
particularly large global operators, are 
recasting themselves as technology 
companies. They are, for instance, 
creating mobile applications for use of 
VoIP calls and storing data on cloud 
services. Combined, mobility and cloud 
computing create new frontiers of risks 
for operators that will expose them to 
many of the same security risks that 
tech companies must dodge. 

One mounting technology concern 
among operators is Internet route 
hijacking, also known as IP hijacking, 
an exploit in which adversaries corrupt 
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Today’s cyber adversaries are constantly sharpening and evolving their 
capabilities to exploit new vulnerabilities. Addressing these threats will 
require that telecoms operators approach activities and investments with 
comprehensive, up-to-the-minute knowledge about information assets, 
ecosystem threats, and vulnerabilities. 

Internet routing tables to ‘hijack’ 
packets of data. Possible solutions 
include implementation of secure 
Border Gateway Protocol (BGP), a 
technology that can be used globally. 
Trouble is, while BGP has been around 
for a while, secure BGP standards 
haven’t been consistently adopted, 
and that’s not likely to happen without 
government incentives such as tax 
breaks for public-sector operators. 

Another technology challenge can 
be found in the telecommunications 
supply chain that comprises control 
layer equipment such as computer 
hardware, software, and middleware. 
The fact that much of this equipment is 
manufactured in different parts of the 
world has made it a ‘third rail’ that’s 
rarely discussed, according to Barnett. 

“The control layer for telecoms 
links back to the manufacturer for 
software updates and patches. The 
location of the manufacturer may raise 
some security questions for certain 
operators,” Barnett says. “From a 
national security standpoint, you could 
shut down an entire network from the 
telecommunications control layer.” 

A new survey shows gaps in 
security practices

Today’s cyber adversaries are 
constantly sharpening and evolving 
their capabilities to exploit new 
vulnerabilities. Addressing these 
threats will require that telecoms 
operators approach activities and 
investments with comprehensive, 
up-to-the-minute knowledge about 
information assets, ecosystem threats, 
and vulnerabilities. 

Operators have made longstanding 
contributions to critical infrastructure 
and technology innovation, and 
our research indicates that they are 
prepared for some, but not all, of 
today’s information security challenges. 
The Global State of Information 
Security® Survey 2014, a worldwide 
study conducted by PwC, CIO 
magazine, and CSO magazine, polled 
456 telecommunications executives 
to measure and interpret how they 
combat today’s cyber threats. 

Some of the results were surprising. For 
instance, while the number of security 
attacks against critical infrastructure 
has been rising, the annual study found 
that telecoms executives detected 
17% fewer security incidents over the 
past 12 months, compared with 2012. 
Respondents also reported a decrease 
in the financial costs attributed to 
security incidents. 

In comparison, security incidents 
have increased by most measures, 
with overall survey respondents 
from all industries reporting a 25% 
jump in detected incidents. The fact 
that telecoms organisations are not 
reporting more incidents suggests, 
in part, that old security models in 
use may be ineffective against today’s 
sophisticated attackers. 

Parsing the survey data a bit more 
uncovers some worrisome trends. For 
instance, the number of respondents 
who don’t know the frequency of 
security incidents continues to climb 
year over year – it’s now at 19%, up 
from 14% last year and 8% in 2011 – 
which serves to contradict the notion 
that organisations are becoming 
better at detecting and responding 
to intrusions. 

Figure 1: Telecom respondents by region

23%

20%

34%

21%
Middle East & Africa

North America

South America

Europe

Asia 2% 

Source: The Global State of Information Security Survey 2014.
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Another factor to consider is downtime 
of networks, applications, and services, 
which jumped this year to an average 
of 21 hours, up from 15 hours in 2012. 
Exploitation of networks was the most 
commonly cited impact of security 
incidents, followed by compromise of 
data (see Figure 2). When networks 
are down, so are operations and 

brand reputation among customers 
and consumers. 

What’s more, breach of employee and 
customer information also increased 
substantially over last year, potentially 
jeopardising an organisation’s most 
valuable relationships (see Figure 3). 
Telecoms reported that compromise of 
employee records increased 54% over 

2012, and breach of customer records 
jumped 44%. Safeguarding customer 
information is critical because, as one 
telecom executive says, “If you don’t 
have customers you don’t have to worry 
about new devices or services.”

And among telecoms organisations that 
experienced a security incident in the 
past 12 months, 20% reported financial 

Figure 2: Type of security incident

Question 19: “What types of security incident(s) occurred?” (Not all factors shown.)

Source: The Global State of Information Security Survey 2014.

Figure 3: Impact of security incidents

Question 22: “How was your organisation impacted by the security incidents?” (Not all factors shown.)

Source: The Global State of Information Security Survey 2014.
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losses due to breaches, a 15% increase 
from last year. Yet, the average costs of 
these financial losses were down 34% 
over the year before. 

This paradoxical finding may be 
explained by the fact that many 
organisations don’t perform a 
thorough appraisal of all factors that 
can contribute to financial losses. 
For example, only 39% of telecoms 
respondents considered damage to 
brand and reputation when estimating 
the full impact of a security breach, and 
only 25% considered loss of intellectual 
property. Just 41% factored in legal 
defense services, and investigations 
and forensics were included by just 
over one-third (34%) of respondents. 
The full picture, we believe, would 
result in a more significant tally of 
financial costs. 

When asked to name the source of 
security incidents, the answers were 
not surprising: Hackers and employees 
remain the source of most incidents 
(see Figure 4).

Thirty-seven percent (37%) of 
respondents attribute incidents to 
hackers, a number that is both higher 
than other industries and a significant 
jump (23%) over telecoms responses 
last year. As a result, many operators 
are grappling to understand the might 
and motives of hacktivist groups 
like Anonymous, which have been 
responsible for many ideologically 
motivated attacks designed to bring 
about social change. Some operators 
are preparing their workforce to 
recognise and report the type of 
individual who may belong to 
such groups. 

“I believe it’s highly likely that some 
hacktivist groups may have resources 
already in place in many companies, 
as membership only requires a like-
minded ideology,” says Michael A. 
Mason, chief security officer for Verizon 
Communications. “I have challenged 
my team to ask what someone with an 
affinity for these groups might look like 
in this company.”

After hackers, employees present the 
greatest threat to security. Almost one-
third (32%) of operators cite current 
employees as the source of incidents 
and 28% lay the blame with former 
employees. Given the prevalence of 
employee risks – not a new threat 
vector – it’s surprising that many 
organisations aren’t prepared to handle 
common insider threats. A separate 
survey co-sponsored by PwC, the 

Figure 4: Estimated likely sources of security incidents 

(Not all factors shown.) 
Source: The Global State of Information Security Survey 2014.
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Figure 5: Initiatives launched to address mobile security risks

Question 16: “What initiatives has your organisation launched to address mobile security risks?” (Not all factors shown.)

Source: The Global State of Information Security Survey 2014.

2013 US State of Cybercrime Survey, 
finds that one-third of US respondents 
across all industries don’t have an 
incidence response plan for dealing 
with insider security incidents.2  And 
among those that do have a response 
plan, only 18% of respondents describe 
the effort as extremely effective.

And what of highly publicised incidents 
such as attacks by foreign nation-
states that employ advanced persistent 
threats (APTs) to invade a network 
for the long haul? Survey respondents 
said intrusions backed by foreign 
nation-states account for only 4% of 
detected incidents. 

While that’s hardly the preponderance 
of potential threats, keeping abreast 
of rapidly evolving cyber threats 
is, nonetheless, a priority for most 
operators. Employee awareness is a 
key component of fighting this type 
of attack, which often originates as 
well-researched phishing exploits that 
prompt specific users to click a link or 
document contained in an e-mail. 

“One of the greatest challenges is 
the human element,” says Barnett. 
“Telecoms can spend millions of 
dollars on cybersecurity, and yet 
when someone inside the company 

gets an e-mail and clicks on a picture 
of a cute kitty cat, that can infect the 
entire network. It’s all about training 
employees.”

Indeed, no security program will be 
effective without employee awareness, 
a security basic that is lacking at too 
many organisations. Fifty-nine percent 
(59%) of telecoms respondents said 
their company has an employee security 
awareness training program in place, 
up from last year. That’s progress, but 
given the potential for damage that 
an uninformed or careless worker can 
unleash, all organisations should have 
training programs in place. 

Mobility, the cloud, and 
intellectual property

Another front-burner issue for telecoms 
organisations is the proliferating risk 
of intrusions via mobile devices, whose 
ubiquity has compounded a number of 
security risks. 

But if mobility represents a pressing 
security challenge for telecom firms, 
according to the survey, they have done 
little to deploy security measures. For 
instance, our data shows that only 45% 
of telecoms organisations have a mobile 
device security strategy in place, and 

fewer – 38% – employ mobile device 
management (MDM) software, which 
is essential to safeguarding a fleet of 
handhelds. Just 36% said they protect 
corporate e-mail and calendaring on 
employee- and user-owned devices (see 
Figure 5). 

Here’s another finding that caught our 
eye: A striking lack of security practices 
exists among telecoms organisations 
that have implemented customer-
facing mobile applications. Only 34% 
of respondents said they have created 
secure mobile app development 
processes, and just 26% employ a 
unique set of network and firewall 
policies to protect data. Encryption of 
data is key in safeguarding information 
packets in the wild, but only 27% of 
telecoms respondents said they encrypt 
sensitive data in the mobile app and 
just 30% employ transport encryption.

As the use of mobile devices proliferates, 
so too does the use of cloud computing 
services. The cloud has been around 
for more than a decade, and today 
50% of operators said they use 
some sort of cloud service – and of 
those, 57% said the technology has 
improved their information security. 
So it’s a bit surprising to learn that 
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Telecoms organisations are boosting information security budgets 
significantly. This year, the survey found that security budgets average 
US$5.4 million, a gain of 35% over 2012. 

In fact, we are seeing that information 
security is increasingly becoming a 
board-level discussion – a foundational 
component of the business strategy 
that’s championed by the CEO and 
board. Cablevision exemplifies this. 

“Our executives and board understand 
the importance of information 
security and express a keen interest in 
understanding what threats we face 
and what we are doing to mitigate our 
vulnerabilities,” says Cablevision CSO 
Love. “Information security initiatives 
are readily embraced by both groups.”

Executive support of security will only 
be wholly effective if it’s communicated 
to the organisation, an approach that 
many telecoms have adopted. Consider 
this: 59% of telecommunications 
respondents said their organisation has 
a senior executive – a CEO, CFO, COO 
– who communicates the importance 
of security across the enterprise. And a 
similar number of respondents, 58%, 
said their organisation has a cross-
functional team that coordinates and 
communicates security issues across 
the enterprise. 

Combined, these actions demonstrate 
a new commitment to security, one 
that focuses on the involvement of top 
executives and the board to ensure that 
the company designs and implements 
an effective security program.

Another new approach is sharing 
information with others to improve 
security and gain intelligence on 
current threats. Among telecom 
respondents, 54% said they collaborate 
with others – including competitors 
– to improve security and reduce the 
potential for risks. Among them is 
Verizon Communications. 

“I belong to the Telecommunications 
Security Association, an organisation 
that exists to share information and 

many organisations haven’t seriously 
addressed the security implications. 
For instance, while half of telecoms 
respondents report using cloud services, 
only 20% include provisions for cloud in 
their security policies. 

It’s imperative that operators implement 
policies that form the basics of cloud 
security, including data encryption, 
protection of business-critical data, 
ensuring that service providers adhere 
to security standards, and regulations 
regarding where data can be stored, 
among others. They should also require 
that third-party cloud providers agree to 
follow security practices.

Today organisations share increasingly 
more data with third parties, vendors, 
partners, and customers. One type of 
data that should not be freely allowed 
to leave the enterprise, however, is 
intellectual property (IP). Among 
operators, IP can include sensitive data 
such as long-term marketing plans, 
documents pertaining to mergers 
and acquisitions, financial data, and 
research and development documents. 
This type of information, which may be 
targeted for long-term economic gain, 
is becoming increasingly valuable.

As with any type of data, as the value of 
IP increases, so does its appeal to cyber 
criminals. Yet few operators have taken 
steps to ensure the privacy of these 
‘crown jewels.’ In fact, the survey found 
that only 18% of telecoms respondents 
said they have procedures in place 
to protect IP, and just 17% said they 
classify the business value of data. 

Another up-and-coming challenge 
for telecoms is guidance from the US 
Securities and Exchange Commission 
that calls on companies to include 
cybersecurity concerns in their 
regulatory findings. A survey by 
Intelligize found a 106% increase in 
references to cybersecurity concerns in 

SEC regulatory filings compared with 
the previous six-month period.3  The 
firm, which specialises in SEC filings, 
says that 21% of these disclosures were 
from telecoms companies, and that 
while most companies broadly state 
the risk of being a victim of security 
incidents, many are now disclosing 
specific incidents of attacks.

How telecoms are improving 
cybersecurity 

Telecoms businesses, as noted, tend to 
be comparatively adept at managing 
information security risks. And 
many are taking action to achieve an 
enhanced level of ongoing insight 
and intelligence into ecosystem 
vulnerabilities and dynamic threats. 

Telecoms organisations are boosting 
information security budgets 
significantly. This year, the survey 
found that security budgets average 
US$5.4 million, a gain of 35% over 
2012. And overall IT spending climbed 
to an average of US$162 million for 
2013, an increase of 17% over last 
year. Despite this increase, however, 
information security budgets represent 
only 3.4% of the total IT spend this 
year, a relatively small investment that 
has remained constant in recent years, 
according to the survey. 

Another measure of progress can be 
gleaned from how well executives 
believe their organisation’s security 
program is aligned with business 
strategy and overall spending. By 
that count, optimism is robust: 72% 
of respondents said their security 
strategy is aligned to the specific needs 
of the business. This type of response 
level shows that, from top to bottom, 
security is becoming an elemental 
component of corporate culture and a 
top business imperative – not just an IT 
challenge. In other words, security is 
everybody’s business. 
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This model will enable telecoms 
companies to effectively manage 
today’s evolving threats, understand 
new threats that accompany a shifting 
business model, and prepare for the 
unknowable threats of tomorrow.

Core practices like employee awareness 
and training, policies and tools to 
reduce insider risks, and protection 
of data – including intellectual 
property – will need to be updated. 
The confluence of mobility, cloud, 
and social networking have multiplied 
risks, yet few operators have addressed 
these threats or deployed technologies 
that monitor user and network activity 
to provide insight into ecosystem 
vulnerabilities and threats. 

These factors call for a new approach to 
security, one that’s driven by knowledge 
of threats, assets, and adversaries. 
One in which security incidents are 
seen as a critical business risk that may 
not always be preventable, but can be 
managed to acceptable levels. 

We call this model Awareness to 
Action. At its most basic, this approach 
comprises four key precepts: Security 
is now a business imperative, 
security threats are business risks, 
the most valuable information must 
be protected, and all activities and 
investments should be driven by 
comprehensive, current information 
about assets, ecosystem threats, 
and vulnerabilities. 

includes members of the major carriers 
in the US, Canada, and the UK,” says 
Mason of Verizon. “Adversaries, for 
instance, will try a scheme to infiltrate 
one operator until it works, and then 
use that same scheme to hit other 
telecoms. In this space, we are not 
competitive.”

Technology safeguards, of course, 
are another foundational element to 
secure telecoms ecosystems against 
today’s evolving threats. Operators 
are deploying solutions that augment 
threat detection and intelligence 
capabilities. Specifically, we’ve seen 
operators increase use of technology 
safeguards like intrusion-detection 
tools, asset-management tools, 
protection and detection solutions, 
patch-management tools, centralised 
user data storage, and more. 

Effective security, from 
awareness to action

Today, information security is a 
discipline that demands advanced 
technologies and processes, a skill 
set based on counterintelligence 
techniques, and the unwavering 
support of top executives. As telecom 
operators become more similar to 
technology companies, they will face a 
raft of new challenges. 

Footnotes

 1 http://www.dhs.gov/news/2013/05/16/written-testimony-nppd-house-homeland-security-subcommittee-cybersecurity-hearing.

 2 2013 US State of Cybercrime Survey, co-sponsored by CSO magazine, CERT Coordination Center at Carnegie Mellon University,  
Federal Bureau of Investigation, PwC, and the US Secret Service, March-April 2013. 

 3 http://intelligize.com/wp-content/uploads/Managing-Risk-Better-2013.pdf.
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Telcos need to evolve beyond network connectivity. 
Fortunately, they are well positioned to offer a number  
of ICT cloud services. Leveraging their distribution 
networks, retail stores, customer relationships, billing 
capabilities, and partnerships, telcos can develop an 
ecosystem that simplifies the selection, management,  
and optimisation of cloud services to business customers. 
If they can create a compelling end-to-end cloud 
proposition, telcos could carve out a differentiated  
and attractive offering to small and midsize businesses.
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The global market for cloud computing 
is projected to grow to between US$241 
billion and US$270 billion by 2020, 
with a CAGR of more than 22%.1 
Furthermore, US CIOs expect cloud-
related investments to increase from 
composing only 5% of their overall 
information and communications 
technology (ICT) spending in 2012 
to 13% in 2016.2 This market clearly 
provides an attractive potential new 
source of revenue for telcos to replace 
revenue reductions in traditional voice 
and data services. 

As customers become more accustomed 
to consuming ICT through cloud 
delivery models, the cloud market 
will increasingly cannibalise legacy 
delivery models for ICT. Telcos have 
faced disruptive technologies in the 
past – voice-over-IP cannibalising public 
switched telephone networks, and 
standard Internet Protocol networks 
cannibalising expensive legacy network 
technologies. Some telcos have 
acknowledged the need to sacrifice 
legacy service revenue to better meet 
the needs of customers. As an example, 

Orange, Telefónica, and Deutsche 
Telekom all released applications (apps) 
in 2012 that provide access to free 
voice calls and short message service 
through an over-the-top (OTT)-based 
service across multiple networks and 
operating systems. 

If cloud is destined to become as 
ubiquitous as other disruptive changes, 
then should telcos embrace a new 
business model for cloud and actively 
migrate their business models towards 
it, rather than follow a wait-and-
see approach?

From ICT to cloud services

Telcos have successfully managed wide 
area network propositions, but the step 
beyond that – into deeper outsourcing or 
specific managed services for customers 
– often resulted in bespoke features 
that aren’t part of the standard models 
telcos can repeatedly deliver. These 
bespoke features and contracts have 
led to a business model that seems to 
rely on a heroic culture that’s always 
on the edge of being out of control. 
The result has been a patchwork of 

process and systems fixes to get a new 
service launched. 

Once the business allows contracts that 
have non-standard aspects to enter the 
system, then additional costs emerge 
to cope with the extra requirements. 
Problems often then emerge during 
contract delivery and operation because 
the operational model does not have 
the right processes, tools, and third-
party agreements in place to execute 
the non-standard features. Taken to 
the extreme, the operational function 
becomes a best endeavours effort where 
it can’t confidently predict what service 
level agreement  it will deliver against, 
leading to a growing volume of service 
credits and contract target failures.

To transform from an old operating 
model and implement a new, 
more efficient operating model is a 
daunting and difficult task. There 
are organisational, process, and 
product management and overall 
infrastructure transformation challenges 
that eventually prohibit the delivery 
of services through an agile, cost-
effective environment.
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Cloud services, the telcos will argue, 
are nowhere near as diverse or complex 
as the managed networks that they 
have built for their customers. Telcos 
are well positioned to serve the B2B 
cloud market, because they own 
the network upon which the cloud 
applications and services are delivered. 
They have experience in providing the 
enterprise-wide network service levels 
that corporate customers need. Telcos 
have the means to take the lead, given 
the reach of their networks and their 
ability to manage large communication 
and hosting centres. Identifying and 
delivering the right combination 
of services that creates a unique 
customer experience will be the key to 
their success.

That may be the case, but if the 
march towards cloud continues, then 
customers will increasingly look to 
providers that have demonstrated the 
capabilities to offer all of the benefits 
of cloud, in a manner that’s simple, 
repeatable, and scales with their needs 
for cloud services. Unfortunately for 
telcos, this is where they have not 
fared well: in their ability to modify 
their existing delivery flow, develop 
the appropriate automation, and 
streamline their processes and systems. 
Dynamically changing operations to 
a more predictable, repeatable model 
that’s driven by profit creation and 
not just incremental revenue is not a 
trivial task for telcos that have a legacy 
network services business.

This reality risks relegating the telcos 
to commodity status. Owning the 
network may not be enough to justify 
being the cloud provider; if others 
are doing a better job of realising 
the benefits of cloud, customers may 

just allow the provider to buy the 
connectivity to link their service to 
the customer’s infrastructure. For 
telcos to gain an advantage, they 
should expand their current smart 
network management environment 
into their cloud management and 
delivery infrastructure. 

The emergence of cloud as the 
mainstream model for ICT will amplify 
the need for operational excellence 
and a seamless end-to-end operating 
model that enables a high degree of 
automation, customer self-service, and 
proactive management to limit any 
outages. Telcos won’t be able to rely on 
adding more people and workarounds 
to manage their portfolio of customer 
contracts. Many new, best-of-breed 
cloud providers – distinct from the 
telcos – are establishing a track record 
in the repeatable operationalisation of 
well-defined, specific services. 

Big questions

Cloud will change the way many 
businesses operate in the coming years. 
It will redefine the role of the CTO and 
the IT function within organisations, 
and equally it will redefine the way in 
which these organisations purchase 
from their service provider.

The big question for telcos is, 
recognising the lessons from previous 
business ICT initiatives, how should 
they exploit this opportunity? What 
roles should they take in the value 
chain (vis-à-vis OTT providers), and 
how should they reconfigure their 
operating models to address it?

In the rush to capture this 
opportunity, many telcos are 
adopting an incremental rather 

than a transformational approach 
to delivering cloud propositions. 
Companies deliver new services 
through existing operating models , 
using the legacy sales, implementation, 
and customer service approaches 
without consideration of the 
capabilities required by cloud. 

Telcos need a new business centred 
around cloud and the capabilities 
required to deliver cloud. For 
the transition from legacy ICT to 
cloud business to succeed, telcos 
will need to implement four key 
organisational changes:

• P&L reporting lines and 
performance metrics should be 
redesigned to allow cloud services 
to cannibalise existing legacy 
services where this shift is driven by 
customer demand.

• Key customer relationships must be 
managed centrally to avoid being 
isolated by legacy business units. 

• Key capabilities must be shared 
and leveraged across the cloud and 
legacy businesses. For example, 
the network infrastructure will 
potentially be the greatest source of 
competitive advantage for telcos to 
deliver cloud alongside pure-play 
providers and IT companies.

• Consulting capabilities are required 
to help customers make the 
transition to cloud.

Cloud provides the business case 
for telcos to develop new, service-
oriented businesses that will 
position them well for the new era of 
enterprise ICT demands. The current 
cloud propositions from telcos are 
predominantly a standalone reselling 

Finding opportunities in the cloud

The developed world is rapidly moving towards an anything-as-a-service 
state of computing, where cloud emerges as the dominant way to provide 
infrastructure, applications, and solutions – characterised by an off-
premises, self-service, opex model of delivery.



Communications Review   33

and redeploy the capabilities. These 
problems are especially true for telcos. 
Their existing models centre upon the 
network layer and require much greater 
adaptation to deliver cloud services. 

The transition to cloud is hampered 
partly by supply-side obstacles – the 
entrenchment in existing business 
models and operating models – and 
partly by demand-side concerns around 
the difficulty of transitioning, the cost, 
and the implications of cloud for access, 
security, and reliability. 

Current enterprise cloud service 
providers can be allocated to one of 
four categories (see Figure 1). The 
telcos’ model for legacy services lacks 
the integration and standardisation 
required for cloud delivery, and telcos 
therefore face a greater challenge than 
any of their competitors in transitioning 
to a cloud solutions delivery model.

A review of cloud service providers by 
PwC and leading analyst reports (such 
as Gartner5) reflects that telcos are 
yet to be seen as key players in any of 
the cloud layers through their existing 

The developed world is rapidly moving 
towards an anything-as-a-service state 
of computing, where cloud emerges 
as the dominant way to provide 
infrastructure, applications, and 
solutions – characterised by an off-
premises, self-service, opex model of 
delivery. Although this concept isn’t 
new, the reality is now a short-term 
rather than a long-term paradigm – the 
majority of workloads will be ready for 
delivery over cloud within three years – 
and one that will contribute significant 
revenues to those service providers that 
can become preferred suppliers. 

More than 50% of customers view 
specialist private cloud vendors as the 
preferred suppliers of cloud services 
in three years.4 This perception 
makes evident that the legacy service 
providers lag behind the smaller, 
pure cloud players in driving cloud 
propositions. There are two key reasons 
for this lag. First, there is resistance to 
change existing business models and 
concerns about cannibalising legacy 
products. Second, there’s a failure with 
the existing operating models to realign 

of solutions from other vendors. The 
challenge for telcos is to go beyond 
just reselling these solutions and to 
genuinely integrate this new capability 
with their legacy network, creating and 
cementing the telcos’ advantage in the 
cloud market by virtue of their network 
skill. Otherwise, telcos risk providing 
nothing more than a commodity 
service, and customers will quickly 
discern towards innovators and procure 
networks separately.

This last point is the greatest hurdle for 
telcos to overcome, but this challenge 
presents a significant opportunity to 
reinvent the way they deliver services. 
They have an opportunity to shift from 
a network-oriented to a customer-
oriented organisation. 

Where to play in the 
value chain?
The market for B2B enterprise solutions 
is still dominated by legacy services 
residing on the premises. However, this 
delivery model is gradually changing, 
and 41% of companies now deploy 
some form of cloud services.3 

Figure 1: Types of cloud service providers 

Category Existing business model Suitability for cloud service delivery

Systems integrators and IT outsourcers •  On-premises, integrated delivery
•  Hardware focused

Telcos •  Bespoke service
•  Network focused

Hosting providers •  Self-service model of delivery
•  Data centre focused

OTT providers •  Standardised, mass-market offering
• Delivered over the top
•  Software focused
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vertical cloud enablement platforms 
that can protect and monetise the 
network, infrastructure, product, 
and data assets by providing an 
ecosystem to leverage those assets.

2. Mobility solutions  
Work with mobility development 
teams to create integrated solutions 
in the cloud with mobile and non-
mobile applications.

3. Industry-specific solutions  
Work with customers and partners 
to deliver industry-specific solutions 
across the value chain (e.g. 
solutions for highly secure and 
regulated industries like healthcare 
and financial services, or solutions 
for industries with high content-
streaming, etc.). Also team with 
professional services companies 
that can provide industry-
specific expertise.

4. Cloud broker or aggregator  
Aggregate public cloud services 
and provide some quality of service 
(QoS) or security assurance 
(network performance optimisation, 
data security).

5. Service enabler  
Complement core infrastructure, 
software, and platform capabilities 
with other assets and processes 
(e.g. data analytics and network 
application programming interfaces 
[APIs]) and provide them to third 
parties so they can better deliver 
their own services (application 
development, content delivery, 
revenue assurance through operator 
billing, etc.).

6. End-to-end integrated propositions  
Connect some of the services above 
the network layer (that is, software 
and business processes) into the 
network so they are standardised 
and integrated into the network, 
and then the operator can change 
the definition of what the network 
provides. The operator can push the 
network boundary upwards.

All of these opportunities should be 
viewed in terms of the desired customer 
segment and telcos’ capabilities. A 
customer shift towards cloud offers 
telcos the opportunity to transform 
their business model, building a new 
fit-for-purpose platform that grows 

Finding opportunities in the cloud

business. Their presence as leaders in 
cloud infrastructure has been made 
possible only through acquisitions  
(see emboldened companies in the  
Figure 2).

The opportunities for telcos

Before embarking on a process of 
transformation, telcos must identify the 
type of cloud provider they wish to be, 
as different roles will demand different 
sets of capabilities. PwC has identified 
the following opportunities for telcos in 
the cloud-enabled world (see Figure 3):

1. Repackage existing capabilities 
Leverage existing hosting and 
networking capabilities to develop 
and deliver cloud infrastructure 
and storage services. These services 
will be required for any other 
functionality that moves up the 
cloud stack (i.e. PaaS, SaaS, BPaaS). 
Utilise existing business services 
and operating functions that can 
be repurposed and delivered as a 
cloud service (e.g. billing). Position 
the new business as a platform 
enabler – build horizontal and/or 

Figure 2: Who’s leading in cloud services? 

Category Service providers ranked “Leaders” “Strong Performers”/”Challengers”

Software* IBM, Microsoft, Salesforce.com Cisco, Citrix, Google

Platform* Salesforce.com Cordys, LongJump, Microsoft, 
WaveMaker

Infrastructure** Amazon, CSC, Dimension Data (acquired 
 by NTT), Savvis (acquired by Centurylink), 
Terremark (acquired by Verizon)

Bluelock, GoGrid, Joyent

 
* “Analysis of vendor propositions and analysts opinion” (PwC  2013 US technology M&A insights, February 2013). 
 http://www.pwc.com/us/en/transaction-services/publications/US-technology-mergers-acquisitions-2013.jhtml. 

**  “Magic Quadrant for Infrastructure as a Service” (Gartner, October 2012) http://www.gartner.com/DisplayDocument?ref=clientFriendlyUrl&id=2204015.
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Telcos are stronger in some of these 
areas than their tech competitors, 
and vice versa for some of the other 
capabilities. For instance, they are 
stronger in:

• Network and hosting services – 
Telcos have the ability to guarantee 
specific levels of quality through 
ownership of the network. Smaller 
carriers may need partnerships to 
extend the reach of these services.

• Management services – Larger 
telcos currently provide 
comprehensive management 
services for their hosting and other 
telco-related WAN services (e.g. 
managed data services)

• Existing partnerships – Large 
carriers have teamed with 
technology vendors to leverage their 
capabilities to deliver a cloud self-
managed environment.

• Scale and scope – Telcos are able 
to act as a single point of contact 
for a multitude of vendor partner 
products and services. 

• Technology partners – Develop 
partnerships with key technology 
solution companies, and integrate 
their services into the overall telco 
network and cloud structures.

• Customers as partners – Develop 
partnerships with customers 
to gain unique insights into the 
development of services that can 
be industry specific and provide 
the opportunity for shared 
revenue models.

• Professional services firms as 
partners – Work with professional 
services firms, which typically have 
keen insight to telco operations 
and services. They can combine 
that knowledge with their ability to 
access their firms’ multi-industry 
expertise and C-level insight, 
and they can work with the telco 
to define products and services 
that can be jointly marketed and 
sold to directly address specific 
industry issues. 

with increasing cloud adoption and 
gradually replaces the legacy business 
approach. This transformation 
opportunity includes the potential to 
redefine the way telcos offer service to 
their corporate customers. Given that 
telcos have been wrestling with the 
profitability, complexity, and lack of 
transparency in their B2B businesses 
for the last 10 years, continuing on the 
business-as-usual basis to migrate to 
cloud is probably not a realistic route 
to success against the new entrant 
specialist cloud service providers that 
don’t have a complex legacy to protect 
or transform.

To access new capabilities and gain the 
scale required for global cloud services, 
telcos will need to consider strategic 
partnerships. Depending on the type of 
partnership, new avenues of revenues 
can be identified and implemented.

Figure 3: Paths from traditional telco to end-to-end cloud provider
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There is no easy or quick route on 
this journey, but by putting in place 
the right building blocks, telcos have 
the opportunity to develop a strong, 
differentiated cloud proposition 
that few competitors will be able to 
match. The prize is to participate in 
the dramatic value shift that is taking 
place in enterprise ICT and to gain 
revenue growth by taking share from 
other players in the ecosystems that 
will deliver cloud based services. 
The uncomfortable reality for telcos 
is that the risk of not participating is 
relentless commoditisation of the B2B 
communications business.

• Distribution channel – Telcos 
typically have more established IT 
customer relationships and are able 
to up-sell and cross-sell more easily.

Telcos need to improve in the 
following areas:

• ‘Network blinkers’ – Telcos tend 
to analyse all situations from an 
infrastructure perspective. Instead, 
they should treat all cloud activities 
as an enterprise architecture 
exercise and consider the multiple 
dimensions of a client problem. 
This enables them to deliver more 
than infrastructure. 

• Inability to leverage existing 
capabilities – Despite clear 
synergies between emerging cloud 
propositions and the services 
already delivered by telcos, the 
telcos are failing to capture this 
opportunity due to:

 – Capital constraints for R&D

 – Complex organisations (e.g. 
separating IT-related initiatives 
from non-IT initiatives)

 – The inability to integrate 
complex services because of 
different product and marketing 
organisations

 – The inability to communicate 
between internal telco business 
and client organisations, 
which leaves potential service 
opportunities untouched

 – The inability to see the bigger, 
longer-term opportunity

• Legacy product constraints – The 
legacy of the proliferated products 
is strong and restricts telcos to a 
set of processes and systems that 
limit their progression to cloud 
(particularly true for multinational 
corporate clients).

• Lack of simplification – Products 
and services are convoluted and 
unbundled, which is not appealing 
to the smaller and midsize B2B 
customers. Telcos can offer out-of-
the-box operational capabilities 
such as distribution, retail, customer 
care, and billing (which most 
other cloud providers targeting the 
small and midsize business [SMB] 
segment cannot offer); however, 
telcos are currently unable to act 
as cloud brokers or aggregators 
to structure service offerings into 
SMB-friendly products. 

• Brokering – Telcos should create 
an environment where the telco 
becomes the integration point 
for customers requiring multiple 
interfaces, applications and network 
services through a single point. 
As stated earlier, the partnerships 
that telcos develop combined with 
their infrastructure can position 
the telco as a hub for the trafficking 
of services.

Footnotes

 1 Market Research Media, 2012.

 2 Forrester Research, Inc., “Cloud Investments Will Reconfigure Future IT Budgets”, January 2013.

 3 PwC, Future of cloud computing survey, 2012.

 4 PwC, The future of IT outsourcing and cloud computing, November 2011 (survey based on interviews with 489 business executives).

 5 Gartner Magic Quadrant for IaaS, October 2012.
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The following publications, authored by partners at PwC, provide 
thought-provoking and informative discussions of interest 
to various segments of the industry. To obtain copies of the 
publications, please visit the websites listed below.

Mobile Technology Index, Phase II: The magic of advanced 
technology

PwC forecasts that the next period of mobile innovation will revolve around the 
capturing and modelling of mobile users’ contextual situations. Drawing from the 
user’s three main environments – physical, virtual, and social – such knowledge will 
become the primary resource for predictive mobile applications and services that 
will enable mobile devices to become true digital assistants. To learn more about 
how developments in mobile computing capabilities will impact mobile innovation 
in the next few years, visit www.pwc.com/mobileinnovations. 

Technology forecast: Solving the engineering productivity 
challenges (2013, issue 2)

This issue of the Technology Forecast asks the question: “Is there some other way?” 
Going in, PwC assumed the answer had to be “yes,” because web-scale companies 
are accelerating through disruptive periods of growth with some pain (that they 
anticipate, embrace, and learn from), and there are few examples of catastrophic 
failure. What enables such success with change management when change is a 
constant? What can other companies learn from their approaches? To read or 
download the PDF file, please visit www.pwc.com/techforecast.

Global entertainment and media outlook 2013-2017

With like-for-like, five-year historical and forecast data across 13 industry 
segments in 50 countries, the Outlook makes it easy to compare and contrast 
regional growth rates and consumer and advertising spend. This year’s Outlook 
data shows that while spending on non-digital media will continue to dominate 
throughout the coming five years, growth is coming from spending related to 
media delivered digitally. In response, E&M businesses are continuing to raise 
their game in terms of customer insight and in business model and operating 
agility, as constant digital innovation becomes the industry’s new licence to 
operate. Please visit www.pwc.com/outlook for further information.
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