Security
Policy

An organisation's information is rapidly becoming its
most valuable asset. With advances in technology and
business methods, risks are introduced on a wider scale
and at a quicker pace than ever before. One of the
major challenges an organisation faces is to find and
employ an effective and proven model for information

! security. This model has to fit the organisation's business

and also address many different facets: people, policy,

process and technology.

Al iz !
» gURREEny,
SPPL LLLEETTSS :l..
LLLLLLTH !n,._'h.

' L
SRRt
-~ l!

PricewaterhouseCoopers' information security
framework is a comprehensive and proven model.

It defines the various levels of security processes that
need to be developed and implemented to ensure
that the information assets of an organisation are
effectively and efficiently secured.

The information security framework is developed to help
understand an organisation's security challenges

from a business perspective, and to provide a structured
approach to support enterprise security management
initiatives.

There are four pillars that support the information
security framework. These four components must be in
place to implement a successful information security
programme:

» Senior management commitment

 Security vision and strategy

* Information security management structure

* Training and awareness

Security Vision and Strategy

Senior Management Commitment
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Information Security Management Structure






