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The retail and consumer sector experienced a solid first half in 
regards to transaction activity, exceeding 2013 year-to-date 
performance.  

Welcome to PwC’s US retail and consumer (R&C) deals 
insights for the second quarter 2014. Deal activity in the 
retail and consumer sector increased in volume but slightly 
decreased in value during Q2-2014 compared to Q1-2014. 
The quarter boasted seven of the top ten corporate deals 
year-to-date.  Consumer sentiment has been rather flat in 
the first half of 2014 and core retail trade sales have 
improved, but at an unimpressive rate. We expect 
companies to be pressured to still find growth, causing deal 
activity to remain strong in 2014.  

We continue noting how changes that PwC has labeled 
megatrends – accelerating urbanization, demographic 
shifts, climate change and resource scarcity, shifts in 
economic power, and technological breakthroughs – are 
reflected in current market conditions.  R&C companies 
will need to understand the implications of these 
megatrends on their business, and the potential for using 
M&A to more quickly capitalize on the market 
opportunities.   

For example, the sector has already seen a large amount of 
cross border activity, and while these investments slowed 
in Q2-2014, year-to-date outbound deal activity continues 
to be more prevalent in 2014.  We expect this trend to 
continue as R&C companies look to expand into faster-
growing international markets to bolster stagnant growth 
in their home market and to drive growth from an 
expanding middle class internationally.   

 

Quarter in review 
 Transaction value remained fairly consistent 

from previous quarter, but up significantly from 
prior year:  For deals >$50 million, total transaction 
value of $37.4 billion was down 5% from the $39.5 billion 
in Q1-2014. However, deal value was up 104% from prior 
year as Q2-2013 experienced a lull in deal activity.  

 Deal volume increased: Fifty deals were announced 
for the quarter with >$50 million in value, up 25% from 
Q1-2014 and up 52% from Q2-2013.  Quarterly deal 
volume has averaged 40 deals since Q1-2012.    

 Large deals continue to be dominated by the food 
and beverage sector: Q2-2014 had eight transactions 
exceeding $1.0 billion, with half aligned to the food and 
beverage (including alcohol) sector.  The largest deal was 
the proposed $7.7 billion acquisition of Hillshire Brands 
by Tyson Foods, followed by the proposed $5.0 billion 
merger of DE Master Blenders 1753 BV coffee business 
with the coffee business of Mondelēz International. In 
comparison, Q1-2014 had five deals exceeding $1.0 
billion, where as Q2-2013 had four.   

 Private equity participation has slowed, but 
continues to be active: For announced deals >$50 
million in value, private equity volume as a percentage of 
total deal volume was 24%, down from 28% in Q1-2014, 
and down from 30% in Q2-2013.  Private equity value as 
a percentage of total deal value was 15%, down from 31% 
in Q1-2014, and down from 21% in Q2-2013.  The largest 
private equity deal in Q2-2014 was the $2.1 billion 
acquisition of Red Lobster Seafood, from Darden 
Restaurants, by Golden Gate Capital.  

 R&C IPO activity surges: R&C IPO activity in Q2-
2014 represented the strongest quarter the sector has 
seen in the last three years (with the exception of Q4-
2013) in both number of deals and proceeds with 13 
offerings priced for total proceeds of $4.9 billion. Q2-
2014 performance represents an increase of 117% in 
volume over both Q2-2013 and Q1-2014 and an increase 
of 136% and 217% in proceeds over Q2-2013 and Q1-
2014, respectively.  The R&C IPO market in 2014 is on 
pace to outperform the strong performance seen in 2013, 
with cumulative-to-date proceeds of $6.4 billion for 19 
IPOs (2013 total R&C proceeds were $10.3 billion for 29 
IPOs).   

R&C deals > $50M by volume and total value 

 
 
 
 
 
 
 
 
 
 
 
 
 
Source: PwC analysis of Thomson Reuters data 
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Core retail sales 
 
 
 
 
 
 
 
 
 
 
 
 
 

Source: US Department of Commerce 
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Retail sales, ex autos, gas, & building material YoY % change

Consumer sentiment index 

 
 
 
 
 
 
 
 
 
 
 

Source: Thomson Reuters/University of Michigan surveys of consumers 

Consumer sentiment has been rather flat in the first half of 2014, 
and remains lower than the peak levels seen in the summer of 
2013. 

Consumer indicators 
Consumer sentiment has remained largely unchanged in 
2014 year-to-date despite the government’s revisions that 
the US economy contracted during the first quarter. Q1-
2014 was the first quarter of negative GDP growth since 
early 2011, however, if recent job creation momentum can 
be maintained, we would expect both GDP growth and 
consumer sentiment levels to improve over the rest of the 
year.  

The Thomson Reuters/University of Michigan Consumer 
Sentiment Index was 82.5 at June 2014, up from 80.0 at 
March 2014. The three-month moving average increased to 
82.8, up from 80.9 in March 2014, but remains lower than 
the peak levels seen in the summer of 2013.  

Quarterly core retail sales (which excludes auto-, gasoline-, 
and building material-sales) increased 0.9% from Q1-2014, 
and 3.5% compared to prior year, Q2-2013. The slight 
increase from Q1-2014 was primarily due to a 1.9% increase 
in nonstore retailing and a 1.5% increase in general 
merchandise stores. The year-over-year increase was 
driven primarily by nonstore retailers (up 7.4%); health 
and personal care stores (up 6.7%); food service & drinking 
places (up 4.0%); as well as food & beverage stores (up 
2.6%). 

The US unemployment rate has improved to 6.1% in Q2-
2014 compared to 6.7% in Q1-2014, and 7.5% in Q2-2013. 
Also, the labor force participation rate remains very low at 
62.8%, which is a rate not experienced since the late 1970s. 
Long-term unemployment, unemployment lasting over 27 

weeks, is at 3.1 million people (June 2014), down from 4.7 
million at  the beginning of 2013, and down 293,000 from 
the prior month (May 2014).  

While there has been progress in unemployment levels, 
retail sales, and the housing market, overall economic 
conditions remain challenging partly because the rate of 
improvement has been slowing and partly because of other 
factors such as constrained fiscal spending.  Strategies to 
navigate through these hurdles continue to stay top of 
mind for consumers and businesses. Looking ahead, 
organic growth will remain a challenge for businesses, 
triggering our expectations that companies will continue to 
engage in deals to more quickly move on growth 
opportunities and shareholder expectations.   
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Eight multibillion dollar deals drove the activity during the 
quarter, anchored by the food and beverage (including alcohol) 
and food and beverage retailing sub-sectors.  

Key trends and insights 
For deals >$50 million, the retail and consumer sector 
experienced a strong quarter, primarily dominated by two 
familiar sub-sectors: food and beverage (including alcohol) 
and food and beverage retailing.  Deals in these sub-sectors 
are experiencing sustained private equity participation, but 
deal activity is really being driven by corporate actions. 
Within these sub-sectors corporate volume as a percentage 
of total deal volume was 28%, and corporate value as a 
percentage of total deal value was 56%.  

Private equity investment in the restaurants- and retail- 
sector continued this quarter and was led by i) Golden Gate 
Capital’s agreement to acquire Red Lobster for $2.1 billion 
and ii) an investor group comprised of InvestCorp 
International Inc and Freeman Spogli & Co’s agreement to 
acquire totes Isotoner Corp for $525 million.  We expect 
private equity investors to continue to be active in the 
restaurants- and retail- subsectors.     

Echoing prior quarters, the broader trend towards 
convergence of retail and technology continues to involve 
deal activity. Transactions in the quarter included 
@Walmartlabs’ acquisition of Stylr, a New York-based 
developer of mobile shopping application; Etsy’s 
acquisition of Incubart SAS, a Paris, France-based owner 
and operator of an ecommerce retail website; Etsy’s 
agreement to acquire Grand St., a New York-based online 
boutique for electronics; Staples agreement to acquire PNI 
Digital Media Inc, a Vancouver-based provider of digital 
media services; and Amazon’s acquisition of Iconology Inc, 
a New York-based provider of digital books. 

Key announced transactions 
Q2-2014 had eight transactions greater than $1 billion and 
several other large deals. Key announced transactions 
during the quarter included:  

 Tyson Foods / Hillshire Brands: Tyson Foods 
(Tyson) agreed to acquire Hillshire Brands (Hillshire), a 
Chicago-based producer and wholesaler of packaged 
meat, baked goods, frozen foods, coffee and other grocery 
goods, for $7.7 billion.   

- Tyson agreed to acquire Hillshire after Hillshire and 
Pinnacle Foods terminated plans to merge.  Tyson’s 
initial offer to buy Hillshire was made two days after 
Pilgrim’s Pride bid to acquire Hillshire.  Tyson then 
raised its offer, while Pilgrim’s Pride announced its 
withdrawal from the bidding.  

 DE Master Blenders / Mondelēz International: 
DE Master Blenders 1753 BV (a Benckiser related 
company) agreed to merge its coffee business with the 
coffee business of Mondelēz International, a Deerfield-
based producer and wholesaler of packaged food 
products, for an estimated $5 billion.  Mondelēz  
International will retain a 49% interest in the new 
company. 

 Mars / Procter & Gamble: Mars agreed to acquire 
certain pet food brands from Procter & Gamble, a 
Cincinnati-based manufacturer and wholesaler of beauty 
care products, for $2.9 billion. The transaction includes 
IAMS®, EUKANUBA®, and NATURA® brands. 

 Post Holdings / Michael Foods: Post Holdings 
acquired Michael Foods, a Minnesota-based producer 
and wholesaler of eggs, for $2.5 billion from GS Capital 
Partners LP.  

 Mizkan Holdings Co Ltd / Unilever: Mizkan 
Holdings of Japan, agreed to acquire the North American 
pasta sauce businesses of Unilever for an estimated $2.2 
billion. The transaction is to include the Ragu and 
Bertolli brands, sauce processing and packaging facility 
in Owensboro, Kentucky and a tomato processing facility 
in Stockton, California.  

 Golden Gate Capital / Red Lobster Seafood Co: 
Golden Gate Capital agreed to acquire Red Lobster 
Seafood Co (Red Lobster), an Orlando- based owner and 
operator of seafood restaurants, from Darden 
Restaurants, for $2.1 billion.   

- Concurrently, American Realty Capital Properties 
agreed to acquire most of the restaurant properties 
portfolio of Red Lobster, for an estimated $1.5 
billion, in a sale-lease back transaction. The 
transaction is contingent upon the consummation of 
the acquisition of Red Lobster by Golden Gate 
Capital.  

 Energy Transfer Partners / Susser Holdings 
Corp: Energy Transfer Partners agreed to acquire Susser 
Holdings Corp, a Texas-based owner and operator of 
convenience stores and gasoline service stations, in a 
stock swap transaction valued at $1. 8 billion.  

Any trademarks included are trademarks of their respective owners and 
are not affiliated with, nor endorsed by, PricewaterhouseCoopers LLP. 
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Cross border activity slowed, but we expect outbound activity to 
continue as a key growth strategy for retail and consumer 
companies.  

Cross border activity 
Cross border activity decreased during Q2-2014 on a 
sequential and year-over-year basis.  Cross border activity 
represented 38% of deal volume, lower than the average 
51% over the last eight quarters.  

Despite the slower quarterly cross border activity, year-to-
date outbound deal activity continues to be more prevalent 
in 2014.  We expect this trend to continue as R&C 
companies look to expand into faster-growing international 
markets to bolster stagnant growth in their home market 
and to drive growth from an expanding consumer-oriented 
middle class in emerging economies. 

Significant cross border activity during the quarter 
included: 

Inbound – DE Master Blenders 1753 BV agreed to merge 
its coffee business with the coffee business of Mondelēz 
International, for an estimated $5 billion.  

Inbound – Mizkan Holdings agreed to acquire the North 
American pasta sauce businesses of Unilever, for an 
estimated $2.2 billion.  

Corporate spin-offs and divestitures 
Spin-offs and divestitures remain a key strategy within the 
R&C sector especially as companies look to refocus on their 
core business to maximize synergies and return for 
investors.  Food and beverage (including alcohol) 
companies have been the most active in executing spin-offs 
and divestitures over the last five years.  

Transactions in the pipeline include the Energizer Holdings 
spin-off of its personal care business and the Barnes & 
Noble spin-off of its Nook business. Several spin-offs were 
completed in Q2-2014 such as Safeway’s spin-off of 

Blackhawk Network Holdings and Sears’ spin-off of Land's 
End. Longer term, the overall level of shareholder activism 
and management focus on core capabilities may help spur 
spin-off activity.  

R&C divestitures (excluding spin-offs), as a percentage of 
total deal volume, were consistent at 33% on a sequential 
basis and with the average for the last eight quarters.  
There were several large divestitures announced during the 
quarter which included:  

 Mondelēz’s sale of 51% of its coffee business to DE 
Master Blenders, for an estimated $5 billion;  

 Procter & Gamble’s divestment of certain pet food 
businesses to Mars for $2.9 billion; 

 Unilever’s sale of its North American pasta sauces 
business to Mizkan Holdings for an estimated $2.2 
billion; 

 Darden Restaurants’ divestment of Red Lobster to 
Golden Gate Capital for $2.1 billion; and 

 Central Garden & Pet Co’s (Central) confirmed receipt of 
an unsolicited letter from Harbinger Group Inc to 
acquire its pet segment for $750 million.  Alternatively, 
Harbinger proposed to acquire the remaining 95.6%, 
which it did not already own, in Central.  Central has not 
yet approved either of the proposed, unsolicited offers 
from Harbinger.  

Divestiture activity was particularly  prevalent in the food 
and beverage subsector. Additional transactions this 
quarter included Nestlé’s sale of its Juicy Juice business to 
Harvest Hill Beverage Co; and Rising Beverage Co’s sale of 
certain assets (including the Activate brand) to Unique 
Beverages.   
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R&C IPOs 2011 to Q2 2014 

 
 

Source: PwC’s IPO Watch 
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IPO’s 
R&C Q2-2014 IPO activity represented the strongest 
quarter the sector has seen in the last 3 years in both 
number of deals and proceeds (with the exception of Q4-
2013) with 13 offerings priced for total proceeds of $4.9 
billion.  Q2-2014 performance represents an increase of 
117% in volume over both Q2-2013 and Q1-2014 and 136% 
and 217% increase in proceeds over Q2-2013 and Q1-2014, 
respectively.  The R&C IPO market in 2014 is on pace to 
outperform the strong performance seen in 2013, with 
cumulative-to-date proceeds of $6.4 billion for 19 IPOs 
(2013 total R&C proceeds were $10.3 billion for 29 IPOs).   

In terms of the broader equity markets, R&C rebounded 
back from its relatively poor Q1 sector performance and 
was the second highest performing sector in Q2 proceeds 
(behind technology) and third highest in Q2 volume 
(behind technology and healthcare).  As we had discussed 
in our Q1 IPO outlook, the Q1 moderation in R&C 
performance was expected to be temporary with a strong 
pipeline at the end of the quarter feeding the Q2 
performance.  

Q2 was on track to be the largest quarter in terms of 
proceeds raised and volume in the past three years 
(outpacing Q4-2013 $5.6 billion proceeds for 14 IPOs) until 
late May when the markets went quiet for a month.  
Through the first 8 weeks of the quarter, 10 IPOs had 
priced raising $3.4 billion. IPOs in this quarter were 
JD.com ($1.8 billion) and La Quinta Holdings ($650 
million) and other well-known companies such as Zoës 
Kitchen, Grubhub and Papa Murphy’s. The markets then 
shut down until the last week of June with another 3 IPOs 
raising $1.5 billion (Michaels Companies, GoPro, and 
ServiceMaster Global Holdings).  As we continue to 
emphasize, “IPO windows” provide companies the 
opportunity to approach the equity markets if they are 
ready and prepared at the right time.  In Q2-2014 IPO 
average deal size was at its highest since before 2011 (again 
except for Q4-2013) at $376 million average deal size 
compared to fiscal year 2013 with an average deal size of 
$356 million and Q2-2013 average deal size of $345 million 
(fiscal year 2012 average deal size was $86 million). This 
trend was largely driven by the JD.com IPO of $1.8 billion 
and 4 other IPOs in the quarter which each raised in excess 
of $400 million. It is difficult to anticipate if this trend will 
continue into Q3 as only 2 of the companies in the public 
IPO pipeline have filed with the SEC for an expected 
offering in excess of $400 million, however companies can 
revise the offering size before IPO effectiveness.   

  
 

Retail and consumer IPO activity surges in Q2-2014, positioning 
the retail and consumer IPO market to outperform the strong 
performance seen in 2013.  

The R&C pipeline is on par with the levels seen over the 
past few years since the JOBS Act took effect in April 
2012¹. The pipeline, defined as companies that have 
publicly filed with the SEC in the last 12 months, has 13 
companies on file expecting to raise $2.6 billion; with 7 
companies filing their initial public forms in the second 
quarter of 2014.  However, only 3 of the pipeline companies 
are Emerging Growth Companies (EGCs), whereas in prior 
quarters more than 50% of both effective IPOs and 
companies in the pipeline were an EGC. Non EGCs in the 
pipeline include relatively more mature companies that 
have been held by financial sponsors who may now be 
looking to shed these investments and realize the healthy 
returns many have experienced in the current markets.  
However, this may indicate a longer average time until IPO 
effectiveness in Q3-2014 as non- EGCs cannot file their 
initial IPO documents and subsequent amendments 
confidentially². These non-EGC companies have therefore 
still a more or less significant portion of the SEC clearance 
process ahead of them.    

R&C Q2-2014 IPO average pricing performance 
outperformed the overall IPO markets, with average one 
day returns for IPOs pricing in Q2-2014 of 10.8% compared 
to 9.2% in the overall IPO markets, and quarter-to-date 
performance averaged 30.8% from the IPO date in 2014 
compared to 20.3% in the overall IPO markets. Both are 
significantly outperforming the broader stock markets 
despite both the Dow and S&P 500 reaching record highs.  
Financial-sponsor backed IPOs continue to dominate the 
sector with 9 of the IPOs (69%) or $4.4 billion of the 
proceeds (90%) in Q2 and all other IPOs, except for one, 
were backed by venture capital firms. 
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We remain optimistic that the retail and consumer sector will 
continue its positive momentum.   
 

The strong finish to the quarter bodes well for the rest of 
the year although the decrease in the number of EGCs 
filing may be an indicator of a slowdown in the sector.  
However, we continue to believe there is a strong interest 
in new equity issuances, driven by continued demand for 
growth capital and the attraction of strong equity markets, 
and are expecting that interest to remain healthy as we 
head into the third quarter.   

Conclusions 
The R&C sector experienced a solid first half in regards to 
transaction activity for announced deals >$50 million in 
value, exceeding 2013 year-to-date volume by 32% and 
value by 20%. Transactions in the food and beverage 
(including alcohol) and food and beverage retailing sub-
sectors continue to drive strong quarterly comparisons. 
The quality of businesses for sale seems to be improving 
and we’re seeing an increased level of corporate buyers 
thirsty for growth.  Thus, these buyers are including 
healthy synergistic premiums in their bids, which is 
causing a challenge to private equity activity despite the 
favorable financing environment.  For both companies 
looking to reorganize their focus on their core business as 
well as private equity seeking a return on investment in 
their portfolio companies, the IPO markets are an 
alternative we see more turning towards in light of the 
continued improvement in performance and gains many 
are experiencing.   

Today’s market dynamics necessitate a disciplined focus on 
incorporating buyer diligence into the underlying valuation 
assumptions, and earlier incorporation of fact-based 
synergy analysis and integration planning. We enter the 
second half of 2014 with great momentum, particularly as 
it relates to deals with values > $500 million.  As such, we 
remain optimistic that the R&C sector will continue the 
positive momentum and outperform the strong activity 
seen in 2013.       
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R&C deals by quarter (deals with disclosed value >$50M) 

Source: PwC analysis of Thomson Reuters data 
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Non-disclosed Disclosed Value

R&C deal volume and value—disclosed transactions 
2013 Q2 2014 Q1 2014 Q2 

In USD million, except 
number of deals 

Number 
of deals 

Total deal 
value 

Number 
of deals 

Total deal 
value 

Number 
of deals 

Total deal 
value 

>$1B                4            12,684                5            30,738                8             25,614 

$500M to $1B                3              2,066                4              2,577                7               4,879 

$250M to $500M                4              1,207               11              3,958              11               3,804  

$100M to $250M                8              1,288                10             1,516              15               2,503  

$50 to $100M              14              1,116               10                 684                9                  647 

Subtotal >$50M              33            18,362                40            39,473               50             37,448  

<$50M              47                 600                46                 606               42                  673  

Total (with disclosed values)              80            18,962                86            40,079               92             38,121 

Source: PwC analysis of Thomson Reuters data 

16% 

14% 

22% 
30% 

18% 

2014 Q2 

$18,362M $39,473M $37,448M 
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About PwC’s Deals business 

PwC’s Deals practitioners help corporate and private equity 
executives navigate transactions to increase value and 
returns. In today’s increasingly daunting economic and 
regulatory environment, experienced M&A specialists 
assist clients on a range of transactions from smaller and 
mid-sized deals to the most complex transactions, 
including domestic and cross-border acquisitions, 
divestitures and spin-offs, capital events such as IPOs and 
debt offerings, and bankruptcies and other business 
reorganizations. First we help clients with strategic 
planning around their growth and investment agendas and 
then advise on the business-wide risks and value drivers in 
their transactions for more empowered negotiations, 
decision making and execution. Clients can then expedite 
their deals, reduce their risks, capture and deliver value to 
their stakeholders, and quickly return to business as usual. 

Our local and global deal strength is derived from over 
1,600 deal professionals in 33 cities in the US and over 
13,300 deal professionals across a global network of firms 
in over 120 countries. In addition, our network firm PwC 
Corporate Finance provides investment banking services 
within the US.  

Companies who do not follow a disciplined approach to 
integration may not be as successful with their deals as 
those who do. A disciplined approach to integration helps 
achieve early wins, build momentum, and instill confidence 
among stakeholders. An integration roadmap can be 
helpful in pinpointing and executing a clear integration 
strategy before a deal is final. Adherence to some 
fundamental tenets of deal integration can guide 
companies along the path to a successful integration and 
allow managers to focus their efforts on sound strategy 
execution. Although every integration effort is unique, a 
company’s integration process should not be. 

Data and Methodology 
The information presented in this report is an analysis of 
deals in the retail and consumer industry where the target 
company, the target ultimate parent company, the 
acquiring company, or the acquiring ultimate parent 
company was located in the Unites States of America. Deal 
information was sourced from Thomson Reuters and 
includes deals for which buyers or targets have a target mid 
industry code that falls into one of the following mid 
industry groups: Apparel Retailing, Automotive Retailing, 
Computers & Electronics Retailing, Discount and 
Department Store Retailing, Food and Beverage Retailing, 
Food and Beverage, Home Furnishings, Home 
Improvement Retailing, Household & Personal Products, 
Internet and Catalog Retailing, Other Consumer Products, 
Other Consumer Staples, Other Retailing, Textiles & 
Apparel, and Tobacco. Certain adjustments have been 
made to the information to exclude transactions which are 
not specific to the R&C sector or incorporate relevant 
transactions that were omitted from the indicated mid 
industry codes. 

This analysis includes all individual mergers, acquisitions, 
and divestitures for disclosed or undisclosed values, 
leveraged buyouts, privatizations, minority stake 
purchases, and acquisitions of remaining interest 
announced between January 1, 2009 and June 30, 2014, 
with a deal status of completed, intended, partially 
completed, pending, pending regulatory, unconditional (i.e. 
initial conditions set forth by the buyer have been met but 
deal has not been withdrawn and excludes all rumors and 
seeking buyers). Additionally, all spin-off transactions have 
been removed from the numerical and graphical 
presentations herein. 

Percentages and values are rounded to the nearest whole 
number which may result in minor differences when 
summing totals. 
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Integrating Cybersecurity as a new pillar in merger & 
acquisition (M&A) transactions 

Cybersecurity and public disclosures on the loss of 
customer personal information in the Retail & Consumer 
(R&C) sector have been an all too common occurrence in 
2014.  In recent years, technology-led innovation has 
enabled the R&C business model to evolve; the extended 
enterprise has moved beyond supply chain and consumer 
integration, connectivity and collaboration now extends 
to all facets of business.  Cybersecurity threat actors have 
successfully targeted the security gaps in this modern 
R&C business model to obtain large quantities of 
aggregated customer transactions, personal information 
and transaction histories.    

There are four key learning points from the analysis of 
recent retail and consumer events: 

Attackers are smarter.  Their organized and coordinated 
efforts exploit known technical vulnerabilities in the 
fundamental infrastructure.  They test and enhance 
their approach over the course of months before 
executing their campaigns. 

Defenses are immature.  Technical indicators of an 
attack frequently go undetected during the attack 
sequence.  Additionally, third parties, such as law 
enforcement or the banks tend to detect the 
compromise, not the company. 

Compliance does not equal security.  The companies 
who were known to be compromised were assumed to 
be compliant with industry standards (e.g. PCI DSS).  

Industry-wide exposure.  Attacks are often not limited 
to a single company.  Many companies within an 
industry sector share the same/similar profile and it is 
highly likely there are other targets and victims. 

The results of The Global State of Information Security 
Survey 2014 in the global R&C industry shows that 
detected security incidents have increased, as has the 
cost of breaches.  And hot-button technologies like 
cloud computing, mobility, and BYOD are implemented 
before they are secured.  If few R&C companies have 
kept pace with today’s escalating risks, fewer still are 
prepared to manage future threats. 

Impact on M&A 
Having a cybersecurity plan during M&A is becoming 
more critical especially in the R&C sector.  Knowing that 
security measures are more open during integration, a 

 

technique used by today’s threat actors is to penetrate 
the sellers network so that they will have access to the 
Buyer after integration – when networks are 
connected. 

With this cyber risk as a backdrop, those involved 
with M&A – both on the buy side and sell side – 
should consider these cyber risks during the life-cycle  
of the deal.  On the buy side, a misunderstanding of 
the cyber risk of a potential acquisition can 
significantly impact the value of the planned 
investment and expected return.  Without clear 
visibility into the cyber risk of the acquisition, 
management’s plan to mitigate those risks – including 
investments, critical asset protections, active threat 
monitoring and integrated cyber response, the 
acquiring company may be taking on an asset or 
brand that has less value than expected  or have 
limited ability to maintain security over short-term.  

 

 

 

 

 

 

 

• Maturity of Cyber 
Program z 

• Threat Actor Landscape 
• Detected or undetected 

breach activity 
• Misaligned valuation  due 

to unexpected 
cybersecurity costs 

• Loss/theft/impairment 
of critical assets  

• Exposure of legacy 
companies to immature 
Cyber practices 

• Misalignment between 
business drivers, 
cybersecurity 
capabilities and retained 
critical assets 

  Buy Side   

Sell Side 

On the sell side – depending on the transaction type 
(e.g., carve-out, spin-off or divestiture) – various 
cyber risks are present in the deal life-cycle through 
the conclusion of Transition Services Agreements 
(TSA).  For those managing a spin-off, building the 
Spin Co. cybersecurity function should be a high 
priority while maintaining existing cybersecurity 
services from the  Old Co.  For those managing a 
divestiture, managing secure TSA’s and instituting 
cyber protections for the critical company assets that 
are retained needs to be a high priority.  Threat 
actors are highly aware of the inconsistent 
cybersecurity measures that exist during these types 
of deals and while not frequently publicized, the 
number of companies exploited in these scenarios is 
steadily increasing.  

Deal 
Value 
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Cutting edge approach to cybersecurity 
risk in deals 
The risk associated with almost any deal in R&C today 
also has an inherent cybersecurity component.  This 
cybersecurity dimension brings in new risks to deals, 
impacting brand, competitive advantage, and 
transaction value. Strategic and financial buyers at the 
forefront of the market have already recognized the 
value and importance to address this type of risk early 
on in the transaction process. To take full advantage of 
the cybersecurity perspective, these buyers have added 
Cyber Due Diligence as a fundamental pillar of the pre-
deal diligence activities.  

Cyber Due Diligence is an assessment of the cyber risk 
of a target company in the context of a transaction 
aimed at identifying potential impacts to the deal’s 
value.  Cyber Due Diligence focuses on the maturity of 
cybersecurity capabilities of the target company and 
their alignment with business needs. The results of the 
due diligence provide a high level view of the existing 
cyber risks, an estimate of the investment necessary to 
mitigate them and reduce unexpected variable costs 
associated with cybersecurity issues and events.  

Cyber Due Diligence addresses four critical questions, 
enabling better modeling of deal value and ultimately 
improving the decision making process: 

 

 

 

 

 

 

 

 

 

 

 
Leading companies are embedding Cybersecurity Due 
Diligence into their pre-deal diligence processes which 
include analysis of: 

Cyber Governance. Understanding of risk by sector, 
geography and business strategy; management’s plan to 
address known risks; and alignment of policies and 
security spend to business needs; and regulatory 
compliance.  

3rd Party Risk Management.  Understanding target 
policies and procedures for managing the risk of all 
those entities part of its ecosystem, including 
suppliers, service providers, JV/Partners and 
customers. 

Infrastructure and Operations Security.  Assessing 
the security of back office and front-office 
applications, network and systems, physical security 
and operations. 

Critical Assets Protection.  Evaluating the level of 
cybersecurity protection implemented around 
critical assets such as intellectual property (IP), 
personally identifiable information (PII), business 
intelligence (BI), proprietary source code, and any 
other firm’s specific information playing a role in the 
valuation process.  

The value of Cyber Due Diligence 
Potential buyers benefit from a deeper 
understanding of the cybersecurity implications of 
the proposed transaction, and are able to quantify 
the potential risks and their impacts on the valuation 
process. This information is pertinent to the 
transaction as well as future cyber risk mitigation 
efforts and expenditures, and integration planning. 

For example, during a recent Cyber Due Diligence  a 
potential buyer identified security gaps in the target 
Company with potential impacts on the 
confidentiality of customer information and the 
protection of its application source code.  Those gaps 
were then further assessed with potential impacts 
quantified in $2m worth of capital investments and 
almost $1m of operational expenses.  

Cyber Due Diligence helps the potential buyer to 
identify an estimate investment necessary to 
safeguard a target company’s critical assets, 
intellectual property (IP) and identify potential 
impacts on deal value; Cyber Due Diligence also 
provides an initial plan based on identified cyber 
risks and the maturity of existing cybersecurity 
program. This plan can be further developed in full 
scale integration and implementation plans for the 
target cybersecurity program, with key milestones 
associated to Day One, TSA period, and post-TSA. 

Can the cybersecurity controls meet the current 
and future needs of the Company?  

What is the maturity level of the Company’s 
cybersecurity controls and 
countermeasures?  

Is the Target Co. introducing unknown 
cyber risks? Have they been breached - do 
they remain breached? 

Is the IP of the Company secure or has it been 
impaired? 

For more information about Cybersecurity and related 
services, please visit http://www.pwc.com/security 
 
For The Global State of Information Security® Survey 
2014, please visit  http://www.pwc.com/gx/en/consulting-
services/information-security-survey/ 
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Endnotes 

¹ The Act allows Emerging Growth Companies (EGCs) to file 
confidentially with the SEC. 

² Under the JOBS Act those companies that have elected to file 
confidentially with the SEC must file publicly 21 days in advance of 
their roadshow.  Recent quarterly trends demonstrate that most EGCs 
take advantage of this election and only file publicly when preparing to 
start their roadshow and go effective.  
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