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The current global financial crisis has many 
businesses grappling at the enterprise level 
with critical issues including financial stability, 
risk management, and sustainability. In 
these times, not much escapes scrutiny as 
companies scramble to dot i’s, cross t’s, and 
continue to run their businesses—all while 
cutting costs. Amid this urgency for smarter 
operations, managing the array of risks 
associated with supply chain should have a 
place on corporate critical-issue to-do lists. 
And, as should be expected, Internal Audit 
functions are actively assisting business 
leaders as your company works to manage 
its increasingly complex and pervasive supply 
chain risk. 

It’s not just about quality and cost these 
days. Supplier disruption can immediately 
and significantly affect profitability, impair 
growth opportunities, shatter shareholder 
value, and compromise reputation through 
a decreased level of public confidence. A 
PricewaterhouseCoopers (PwC) analysis 
shows that businesses that experienced 
supply chain disruptions experienced steeper 
shareholder value drops than their peers; 
more intense stock price volatility; and deeper 
declines in return on sales and assets.1

Be prepared
Today’s deeply connected global economy 
and the drive to cut costs bring additional 
challenges to the risk control imperative. 
Global political instability, weather and climate 

Increased level of supply chain risk joins  
growing chain of challenges

changes, pandemics and other health crises, 
and cultural gaps can cause supply chain 
disruptions and failures that can tarnish a 
business’s reputation and eat away at a 
company’s value.

In an era in which consumers seek nearly 
instant, on-demand goods and services, 
breakdowns in complex global supply chains 
can result in launch delays and product 
recalls—all with regulators, consumers, and 
other stakeholders observing it all through 
a more sharply focused lens. While many 
developing countries operate under less 
stringent production, legal, and intellectual 
property protections, US companies are 
applying greater regulatory scrutiny to 
business operations and supplier integrity. 
In one instance, a global automotive 
manufacturer experienced significant 
losses because some of its suppliers went 
bankrupt and others delivered poor quality 
products or were unreliable about meeting 
deadlines. In response, it began paying 
closer attention to the business environment 
in which its suppliers operated. It identified 
leading risks suppliers faced and conducted 
risk-adjusted evaluations of its suppliers’ 
pricing proposals. As it turned out, the 
lowest bidder did not generate the greatest 
savings after the bid was adjusted for risk. 
The manufacturer now makes more informed 
supplier-selection decisions and is able to 
identify troubled suppliers quickly and take 
early corrective action.

1 From vulnerable to valuable: how integrity can transform a supply chain
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Global supply chains are being  
tested by major upheavals in the  
world economy. The financial crisis 
is taking a heavy toll on world-
wide manufacturing activity. With 
credit still tight and consumer 
demand weak, bankruptcies have 
risen at an alarming rate. 

These tough times demand greater 
scrutiny throughout the multi-tiered  
and extended supply chain. Some 
companies are beginning to pay more 
attention to issues such as supplier 
financials and inventory management 
to improve working capital. But others 
are going beyond these short-term 
considerations. For them, this is an 
opportunity to really get to know 
their supply chains, with a view to 
enhancing their fundamental strengths 
and addressing weaknesses that 
might have been overlooked in better 
times. Their healthier and safer supply 
chains are helping to ensure business 
continuity now and will pay off even 
more as the economy recovers. 
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Supporting your strongest links 

1. Prioritize risk management resources.  
With growth stalling, this is the time  
to pause and re-evaluate suppliers. 
Identify suppliers most critical to strategy, 
operations, performance, and reputation. 
This will focus attention on those who 
generate the most benefit, and on others 
whose failures could be catastrophic. 

2. Combine the financial data with  
qualitative information to get an accurate 
risk profile. Leading risk indicators from 
operational and reputational areas such 
as governance, treasury, and ethics 
can signal both potential problems and 
opportunities, which may not always 
surface in the financials alone. 

3. Adopt this approach throughout the 
lifecycle of supply chain activities.  
Today’s accelerated rate of change 
requires nonstop monitoring. Revisit 
assumptions and continuously 
seek and analyze new information 
to know your suppliers better and 
strengthen key relationships.

Highlights

Supply chains, already coping  
with pressures such as product  
recalls, are now also under  
severe economic stress and  
more vulnerable to disruptions. 

Supply chain disruptions cause 
serious damage to profitability, 
shareholder value, and reputation. 

A few suppliers make the biggest 
difference to the bottom line and 
brand. These critical relationships 
must be recognized and nurtured. 

Companies should analyze critical 
suppliers’ financial and operational 
metrics to develop leading risk 
indicators. This will help to identify  
and even prevent potential disruptions. 

Toward a safer and 
smarter supply chain
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To have a deeper conversation about how 
this subject may affect your business, 
please contact:

Dave Pittman 
US Advisory Operations Leader 
312.298.3114 
dave.pittman@us.pwc.com

Joseph Atkinson 
US Advisory Risk Leader 
267.330.2494 
joseph.atkinson@us.pwc.com

Tell us how you like From vulnerable to 
valuable: how integrity can transform a 
supply chain and what topics you would 
like to hear more about from PwC. Please 
visit www.pwc.com/supplychainintegrity.
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Holistic healing
Your company can begin to better understand 
its overall supply chain risk by embracing 
a holistic approach to cutting its supply 
risk exposure—one that’s based on a 
comprehensive model that helps identify and 
assess vulnerabilities throughout the supply 
chain lifecycle. The first order of business 
should be to identify suppliers most critical 
to the company, taking into account high-
level considerations regarding reputation, 
governance, operations, strategy, and brand. 
Then ask:

Are there areas where we are risking •	
more than we’re saving by relying on this 
supplier?

Which suppliers would cause critical •	
operational problems if they were to 
default? 

What would be the likely financial impact •	
of a critical operational issue/disruption to 
our operations? 

How vulnerable or viable is each supplier? •	

How do our supplier’s operations, as •	
reflected by its quality and economics, 
align with our business goals and brand? 

Does the suppliers’ integrity, as reflected •	
by social, labor, environmental, and ethical 
underpinnings, align with our business 
goals and brand?  

Building a base to cover your bases
To enhance supply chain integrity, companies 
should develop a framework for a structured 
approach to ongoing risk identification and 
management. This will enable businesses 
to proactively address organizational supply 
chain risks on a periodic basis—a practice that 
affords stronger company and brand protection 
against supply chain risk gaps. 

A successful supply chain risk management 
program requires characteristics of a newly 
structured approach:

A comprehensive supply chain risk profile•	

Established risk tolerances by type of risk, •	
supplier, commodity, etc.

A clear understanding of the true cost •	
(direct plus indirect) of supply chain risk 
events

Leading key risk indicators (KRIs) along •	
with risk scoring models that give “early 
warning” to potential trouble

Pre-defined management responses •	
corresponding to increased levels of 
supplier risk

Risk-based pricing and performance •	
analysis to support improved risk response 
development

Alignment of individual incentives to risk-•	
based decisions

A focus on early intervention rather than •	
crisis management
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Internal Audit can work with the business 
leaders to develop an appropriate supply 
chain risk management program using 
some of these characteristics, as well as 
provide assessments of the supply chain risk 
management program through continuous 
monitoring and auditing.

Your company should also perform 
assessments of suppliers’ financial 
information to gauge their solvency and 
stability. Because it is cost-prohibitive to 
assess every supplier, we recommend 
leveraging your processes and key risk 
indicators to identify any troubled suppliers 
within the supply chain before they become 
onerous. This may also include assessing the 
suppliers in a tiered approach to rank the risk 
level of each supplier.

How Internal Audit can help
Internal Audit can contribute to your 
company’s security and success by:

Reviewing and understanding supply •	
chains, including their strengths and 
weaknesses, in developing markets,2  
to validate monitoring programs

Working with the company’s supply chain •	
specialists to help develop a monitoring 
process that can be repeated

Helping to identify which suppliers  •	
are critical

Assessing which suppliers may be •	
vulnerable to threats and helping draw  
up a residual mitigation profile

Identifying strong risk control procedures•	

Helping to develop key analytic tools  •	
and techniques

Aiding with compliance monitoring•	

Once these programs are implemented, 
Internal Audit can monitor their effectiveness 
and provide insights to guide the organization 
to ongoing, sustainable improvement. These 
are more than precautionary and damage 
control measures for today. They set the 
course for smart positioning for tomorrow’s 
global business environment. 

Companies doing business in emerging 
markets will look sharp in the years ahead 
if they meet the supply chain integrity 
challenge now. Distantly emerging markets 
beckon and are likely to present even greater 
potential supply chain risks—and business 
opportunities—over time.

2  Brazil, Russia, India, China. 
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For a deeper discussion about how Internal Audit can help management better monitor 
its supply chain risk, please contact:
 

Jim LaTorre
Managing Partner, US Internal Audit Services Practice
jim.latorre@us.pwc.com

Brian Brown
Internal Audit Advisory Services Leader
brian.brown@us.pwc.com


