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Bar raised for handling health information under Final
HIPAA Rule

The final version of the HIPAA rule, released by HHS in January 2013, reflects
two growing realities among the U.S. health system. First, the rule takes a At a glance
decidedly consumer-centric approach, strengthening existing patient
protections for personal information and limiting how providers, insurers and
others may use it. And second, the rule reflects a changing health system that

is becoming more and more digital. Effective Date: March 26, 2013
Compliance Date: September 23, 2013

Released: January 17, 2013

Both of those acknowledgments are at work in the latest HHS directive. * Adds to the privacy and security
Although the final rule incorporates much from the interim regulations, core measures established under HIPAA.
1 h h d M blv. th le ad broad definiti £ Includes rules for the HITECH Act and
S ementi ave changed. Most notably, the rule adopts a broad definition of a T e S —r—
breach.” In the past, the bar for a reportable breach focused on whether or not Nondiscrimination Act.
a person was harmed financially or had their reputation co.m_promised due to il Trealtih @iisties and meness
lax safeguards. The latest update removes the “harm” provision. Now, an associates directly liable for
“impermissible use or disclosure of protected health information is presumed compliance.
to be a breach,” unless the health organization demonstrates there is little Strengthens consumer privacy and
chance the data has been compromised using a highly specific four-point test. SIEUIIE [PIOTIEIons,
Prohibits the sale and marketing of
. . . . posqe . sensitive health data without
]%usmess associates share in the. 11ab111ty—qnd potentially much authorization.
higher fines. Heal.thcare providers, insurers, their contractors and . Gives individuals access to an
subcontractors are liable for noncompliance and breaches. Business associates electronic copy of their health records.
and sul.)contract'ors are now bound by law rather than contract to protect I Cpoy o T Eookerron
health information. Penalties range from $100 to $50,000 per violation, with clinical treatment or drugs instead of
a cap at $1.5 million per year, per incident. To compare, the per-violation through an insurer can prevent the

insurer from getting to see that
information.

penalties before the HITECH law were only $100, capped at $25,000 per

incident, per year. . .
Unauthorized disclosure and breaches

of health data are presumed

Patients can restrict access to medical data even between insurers compromised and require notification
and providers. Under the final rule, individuals can restrict access to their unless proven otherwise.
health data even between providers and insurers if they decide to pay out of Stiffens the per-violation penalties.

pocket instead of through their coverage or prescription drugs. Healthcare

providers are required to explain the measure in writing to patients. The rule
also prohibits most group health plans and Medigap issuers from using or Contacts
disclosing genetic information for underwriting.
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Personal health information stays protected for decades after a
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person’s death. The final rule keeps privacy and security protections on
health information until 50 years after a person’s death. Only certain
designated individuals can authorize release of the information sooner.
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