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] NOW’S THE TIME
‘ TO UPDATE YOUR

ANTI-FRAUD PLAN

N i
g U.S. Laws and regulations, accounting and auditing associations, and
./

. circumstances encourage us to update our anti-fraud plans. But now we

N
"

-

have adequate guidance to ensure compliance and deter fraud.

ublic and private entities alike are subject to fraud risks as shown by the seemingly never
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Foreien ( :nrruT!T Practices Act (FCPA) vielations, Those of us with management, internal audit,

and/or board-level responsibilities - whether we're CPAs or not - inevitably will be asked 1o
assess and monitor our organizations’ fraud risks and develop anrifraud programs.
There's no need for confusion; there's plenty of guidance available. In rhis article, we'll apply the funda-
mentals of anti-fraud prograny assessments so we'll be betrer equipped ro mitigate the business risk of fraud and

hopefully diszorpe would-be fraudsters.

FIRST THINGS FIRST
The term “occupational fraud,” as deseribed in the ACFE's 2008 Report ro the Nation on Occupational Fraud and
Abuse, is defined as: “The use of one’s occupation for personal enrichment through the deliberare misuse or misap-
plicarion of the employing oreanization’s resources or assers.” And a common theme in many other definitions of
fraud is “an intentional ace or omission designed o deceive others and achieve a gain.”
Fraud risks include:
* Corruption: bribery and other improper payments
* Asset misappropriation: cash or inventory theft by customers or employees
* Fraudulent financial reporting: revenue recognition, management estimates, and disclosures
* Fraud against third parries: fraud againse the povernment or an organizarion’s employees

ESTABLISHING AN ANTI-FRAUD PROGRAM

Before assessing the effectiveness of your organization’s anti-fraud progeam, let's recall the obvious primary driver for
estublishing o program thar will minimize the likelihood of fraud and/or improper activity: ic's "the righe thing o do.”
However, other driving forces have raised the bar since the LLS. Federal Sentencing Guidelines for Organizarions firse
provided relief in 1991 for companies thar esrablished and rested compliance o effective and proactive crime prevention,
detection, and reporting programs. These, of course, include the Sarbanes-Okley Ace of 2002 (SOX), the Federal Senrene-
ing Guidelines of 2005 (FSG), and the current governmental fecus on compliance with the FCPA of 1977,

While SOX might not specifically discuss anti-fraud progrms, we can belicve that management wouldn't sign the
reqquired certifications without having a process in place that provides an adequate level of assurance that “any fraud,
whether or not material, that involves management or other employees who have a significant role in an issuer's internal
controls” is reported to the organizarion's auditors and the audit commirtee, as required by Secrion 302{(a)(5)(B) of SOX,
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On the other hand, Chapter Eighe, Part B, Section 2 of the
FS0 is much more specific: it provides the elements of an “Effec
tive Compliance and Ethics Propram.” This is the cairmorand-stick
approach: if an onzanizaton is convicred of a crime, it could receive
a lighter senrence if it can demonstrare it has an effective program
in place. If “the righe thing to do” isn't an organization’s impetus ©
develop an antifraud program, the FSG lays out a credible reason
o strongly consider one. A key element of an orgnization's anti-
frannd effort is its ethics and compliance program.

Alzo, in today's "instant media” covirenment, rumors of
potentially frawdulent behavior can have a profound effect on the
investing and regulatory community, An effective anti-fraud pro-
gram is critical to protect shareholder value and mitigate reputa-
ticn risk.

DOMN'T LET FCPA BITE YOU
LLS. organizations have to be vigilant that they're complying with
the FCPA because the government is clamping down.

This excerpt from the Department of Justice's Loy-Person's
Giuide to FCPA provides an overview of the requirements:

“The antibribery provisions of the FCPA make it wnlawful for
a U5, person, and certain foreign issuers of securities, to make a
corrupt pavment to a foreign official for the purpose of obtaining or
retaining business for or with, or divecting busingss to, any person.
Since 1998, they also apply to foreigm forms and persons who take
any act in furtherance of such a corrupt payment while in the
United States.

The FCPA also requives companies whose secunities are listed
in the United States 1o meet its accounting provisions. (See 15
LLS.C. § 78m.) These accounting provisions, which were designed
to operate in tandem with the anu-bribery provisions of the FCPA,
require corporations covered by the provisions o make and keep
books and records that accurately and fairly veflect the transactions
of the corporagion and to devise and matntain an adequate system of
internal accounting controls, "

An organization can comply with these requirements
through an anti-fraud program that addresses the need for FCPA-
relared education, policies, procedures, and processes including
appropriate due diligence, transactional analysis, and other activi-
ties thar will minimize possibilities of violating the statute,

YOU'RE NOT FLYING ALONE

Much has been written over the years abour antifraud programs,
burt recently three organizations have developed a comprehensive
guide describing the elements of an effective program.

The ACFE, the American Institure of Cerrified Public Ac-
countants, and the Institute of Internal Auditors jointly released
in July 2008 “Managing the Business Risk of Fraud: A Practical
Guide.” [Download the 80-page guide from the ACFE Web site
(www. ACFE.com/documents/managing-business-risk. pdf) and
read “Managing the Business Risk of Fraud: Indispensable Plan-
ning,” by Grace B. Ghezzi, CFE, CPA/TFS, AEF, in the January/
February 2009 issue of Frand Magazine.]

According to the publication, these principles are key to the
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establishment of an organization's program o proactively manage
risks from traud:

= As part of an organization's governance structure, 4 fraud-risk
management program should be in place including a written
policy (or policies) ro convey the expectarions of the board of
directors and senior management regarding managing fraud

risk. (Note thar the guide indicares that a fraud-risk management
program is also known as an antifraud program.)

= Periclically assess fraud-risk exposure o identify specific poten-
tial schemes and events thar the organization needs to mitigare.

# Establish prevention techniques, where feasible, o avoid
potential key fraud-risk events wo mitigate possible impacts to the
orgnization.

s Establish detection techniques to uncover fraud events when
preventive measures fail or unmitigated risks are realized.

= Install a reporting process to solicit input on potential fraud,
and use a coordinated approach to investigation and corrective
action to help ensure potential fraud is addressed appropriately
and timely.

ON THE RIGHT TRACK?
Mumerous organizations already embrace many, if not all, of the
principles outlined in the guide. However, maybe your organiza.
tion is strugeling with finding ways to ensure all the pieces are
operating as designed and are effective in deterring, detecting,
and, when necessary, investigating fraud. So what should you do?
Here are some questions whose answers might help deter-
mine if your organization's antidraud efforts are on the rghe
track:
1. Does your erganization have a documenred anti-fraud program?
2. Has your organization defined roles and responsibilities abour
anti-fraud effores for its board of directors, management, and
employees? Are the roles clearly articulated in policies, code of
conduct, and job descriptions!
3. Has management set che appropriate “tone ar the top” regard-
ing no tolerance for fraud and/or improper activity!
4. Do you have an individual responsible for your organization's
antidrand program? If muldple individuals are responsible for the
program, does a committee oversee them to help establish thar
the elements are effecrive and operating as desioned!?
5. Does your organization have a fraud awareness program!
6. Have those who are respongible for detecting and investigaring
fraud received raining so they can idenrify and invesrigare fraud?
Does your organization support those individuals with a sufs
ficient budget to hire qualified individuals and employ the larest
technology!
T. Does your organization habitually assess fraud risk systemically?
Does the organization’s board of directors oversee the assessment?
8. Has your arganization implemented proactive anti-fraud-related
activities specifically designed o deter and detect fraud and/or
impraper activity! Have you clearly defined and communicated
responsibilities for those acriviries?
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9. Has your erganization esrablished rhe expecrarion rhat suspecr-
ed fraud and/or improper acriviry muse be reporred immediarely
and provided and publicized svenues for employees to do sol

10. Does youir organization have a documented protocol directing
the conduct of invesigations onee fraud and/or improper activity
i% .\llai"l.'l.'lt'l.”

1. Droses your organization have policies in place that reflect the
comseguences and processes for those who commit and/or con-
done fraud and/or improper activiny?

12, Dires your organizition have processes in place to remediare any
control deficiencies identified as a result of fraud and/or improper
activity! Dioes it peniodically evaluate the effectneness of it anti-
fraud program and contimuously monitor its efforts and resoles!

13. Are the results of the program’s monitorimg periodically
reported o management and the boand of directors?

REGULAR EVALUATION
Various ennnes have identified key elements of effective anri-

fraud programs o include fraud-risk assessments, control environ-

ments designed o manage risk from fraud, fraod prevennon and
derection activities, communication, and monitoring. Bur the

miere existence of these elements alone doesn't constiture an effec-

INDIC

RS

Fraud-risk assessment

Code of conduct The audit committee approves the code of conduct.

¢ The organization documents evidence of management’s periodic fraud risk assessments.
o The audit committee’s minutes include reporting of its fraud assessment and discussions with the external auditor.

The organization communicates the code effectively to all covered persons.

Employees show that they have received and read the code.

The organization shows its commitment to help promote employee understanding by providing required training.
Management and the audit committee monitor communication, training, and compliance regarding the code.
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tive anti-fraud program. The table below contains indicators
of the effectiveness of an anti-fraud program. Use this mble only
as a1 guide not as a rigid mandate, Mold it w your organization.

ANTI-FRAUD PLAN FRONT AND CENTER

As fraud examiners = whether we're CPAs or not = we not only

need robust anti-fraud plans; we can also use abundane guidance

o ensure we re constantly adapting our robust plans w an
{‘"'.
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ACFE Regent Bert F. Lacativo, CFE, CPA, is a parmer in

PricewaterhouseCoapers LLP's Forensic Services practice in Dallas,
Texas. His e-mail address is: bertlacativo@us.pwe.com.

cipare
fraudseers’ machinations.

Lance Youts, CFE, CPA, is a director in PricewaterhouseCoopers
LLP's Forensic Services practice in Dallas, Texas. His e-mail address

is: lance.yvouts@us.pwe.com.

The comtents of this column represent the opintons, posittens and insights
of the authors and don't represent those of PricewaterhouseCoopers LLF,
its pertners and/or affiliated firms.

Before making any decision or taking any action, you should consult a
compretent professional adviser,

Ethics hotline

The hotline operates independently of management.

Employees can report their concerns via multiple avenues.

A formal process tracks and analyzes issues as they’re reported.

Employees and third parties are aware of the hotline and are encouraged to use it.

Management periodically communicates hotline activity and resolution to the audit committee.

Hiring/promotion
standards

e Documented standards for hiring and promotion include background investigations for all positions of trust.
e Background investigations include educational backgrounds, employment histories and criminal records.

The human resources department reviews completed procedures and follows up as needed.

Board-level oversight

The board evaluates management’s fraud risk assessment.
The board discusses fraud risks with external and internal auditors.

The board reviews the audit committee’s assessment of fraud risk in conjunction with management’s accounting policies, estimates,

and transactions that aren’t routine.
The board and the audit committee approves waivers to the code of conduct.

Investigation/
remediation

Management, the audit committee, and the board of directors address ineffective fraud risk controls and provide guidance regarding

the conduct of investigations.
The audit committee and board of directors address fraud involving senior management.
The organization maintains documentation of the investigation/remediation process, proceedings, and resolutions.

Fraud prevention/
detection activities

Management has linked control activities to the fraud-risk assessment.
The audit committee is aware of control activity design and operating effectiveness.
The internal audit department incorporates fraud risk when developing the internal audit plan.

Communication

The code of conduct and anti-fraud policy are available on the organization’s Web site.
Training on fraud risk and anti-fraud program is frequent and sufficient.
Employees are encouraged to use designated communication channels.

Monitoring

Management and the board of directors monitor each of the components of the anti-fraud program.
The organization has procedures to monitor key control activities and control overrides.
The organization performs periodic performance assessments of its anti-fraud controls, programs, and policies.
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