






Indicators

Fraud-risk assessment The organization documents evidence of management’s periodic fraud risk assessments. •	
The audit committee’s minutes include reporting of its fraud assessment and discussions with the external auditor.•	

Control environment
Code of conduct The audit committee approves the code of conduct.•	

The organization communicates the code effectively to all covered persons.•	
Employees show that they have received and read the code. •	
The organization shows its commitment to help promote employee understanding by providing required training. •	
Management and the audit committee monitor communication, training, and compliance regarding the code.•	

Ethics hotline The hotline operates independently of management.•	
Employees can report their concerns via multiple avenues. •	
A formal process tracks and analyzes issues as they’re reported.•	
Employees and third parties are aware of the hotline and are encouraged to use it.•	
Management periodically communicates hotline activity and resolution to the audit committee. •	

Hiring/promotion 
standards

Documented standards for hiring and promotion include background investigations for all positions of trust.•	
Background investigations include educational backgrounds, employment histories and criminal records.•	
The human resources department reviews completed procedures and follows up as needed.•	

Board-level oversight The board evaluates management’s fraud risk assessment.•	
The board discusses fraud risks with external and internal auditors.•	
The board reviews the audit committee’s assessment of fraud risk in conjunction with management’s accounting policies, estimates, •	
and transactions that aren’t routine.
The board and the audit committee approves waivers to the code of conduct.•	

Investigation/
remediation

Management, the audit committee, and the board of directors address ineffective fraud risk controls and provide guidance regarding •	
the conduct of investigations. 
The audit committee and board of directors address fraud involving senior management.•	
The organization maintains documentation of the investigation/remediation process, proceedings, and resolutions.•	

Fraud prevention/
detection activities

Management has linked control activities to the fraud-risk assessment.•	
The audit committee is aware of control activity design and operating effectiveness.•	
The internal audit department incorporates fraud risk when developing the internal audit plan.•	

Communication The code of conduct and anti-fraud policy are available on the organization’s Web site.•	
Training on fraud risk and anti-fraud program is frequent and sufficient. •	
Employees are encouraged to use designated communication channels. •	

Monitoring Management and the board of directors monitor each of the components of the anti-fraud program.•	
The organization has procedures to monitor key control activities and control overrides.•	
The organization performs periodic performance assessments of its anti-fraud controls, programs, and policies.•	


